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Implementation of a DB-Based Virtual File System for
Lightweight IoT Clouds

Hyung-Bong Lee" - Ki-Hyeon Kwon"

ABSTRACT

IoT(Internet of Things) is a concept of connected internet pursuing direct access to devices or sensors in fused environment of
personal, industrial and public area. In IoT environment, it is possible to access realtime data, and the data format and topology of devices
are diverse. Also, there are bidirectional communications between users and devices to control actuators in IoT. In this point, IoT is
different from the conventional internet in which data are produced by human desktops and gathered in server systems by way of
one-sided simple internet communications. For the cloud or portal service of IoT, there should be a file management framework supporting
systematic naming service and unified data access interface encompassing the variety of IoT things. This paper implements a DB-based
virtual file system maintaining attributes of IoT things in a UNIX-styled file system view. Users who logged in the virtual shell are able
to explore IoT things by navigating the virtual file system, and able to access IoT things directly via UNIX-styled file I+ O APIs. The
implemented virtual file system is lightweight and flexible because it maintains only directory structure and descriptors for the distributed
10T things. The result of a test for the virtual shell primitives such as mkdir() or chdir() shows the smooth functionality of the virtual
file system, Also, the exploring performance of the file system is better than that of Window file system in case of adopting a simple

directory cache mechanism.

Keywords : loT(Internet of Things), Cloud Service, VFS(Virtual File System), DB-Based File System
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Fig. 2. Concept of the DB-based Virtual File System
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Table 1. Field Design of the ‘vgroup’ and ‘vuser” Table
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Table 39] 7§ 3 oﬂH Table 1, 29] Hlol& 445 9
¢ SQLES Fig. 89l B3, o714 ‘inode_seq’ Hlo] &S
inode M& LA7] §Eolt),

create table group
(gname  varchar(8) not null,
gid int unsigned primary key);
create table user

(uname  varchar(8) not null,
pass  varchar(8) not null,
uid int unsigned primary key,
gid int unsigned not null,

home  varchar(80) not null,

foreign key (gid) references group(gid));
create table vfs

(inode  int unsigned,

pinode int unsigned,

name  varchar(15) not null,

uid int unsigned,

gid int unsigned,

mode int unsigned,

ctime datetime,

type  varchar(l) not null,

iotfd  varchar(15) not null,

primary key (pinode, name),

foreign key (uid) references user(uid),

foreign key (gid) references group(gid));
create table inode_seq

(curval int unsigned,

dumkey varchar(10) primary key);

Fig. 8. SQL for DB Schema of the Virtual File System
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procedure integer vis_namei(in string path,
out integer pinode, out integer cinode,
out string cfname, out string ctype,
out string iotfd) {
string ctoken;

cfname = get_next_token_from_path(path);
if (cfname =“/) return FAIL;
pinode = 0, cinode = 1, ctype = “d”, iotfd = “”;
do {
ctoken = get_next_token_from_path(path);
if (ctoken == NULL) return SUCCESS;
pinode = cinode, cfnam e= ctoken;
cinode = db_get_dir_entry(pinode, ctoken, ctype, iotfd);
} while(cinode # INVALID);
return FAILURE;
}

MYSQL_RES *sql_result;
MYSQL_ROW  sql_row;
procedure integer db_get_dir_entry(in integer flag,
in integer pinode, in string cfname,
out string ctype, out string iotfd) {
string  query;
integer cinode;

sprintf(query, “select inode, type, iotfd
from vfs where pinode = %d and name = ‘%s”,
pinode, cfname);
if (mysql_query(dbid, query) != 0) return INVALID;
sql_result = my_sql_store_result(dbid);
sql_row = my_sql_fetch_row(sql_result);
if (sql_row == NULL) return INVALID;
cinode = atoi(sql_row[0]);
ctype = sql_row[1];
iotfd = sqgl_row[2];
return cinode;

Fig. 9. Pseudo Code for the vfs__namei() Procedure
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procedure integer vfs_mkdir(in string path) {
string p_path, dname, type;
integer  pinode, cinode, rc;

separate_pathname(path, dpath, dname);

rc = vis_namei(dpath, pinode, cinode, type, “d”);

if (rc = FAILURE or type # “d’) return FAILURE
pinode = cinode;

cinode = vfs_get_new_inode();
return(db_put_file_entry(pinode, cinode, dname,“d”);

)

procedure integer db_put_file_entry(in integer pinode,
in integer cinode, in string dname,
in string type, in string iotfd) {
string  query[256];
sprintf(query, “insert into vfs (pinode, cinode, name, type,
iotfd) values(%d, %d, ‘%s’,'%s’, ‘%s’)”,
pinode, cinode, dname, type, iotfd);
if (mysql_query(dbid, query) '= 0) return FAILURE;
return SUCCESS;

Fig. 10. Pseudo Code for the vfs_ mkdir() Procedure

procedure integer vfs_rmdir(in string path) {
integer pinode, cinode, type, rc;
string dname;

rc = vis_namei(path, pinode, cinode, dname, type);
if (rc = FAILURE or type #“d”) return FAILURE;
return(db_del_file_entry(pinode, dname));

}

procedure integer db_del_file_entry(in pinode, in dname) {
character  queryl256];
sprintf(query, “delete from vfs where pinode = %d and
name = ‘%s””, pinode, dname);
if (mysql_query(dbid, query) != 0) return FAILURE;
return SUCCESS;

Fig. 11. Pseudo Code for the vfs_ rmdir() Procedure
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struct vfs_file {
integer pinode, cinode;
string  type, fdess;
void *[oTptr;

} Vfs_FilelMAX_FILE];

procedure integer vfs_open(in string path, out integer fd) {
integer pinode, cinode, rc, fd;
string type, iotfd;

rc = vis_namei(path, pinode, cinode, type, iotfd);
if (rc = FAILURE) return FAILURE;

fd = vfs_file_alloc();
Vfs_File[fd].pinode = pinode;
Vis_Filelfd].cinode = cinode;
Vis_File[fd].type = type;
Vis_File[fdliotfd = iotfd;

switch(type) {
case “g” : ToT_open_g(); break; // socket() interface for GW
case “f” : // do open procedure for normal file interface

// do open procedure for each IoT file type
}

return fd;

Fig. 12. Pseudo Code for the vfs__open() Procedure
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Table 4. Virtual Shell Utilities for the Virtual File System
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| gname | gid § full |

| system | A | Admin |

il row in set <@.80 sec)

| uname | pass | wid | gid | home | full i

I root | root | {5 Hvd I Super user |

I row in set (B.8B sec?

mysgl? select inode. pinode. name. uwid. gid. ctime. type frnm:;;f-s.;
| inode | pinode ! name | wid | gid | ctime i type |
H i1 ai /s H a1 A ! 2014-88-P6 11:42:44 | d

H i1 i1 H a i 8 i 2014-88-06 11:42:44 | d

H 11 11 H 81 A ! 2014-88-PB6 11:42:44 | d

P rous in set (B.8B0 sec)>

Fig. 14. File System Initialization by the vformat Command
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user id: root

user pu:
=== Welcome to GWNU UFS SHELL Uer. ===
Use “C or

1.8
‘exit’ to stop this vfs_sh.
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< AAE "gE AA
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Fig. 15. Process of a User Account Creation
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vsh

K:WProjectsWIFSWhin>ush

user id: lee

user pu:
=== Welcome to GWNU UFS SHELL Uer. 1.8 ===
Use “C or ’exit’ to stop this vfs_sh.
ufs:/usp/homesleeSunkiot:—g UsnGul 114.71.78.61

vfs: usr/home/leedvls

b pu-r—p- UsnDB  lee iot 8E 62 13: 1 114.71.78.63
f pu—p——pr- UznFile lee iot 8% 6% 13: 2 /USN/zensor.dat
g pw-r—p— UsnGul lee iot 8E 6% 12:59 114.71.78.61

Fig. 16. File System Manipulation by a End User
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int vfs_open_g(char *fname, uint inode, char *iotfd, void *arg)
{
int fd, sd;
struct sockaddr_in ifa;
if ((sd = socket(AF_INET, SOCK_STREAM, 0)) < 0) {
fs_errno = E_NOMEM;
return(-1);
}
memset(&srv_addr, 0, sizeof(srv_addr));
srv_addr.sin_addr.s_addr = inet_addr(iotfd);
srv_addr.sin_family = AF_INET;
srv_addr.sin_port = htons(atoi((char *)arg));
if (connect(sd,(struct sockaddr *)&ifa,sizeof(ifa)) < 0) {
vfs_ermo = E_SKCONN;
closesocket(sd); return(-1);

}
if ((fd = vfs_get_fd()) < 0) {
vfs_errno = E_NOMEM;

closesocket(sd); return(-1);
}
Ufile[fd].flag = TYPE_GTWY;
Ufile[fd].data = (char *)sd;
Ufile[fd].size = 0;
return(fd);
}

Fig. 17. C Code for the loT__open_ g() Procedure
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struct u_data {

unsigned char time_b0; /*
unsigned char time_bl; /*
unsigned char time_b2; /x*
unsigned char time_b3; /*
unsigned char temp_hi; /*
unsigned char temp_lo; /*
unsigned char humi_hi; /*
unsigned char humi_lo; /*

)&

time 1st byte */
time 2nd byte */
time 3rd byte #/
time 4th byte */
temperature high byte */
temperature low  byte */
humidity =~ high byte */
humidity low byte */

int main(int ac, char *av[])

{
struct u_data data;

time_t t;
struct tm *tp;
int fd, temperature, humidity, i,

fd = vfs_open(“/usr/home/lee/UsnGw1”, “9999”);
if (ld <0) {
fprintf(stderr, “Connection failure..\n”);
exit(1);
}
for (i = 0;1 < 10; i++) {
if (vfs_read(fd, &data, sizeof(data)) < sizeof(data)) {
fprintf(stderr, “Read error..\n"); exit(2);
}
t = (data.time_b0 << 24) | (data.time_bl << 16) |
(data.time_b2 << 8) |data.time_b3;
temperature = (data.temp_hi << 8) | data.temp_lo;
humidity =~ = (data.humi_hi << 8) | data.humi_lo;
tp = localtime(&t);
printf(“%4d%2d:%62d:%2d %d, %d\n”, tp—>tm_year+1900,
tp—>tm_mon+1, tp—>tm_mday
tp—>tm_hour,tp—>tm_min,
tp—>tm_sec, temperature, humidity)]
}
vis_close(fd);
return(0);

}

Fig. 18. C Code for an loT Cloud Application(‘'gateway’)
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9143 82 62 19:34:51 =T 27, ST 75
gi4d 82 62 19:35:21 =T 37, ST 5
A145 82 62 19:35:51 =5 28, ST 77
a4 82 62 19:36:21 =T 27, ST 75
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A4 82 62 19:37:51 =T 27, ST 75

Fig. 19. Screen Shot of the ‘gateway’ Application
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Table 6. Creation Time of
Length-15 Case(unit: ms)

Table 5. Creation Time of
Depth-3 Case(unit: ms)

S #4 S 3
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Length-15 Case(unit: ms)
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