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ABSTRACT

Smart Grid Devices could have security vulnerabilities that have legacy communication networks because of the fact that
Smart Grid employs bi-directional communications and adopted a variety of communication interface. Consequently, it is required
to build concrete response processes and to minimize the damage of the cyber attacks including security evaluation and
certification methods. DCU is designed to collect meter data from numerous smart meter and send to utility’s server so DCU
installed between smart meter and utility’s server. For this reason, If DCU compromised by attacker then attacker could use
DCU to launching point for and attack on other devices. However, DCU’s security evaluation and certification techniques do not
suffice to be deployed in smart grid infrastructure. This work development DCU protection profile based on CC, it is expected
that provide some assistance to DCU manufacturer for development of DCU security target and to DCU operator for help safety
management of DCU
Keywords: DCU, Smart Grid, Protection Profile, Common Criteria

A44(20144 84 299), AL (1A 20144 109 6%, LN 2

AANZA (2014 104 63) ) =

* 2T 201249 AAAATE Aoz a7
<47HI(KETEP) 9] A9< ot £33 A7 Ay A AR ew 7dEa gle ArtEadEs
= (20121010500044) 7128 AAA Ay F2E e HA [T

t 4}, yicho@ensec.re.kr

¥ WAIA2} skkim@ensec.re.kr(Corresponding author) (Information Communication Technology)”]



1002 DCU ®okeAkg 24 2

CC v3.1 7|uke] msxmvlel At

&& A5ee] o FolAL P A Aol
e A Ao} ARE, Aaud 04 5t
A A A4 2 B, Adrh APsalel el
= o Bk AT AT S gl AR
$dAad SHow dal A oA B, A7)
5 4 54 7)) AR golsint.
FRAAE ol srvteaeE B 75

Metering Infrastructure) 7Zo] 3 ol gl
onf o]} F® AMI Mol QFA} B4 7] 3
2] 7% 59 Ht 7|&o digt ) U] A3
Zll leH1](2).

AMIE A3 dEZ24gl 7712 AvtE v,
DCU%E & & stk AMIE FAske 8 717 5
2wkE ulE] ] 7§ o]9] HIAS Ald HrIs] $
g mezasld stz dE d3r) AsEs} 9l
th(3). et & A o] ~ntE mlE|RAE b
olElE ATt fEelE AR HEsh= DCU
ek Rezasple] gk A= vgsich. DCU
= 2vtE vlEe} feefEe] 7 A fAska
olel, DCU7ZF 3A%s 7% o& DCU, &mtE
PlEl2 gl Aold 4 9lowm oy} fHed
Mue] 34 AR &8E 4 9le] ofd gt B
oF o] Hgslr}t o]o] B =Hexe DCUY
7% Asta A 2 Hel SAleke AlHE)

=4
of DCUS| Held e H7ket 4 9l=g she ngs

ot i

2.1 DCU(Data Concentration Unit) 7l
2.1.1 DCU29| H9|

DCU(Data Concentration Unit, ©le]&] #
A=) dukrle g AMI(Advanced Metering
Infrastructure) 7oA skt o]afe] ~wlE ¥
E (Smart Meter)7} $4 == FAls= A3
ole], Ale] W A vARAE AntEI=E 29
A8 (MDMS, Metering Data Management
Server) 2 FA3= 9s gt dubE<l
DCU 74 #74-& Fig.1.3 .

Utility Domain

1
i
| «— Power communication line |
Server I |

(MDMS) i <-----p Service communication line |
1
1

Power line

HFC /D-TRS / Wibro

DCU oee DCU

PLC/B-CDMA / ZigBee

IHD/ HEMS/
home GW

Smart | ¢
appliance

Oi

Smart meter

Smart meter

| propssmress |
|Loistediand

Home Domain

Home Domain

Fig. 1. Common structure of the DCU

2.1.2 DCU?| 7|

olr

d
defe] My e o2 A4 DCUZR A= 75
< 9wlgltt. )1 DCU A 71%5-& DCUS £€
2] AzE A FAale =
DCUE AA Az A =
A 715 onlget, W 158 W]
el AEE A3t A9 AWel o] 4 4 9l
= 7o ® el ule} o] 7]5e] EAEHA] W
T 3tk A% A4 7155 HAN(Home Area
Network) °3¥e ~mtE g9} WAN(Wide
Area Network) d<j9] A8} Ale]e|| $1%]3F DCU
7t AR B8 BA Z2EFZE AMEE A o]E
A 4 UEF = 7155 orlgit)

2.2 HSZZnjd

FTEH7171Z(CC, Common Criteria)< IT
AR B FA~ES Hrshy] fg r|Ees e 7



=] EEEB‘LE] L ;(]

(2014. 10) 1003

=7keket AR ohE Hel H7h 7lEe she] 97t
Z1FeR S Ao AzyAds AL ot 1§
A3 Gt 7EE ol 5 YRS FfErh I
25} (PP, Protection Profile) %7} wiake]
Bl B S AAskaL A AlEelA 87
Bepls& AAEe] B CC s A7 AlF N
A Beblee] Alka A el fAkd e 59
Klazy

FlelA= Adx So] AMI 338 F8 717
Z el AntE wEe] Wlgt BEZaale] st
g A5 Fdstt3). AHE So] s o
TolMe 2rtE e EAfshe Ao, Hel 8
Al FA3L EAL 5 53e] HELeaids A
A, e AAE HEzRade s §EF
o] AHgsle HEzestdl opdv, A S IT
HRRlFARel] S5% AvkE vlE], DCU 5 2~
eI E I 77)e R R s EAsA]
=t

Eolox] s REZ2Ielel “Protection
Profile for the Gateway of a Smart
Metering System” ©l4& WAN, HAN,

LMN (Local Metrological Network) Afe]ellA]

dFo] Iy ofdre pashe Ao ESlE Hde
2 4], o] ZEIAE FIRSSHS EAL
4+ ol

TR S AR Hezeaidal

“Protection Profile for the Security Module
of a Smart Meter Gateway ©lx& ~vlE ¥
EE /‘]/\E“‘)ﬂ‘i AHg-3= °Li Au| AFE flgt
g3 BES AR sitf(h). o] GErES )
Ef‘i%ﬁ EAL 4+ o]t}

[ll. DCU H¢t

QTME 24
3.1 DCU =2t F oty

E Aollx= 20119 InGuardians AlellA] 3%
g AMI 34 9 (6], 201249 A So] A3t
AMI ®sb ks A4 5(7), 20129 Florian
Skopik o] ZAFgF AvlE wEd] ql=zle] 3
s} Aokl (8)2 Fatste] DOUM algshe T4 4
Pge Feld ATe B Aok, VENZ A2

311 S2& 2 FUHA

DCU9 E=14 A
2 g= =g B4

W ~us Fod 2 dlolefr) °]£”5}
~Ydsle] F AREZ IEsh= ow Trav1s
Goodspeed(9)+& ©|& o]83le ZigBee Chip%
A3 ZigBee 715 g5 WE-S Hx I

“ﬂ—‘i‘ﬂ Hz iQ‘I}:Xﬁ]TO: ‘*H-tv'— v meld Hzs

(10J& 71719 &
7—%—% Al A8k}

31.2 HEQZ B2 F4H

DCU?| vE= AT FH P o2+ ZigBee
o, PLC %A, dF AYH, $HZ2EZ
oFH o] EAlgitl.

ZigBee, PLC -2 DCU°IA &g 54
EEZS AT o, dd §A ZREZO dHil
kol tigh AR o] F o] &3t FHeo| 7 &
it

A A

(&t

A% M DCU A% F4oln a1 34
AT 4+ YES At ASAY AF AR 5
4G 935, A% A9 A A wE F04
34 52 7bsebl & 4 sivk

SgmeRg Aopde G @ Belo) 3
dol=E o83 oby Bolel AAE AEsles 5

At Aol wixA] o] WxT}t ThesteR sk FHA
= 0]%—8}01 DCUE oL/H coﬂ

QA 7IAY 2" AoHAAE FAES &

it

3.2 DCU H9t @FAIE

E AelAs SlolA AR b oz Qg 3

4 27

,d
X
_?{_:’
X
d,
-
Q
c
2
F
4
L)
p
fe
=



1004 DCU Bts7Ak) #4

% CC v3.1 7|Hke] Bexegsyl 7t

321 29t &gl 7|5

b
rO
i
o
N
o1r
rlo
W)}
a
CJ
N
Y
ﬁx
>
fd
;O
s
f
(e}
0,

s S
glak= 716 ovldiet 01]5;’— 4, AHTEA
dloJe] fE717F A4 52 715l At

Het 7] el SlEA, DCUZF dste &
Het 715e] e (Hat 7s A FAL WA F)
A7bEl ARgARRE o] 83 4 QlEE o} B, B
S (Rel 7ls S A AA ghel HR A
(ot A4 "EE g WA = A ) 7k
AREARRE S 4 QL= AR Fart ot

Ir

A1)
)
=

o

)i
T

2
°
N
&2

F rl; %

o
o
o
ot
X,
it
il
rlj

1% A3 5o wiel ol WS 71-:—, o]
Aol AHgE Q1% HelEe] A PARES o
E 7l e Qb AR A9E 9 5 9=

= ) 2
% Q4 AL APEaE S5 o] 23

324 H|0|H ES 7|5

Hole 2% 7]52 DCU A4 RIAR
7h 2FHA GRS o Xda}ﬂl HE3h= /)%
ke, o714 wiAdr e DCUZE A%
wlole] ojelell mak £48 F, <lF wlolH S &
et

DCU¢lE th5e] ~rhE wle7h ddqh A
A ol S E3HshaL glon, sk e AR,
PRE v E Aol gAls ds] Sl <l
glole] ol gleh. ol dHelHE Ruslr] 9
glofelell gk A SAl, 187 64 AR 5
A, Ed8sh delsle Aol AR A 5o 71
o& FAT 5 olet. dold HEE s 7 ot
Aol S ghEs} AYSE A8she Ao] Aok

zgi

o o

1o
=

g

el

ol g

1ru S ofx 1> ni

gE3 AN A dEI} ANEE AHET
W, ol Sall AT 4 URS AFE o
2 shglel, Halol, 2xEdolz 7 4 vk,
5ol e 29 A2 2 P Aol e
%, dlole Re AHIT 5 H

3 ks sk e ot o W, %

= =3}
A 7leE k2 7] A, k= it 7les
d2d} AYSE AT 5 =T Ak

A

@

DCUSIH A e 2ok wlef} 4
%o, %
@

326 o3 0| Il

A el = 715 DCUAA AHgale B9
o, zEdols] Hopge] WAL Auls o)
F a2 9 JuelErt B8’ A%, olF A
S SAT & UES A A5 sleld o
Yol = stel °ﬂ e zEs} ol A Yulol=E 4
A5l LE DOUA g & 3lo] diitesl )9

7h e & ole
DCU9| <Hg o i o
P A 2 el g 2% el e

i_ﬁ]—zs].oq QT = %13

A ele]EE BEd 4 it

;ti N
ro
=



=] EEEB‘LE] L ;(]

(2014. 10) 1005

327 ®2 SH 7Is

A2 B 715 b At Qb g
& 5% 5 YR AFE oz, AW 2 9
7lee A Faste], Aldle] Bl AAlel s &
R AERS FAHES AR 715S L

DCUe| AZEF fA RS e do] AAE ARE
sz s7v QA9 B DCUZL A4 djeledol
AT AL sk & s7kEA] 42 A9 E SAT
V=S SFE /5 Lk, I AT 54

" Bk 7)ol S5k B gir.

i

r[r —1>

(o3

49l B3 7]e2 EelHel ALE B3l 2
& ‘Rl—t— td%ff& dlole] =%, doly fHx, =

6%—7”3 o] g},

mE
—

IV. DCU BEsZZmnt Jif
4.1 TOE X9

TOE(Target of Evaluation) DCUZ 2%
oA Advdgt 7} 2o] AntE mef (A7 ALS-EF
Aol 2 AuE AT 5 slE 7es 7
glo] Ajzit A= ARgEF =A]o] fo]) ZNE
A dele] 5 Sl A8t AMI Server
Agshe AT sk 717 & 5 sl

fu ad o

4.2 HOREH FHel

421 Hotosi

1A ke AAR 7, e
g ~E 5o TOER oj¥-24E AL 73 4
£ vt}

0 AdA A 994
AR, g5 s e HHA el 1

2 gle Yol EAE 4 9
422 Ho 2|3

TOE®l ek Rt 918> 3% oA Az Hah
Hom io]— O_—fl.}\],—go]_ =
% glek. AN 913
A3ty S8 T1, T2

YRS A7HR AR/ A AW Sl A
e A/ A zE ez 945 TOR A7 4

0 T2.¢1% %3
S99 TORS A% wiAUES
5 ARgAL/A 2wl i F53 4 9l

B — H REIR BN

O T3.91&A3] 9l& A&
ALY TOE N A7) sl A5A A5+
AEste] Q7hE AR/ AR AR A5 4

st



1006 DCU Hra7AH) 34

% CC v3.1 7|Hke] Bexegsyl 7t

o A<S E3 TOEe A+

O T6.4u]x 7+

AL TOR Al shyats 2o ol o
Ao Aelsi] BHES sfo] Auls ATE W
% sleh

0 T7 3014 ¥4

YA 71zl Aol AT BN AAE mE

sjof A8 4 3ok,

AR A A% Agne] ARERE 234
77 A6 eeke] 7} AAE BAAA A4

o,
N
N
>
>
N
fru
£
X,
(o3
o
:Io‘k:‘?
%
4
o,
o

O T12.94 3=

A8 oAl Pus e o F=E
TOEe AA3le] o] & o]&3}AY t}2 AntE #|H
rE fdE AWz o Z=EE A9 4 9l

-~

423 Z2|o HorMH

O P. 7k}
TOE7} 4 2 f4lshe vEs)z =d9 3
TOE #at AAeld @A WA s w5 7]
1

S35 nek Fel olMlE whY A d oMES 7]
23,

O Ptz dug=
TOEY 29 Hot AAA AHsle obdd %
F 43 dwEE AFg3)

TOR $4 % $ASE d=Ha =dqs
g = TOEe a3

o P. oﬂisl

AHgte] g gela W A AHgAE Tt
W, 7} e wel TORE Pelait £, A4
g},

4.3 2oI1=X =&
431 TOEO| ch3t HOoI=x

TOEel gt ®elEA2 TOE 24 244
°2 thRolx)= HelEAoltl TOR| tal BokE
Ao ket 7t} ¥l BAL woly)i: @ Al
B3-S 918 O1, 029} 2] FAbE Fojdlr},




=] EEEB‘LE] L ;(]

(2014. 10) 1007

0 02.7H}

TOE+ Hel 3% %
sl7] 98l Hot e AL A
s fA ok s, 712" zFatuolE]
AASHA AEE 5 9= .
gk ZhaldlolEl7)F 238 Al 2 =dEte S d$7]
oo Al sof Gt

O 03.3%
TOEL TOES] <7} #2jx7F TOEE =84
o2 P 9l Hy Fubs okt ez

Alg-afof et

O 0444 ¥ <%

TOEE TOE® Au 3% $AE we 1T A
<} TOEell Zjls}J_x} S=TOE #He)zp2 AW
TOE AL #83p7] Aol AbgAte] A19S a2
of gk},

il

A

O 05.93

TOEE AH87t 98¢ Felat 4 oduh Atz
TFEeok 3ln] A3le] w}pE HF AX B wely|E
Aol 715% ATl W

O 06 . 7oA B A A

TOE® TSF7h AHsHe Addedel A4 $8
Al AL dlolely TSE dlolel s W71 e 72
& wAsior et

O O7.A4%dele B3
TOE+ TOEel 4% TSF dlolel & <17t~
oke w2 w7 A ZRE] H3 o) g}

O 08.A%dlole] B3

TOEE A4H= A2} dolg] == TSF dHlo]
HE A e nF 0 WACENE Wil
gt

O 09.oA =7 At
TOEE ofE 7I7]E2%E FA=HE oAzl
& &= 2 xpede] F3is]ofof g}

O 010.A17+5713}

TOE= A=A Sl AR RE Algsfoste] 9

wo] A4 gl g Asdoyy A8y ok
AZARE fele| =8 & glojo} qhel,

3ol iR malBAe TORZ Bk 54
el ATE 5 YES LB As
7]

O OE.Al=4 )=t
TOES] <7kl #ejahe obel7} glord, TOE

el 7ol el s wsS ek, wE e
AR 2 g Aol met J3sh| 55 pdsof
gk w3k ARAle] UjkS ElelA] FmshA| grofel
&t

O OE.&3AA =7

TOE 2 #4379 <7k deixhs & A4
FoFdel Hgt RS paste] TOESH o2 &
Srasizke] el s WAdeR gt

E
TOE= ¢l &% FA=YE Al 5 S=
le|E Az Egole] FAAS Flste] gidlo]E
A7t & 5 =S #fof 3

O OE.&24 23
TOE: sltel kedslo] 985S o] 4]
A B U g Bl 9Y0R Y £ ES £

A% do} dhe},

TOE+= TOE %4
= BRI E ARsiA HekiE APE A2

718 3o} g},



1008 DCU Hetg7Agt #£4 2 CC v3.1 7]8ke] Bzl 7

Table 1. TOE Security Functional Requirements

Class Component
FAU ARP.1 Security alarms
. . FAU_GEN.1 Audit data generation
Security Audit - : - -
FAU SAA.1 Potential violation analysis
FAU SAA.2 Profile based anomaly detection
FCS_CKM.1 Cryptographic key generation
Cryptographic Support FCS_CKM.4 Cryptographic key destruction
FCS_COP.1 Cryptographic operation
FDP_ACC.2 Complete access control
. FDP_ACF.1 Security attribute based access control
User Data Protection - - - -
FDP_RIP.1 Subset residual information protection
FDP_SDI.1 Stored data integrity monitoring
FIA_AFL.1 Authentication failure handling
FIA _SOS.1 Verification of secrets
Identification and FIA_UAU.1 Timing of authentication
Authentication FIA UAU .4 Single-use authentication mechanisms
FIA_UAU.6 Re-authentication
FIA_UID.1 Timing of identification
FMT MOF.1 Management of security functions behaviour
FMT_MSA.1 Management of security attributes
FMT_MSA.3 Static attribute initialization
Security
Management FMT_MTD.1 Management of TSF data
FMT_MTD.2 Management of limits on TSF data
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
Privacy FPR_UNO.1 Unobservability
FPT FLS.1 Failure with preservation of secure state
FPT ITC.1 Inter-TSF confidentiality during transmission
FPT ITI.1 Inter-TSF detection of modification
. FPT PHP.1 Passive detection of physical attack
Protection of TSF -
FPT RCV.3 Automated recovery without undue loss
FPT_RCV.4 Function recovery
FPT_STM.1 Reliable time stamps
FPT_TST.1 TSF testing
TOE ACCESS FTA_SSL.3 TSF-initiated termination
Trusted Path/Channels FTP_ITC.1 Inter-TSF trusted channel
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Table 2. Mapping between Security Objectives and Security Functional Requirements

01 02 03 04 05 06 o7 08 09 010
FAU ARP.1 X
FAU_GEN.1 X
FAU_SAA.1 X
FAU_SAA.2 X
FCS_CKM.1 X X
FCS_CKM.4 X X
FCS_COP.1 X X
FDP_ACC.2 X
FDP ACF.1 X x
FDP RIP.1 X x
FDP SDI.1 x
FIA AFL.1 X
FIA_SOS.1 X
FIA UAU.1 X
FIA UAU .4 X
FTIA UAU.6 X
FIA UID.1 X X X
FMT MOF.1 X
FMT _MSA.1 X X X X
FMT _MSA.3 X X X X
FMT _MTD.1 X
FMT _MTD.2 X
FMT SMF.1 x X
FMT_SMR.1 X X
FPR_UNO.1 X X
FPT FLS.1 x
FPT _ITC.1 X X

FPT _ITI.1 X X
FPT PHP.1 x
FPT RCV.3 X
FPT RCV .4 X
FPT STM.1 X
FPT TST.1 X X
FTA SSL.3 X
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Table 3. Assessment of DCU’s Circumstances of
Threat

Threat|Resource| Skill |Intensity[Priority P(.)S.Sl_

bility
T1 1 1 3 1 1
T2 1 1 3 1 1
T3 1 1 3 1 1
T4 1 1 3 1 2
T5 2 1 3 1 2
T6 2 2 3 1 2
T7 2 3 3 1 2
T8 1 2 2 1 2
T9 2 2 3 1 1
T10 1 2 3 1 2
T11 2 2 2 2 1
T12 2 3 3 2 2
T13 2 2 3 2 2
13 2z 2x T x T
40 46 37 16 21

Average Circumstances of Threat =
(40+46+37+16+21) / 13 = 12.31
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