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Refining software vulnerbility Analysis under ISO/IEC 15408 and 18045
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ABSTRACT

CC (Common Criteria) requires collecting vulnerability information and analyzing them by using penetration testing for
evaluating IT security products. Under the time limited circumstance, developers cannot help but apply vulnerability analysis at
random to the products. Without the systematic vulnerability analysis, it is inevitable to get the diverse vulnerability analysis
results depending on competence in vulnerability analysis of developers. It causes that the security quality of the products are
different despite of the same level of security assurance. It is even worse for the other IT products that are not obliged to get
the CC evaluation to be applied the vulnerability analysis. This study describes not only how to apply vulnerability taxonomy
to IT security vulnerability but also how to manage security quality of IT security products practically.
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Security

Security Management
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Operation System Vulnembilitieg - 0 - - - -
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Environment | Database Vulnerbilities CWVE-2012-0009 ] CWE-338 High CAPEC-Custom-0J) o
MNetwork Vulnembilities - 1] - - -
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1. CVE-CWE-CAPEC Determination
1.1 Identify Potential
wulnerabilities from existing
SAC

1.2 Identify Potential
wulnerabilites from public
SOUrCes

- CWE - 98, 338, 45, 88, 2
- CAPEC - 103, 82, 25, 98

- CWE - 342, 120, 45, 23, 256, 31, 9,
- CAPEC, 28, 75, 45, 25, 98

~CWE - 98, 338, 45, 88, 2, 45, 23, 256
1.3 Filtering Vulnerabilites |- CAPEC - 103, 82, 25, 98, 45, 25
(TOE Components and - C\VE-2011-0001, 2012-0009, 2013-
Envirenment) 0044, 2013-0033, 2011-0088, 2013-
0005, 2008-03889, 2012-0001

2. Assessment for TOE susceptibility to attack

2.1 Design and specify CAPEC based penetration testing

2.2 Execute attack execution flow baed penetration testing

2.3 Determine residual Residual Vulnerabiilites

vulnerabilites and evaluate |CWVE-2011-0088

security guality CWE-2013-0005

Fig. 5. Example of Security Analysis
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