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ABSTRACT

In the past few years, data leakage of information assets has become a prominent issue. According to the National
Intelligence Service in South Korea, they found 375 cases of data leakage from 2003 to 2013, especially 49 of cases have been
uncovered in 2013 alone. These criminals are increasing as time passes. Thus, it constitutes a reason for establishment and
operation of ISMS (Information Security Management System) even for private enterprises. But to be ISMS certified, there are
many exposed or unexposed barriers, moreover, sufficient amount of studies has not been conducted on the barriers of ISMS
Certification. In this study, we analyse empirically through exploratory factor analysis (EFA) to find the obstacle factors of ISMS
Certification. The result shows that there are six obstacle factors in ISMS Certification; Auditing difficulty and period, Consulting
firm related, Certification precedence case and consulting qualification, Internal factor, CA reliability and auditing cost,
Certification benefit.
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Table 1. Previous Studies Related to Obstacle
Factors

Author

(Year) Title Publisher

The Effect of Risks

Moon and Strategic Journal of
et al. Recognition on the Information
(2002) Degree of IT Systems
Outsourcing
A Descriptive Journal
Study of IT of the
Moon Outsourcing Risk Korea
(2009) Factors in the .
Society of IT
Korean .
Services
Company
An Empirical Study
on The Obstacles to
Park the Adoption (?f Proceedings
Cloud Computing
et al. of

(2012) | Services of KORMS
Companies in Korea
by use of Conjoint

Analysis

Table 2. Previous Studies Related to ISMS

Author

(Year) Title Publisher
Jan Introduce and
ot alg Directions for Review of
(2001') Certification of KIISC

ISMS

A Study on

Information

Park Security

et al. |Management

(2011) |System for Security
Enhancement of
Enterprise

A Study of Effect of
Information
Security

Bae Management Journal of
(2012) |System (ISMS] KAIS
Certification on
Orgnization
Performance

Proceeding of
KIPS

An Empirical
Study on the .
Obstacles to the Proceedings

Park Adoption of of Korea

Comparison on the
Policy on Company
Information
Security and

:t{l:; Certification of Journal of
(2013) ISMS from KIISC

Regulation Revision
of Information and
Communications
Network Law

et al. . Society of
(2012) Clou.d Computing T
Services of .
L Services
Companies in
Korea
A Descriptive Study |Journal of
Lee of IT Outsourcing the
et al. Risk Factors in the |Korea
(2008) Korean Financial Society of IT
Industry Services
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Table 3. Respondent Statistics

Sort Item Resp. %
Executive 8 6.02
Head 7 5.26
Deputy head 10 7.52
Position |Section head 28 21.05
}l?ee;(;lty section 38 98 57
Others 42 31.58

Under 5b 52 39.1
5b~10b 23 17.29
Sales 10b~20b 19 14.29
20b~30b 6 4.51
Over 30b 33 24.81
Under 50 47 35.34
Under 100 15 11.28
Employees |Under 200 20 15.04
Under 300 10 7.52
Over 300 41 30.83

$lsl KMO-Bartlett
KMO 2= 7

= ‘o Rl

Table 4. KMO and Bartlett Test

KMO and Bartlett test

Kaiser-Meyer-Olkin Measure of
Sampling Adequacy

.825

Bartlett's Test of Sphericity,
Approx. Chi-Square

655.935

df

153

Sig.

.000
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Table 5. Result of Factor Analysis
Rotated Component Matrix a
Factor
Sort
1 2 3 4 5 6
Difficulty 782 105 135 -.078 152 .009
Auditing Period 736 -.079 -.029 201 -.039 | .183
difficulty and Infra cost 494 482 -.068 .025 247 .010
period Opportunity cost 458 210 271 -.079 .240 .391
System reputation 426 081 288 259 148 .307
Consulting cost .013 735 107 .106 .263 .059
e | poness ity | 020 |68 | 13 | 2e8 | 056 | 272
Consulting career 212 .684 .392 .001 -.077 -.011
Certification Precedence case -.027 108 761 -.068 -.044 313
precedence case )
and consulting | Consulting 128 238 707 233 135 | -.075
qualification qualification
iggfg&ﬂce -.058 .085 -.031 ik .003 211
gﬁfgfal ﬁlf’oaﬁ:xhty 369 050 322 585 323 | -.166
Consulting firm’s
client reception .095 425 .100 552 058 .081
CA reliability 215 104 1349 234 676 .069
CA reliability and | Auditing cost 285 374 -.066 .097 640 158
auditing cost g:rnizg]““g 428 1326 255 270 -557 | -.035
o Benefit in auditing | .5 055 167 275 092 | .793
Certification process
benefit gifigiaatie; 499 296 | -.060 | -.048 041 | 530
Eigenvalues 2.575 2.390 1.780 1.745 1.558 | 1.482
% of Variance 14.306 | 13.278 | 9.888 9.694 8.655 | 8.233
Cumulative % 14.306 | 27.584 | 37.472 | 47.165 | 55.821 | 64.054
Cronbach’s a 581 697 516 577 611 570
o WA 2 AF AL wAAL Qo] EZRAT)E Aol B Aow nelth
ISMS 9% ¥ dde) s T % & A5 A4 A AR ax F Y ek
L8 43 AF AT Fiifed, 2BAE £ AL 4G GYN A 0A 20 Fed
odut Ags 570202 vebgtt), T dF F WA dids A A7l AR 2l FAel
e A9 A HA 29l EHfSH _-L“d Z Al 2fo] Al A el
4995 vrebar, oA WAl agld] da] 2l FHA) 7 8919 mEnls du Alg A A 3 WA
2ol 5305 el F 7H o] AFe] Qlel w3k A 8919l QlF o= 1 |7t HA aqlel Qs
AekE B, sk A WA 2.9l bl 5w A o 7AdE A 2 ] WA aqlel W
wke] 89l AAES 715315 7] el A HA & A gel'e] 247+ 0.581, 0.516, 0.577T= thi o
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