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ABSTRACT

Recently, organizational efforts to adopt ISMS(Information Security Management System) have been increasingly mandated
and demanded due to the rising threat and the heavier cost of security failure. However there is a serious gap between awareness
and investment of information security in a company, hence it is very important for the company to control effectively a variety
of information security threats within a tight budget. To phase the ISMS, this study suggests the priorities based on evaluating
the Importance of 13 areas for the ISMS by the information security experts and then we attempt to see the difference between
importance and investment through the assessment of the actual investment in each area. The research findings show that
intrusion incident handling is most important and IT disaster recovery is the area that is invested the most. Then, information
security areas with the considerable difference between priorities of importance and investment are cryptography control,
information security policies, education and training on information security and personnel security. The study results are
expected to be used in making a decision for the effective investment of information security when companies with a limited
budget are considering to introduce ISMS or operating it.
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Table 1. Information Security Countermeasures

Control
Areas .
activities
1. Information security policies 6
2. Information security 4
organization
3. Security of External Parties 3
4. Information asset
s 3
classification
5. Education and training on 4
information security
6. Personnel security 5
7. Physical security 9
8. System development security 10
9. Cryptography control 2
10. Access control 14
11. Operations security 22
12. Intrusion incident handling 7
13. IT disaster recovery 3
planning
Total 92
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First Level Second Level Third Level (security policy,
{Geal) {Higher standard) {Lower standard) Security Organization
| System development security Seculjlt.y edu.catlon) -
[ Cyptography control Administrative security
Technical/ yptograp . .
| Pysical pvS— Post area to effectively deal
Security —[ Operations secorty administrativ|with security incidents.
[ Prysical securty e (Intrusion incident
security handling, IT disaster
P:Foprrrl‘ﬂoant'%ﬁf IrrFormat.lonsc—cur.ltypollu.es . recovery etc.)
security Information security organization When a new
Count i : . . . .
OunteErmeasures adm'i:nr:sotrrati\"e Security of External Parties information system is
security Information asset classification developed or the
Education and training on System c s .
information security development existing system is
Personnel security security changed, you should
——— - apply and understand
Post Intrusion incident handling ;
—Ed”“‘"stfﬂ‘“'&—r clearly the security
security IT disaster recovery planning ;
requirements.
Fig. 1. Research hierarchy Cryptography policies
including encryption
. object, encryption
ISMS®] 1370¢] ARHIfA F FH2]x] Blo] Cryptography strength and key
w24, 7]E3 Rl vl AR B]|Fo] o} control management should be
A 2209 FF L Aestel Ay were established and
AR el Raksk AR REld Rete R skl implemented.____
. o i . Access control policies
o} a=lw Eed Hoke 1] AR u st 448 A should be established
e ccess . .
o] 7]a2 Botet F3sle] rleA/wed Hele g control and implemented in
R = order to control the
unauthorized person.
The procedure
Table 2. The evaluation criteria of research Overations establishment to
Fvaluati Lower Security operate information
L valuation . . .
Division criteria Operational definition standar systems and their
- - d change management.
Technical security area -
. . You should install the
including technology. equipments to protect
policy, process applied . .
for inf i information systems
or 1n. ormation Physical after designating
security, access control . .
. . security protection zone for
and physical security them and restrict the
Technical/ |area to protect public access to the
Physical |information systems, protection area
security facilities and so on Information sec.urity
. from environmental T .
Higher risk and unauthorized policies including
standar . . . security guideline and
intrusion. Information
d . . procedure should be
(network security, PC security shared all employees
security, access control policies with CEO’s approval
etc.
). - - - and be renewed
Administrative security consistently
ea includin - -
. area inciuding You should appoint
Prior composition of CISO and organize
administrative [organization, personnel Information security team
security recruiting, policy security Information pfotection
making to prevent organization committee also is
security incidents. . .
Y constituted to review
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the major
considerations related
to information security.

Table 3. The characteristic of sample

Security of
External
Parties

When the external
parties need to process
your information or
access your information
asset, you should write
up a contract including
exactly security
requirements.

Information
asset
classification

You should identify all
information assets in
the organization
following the
classification standard
and grade security
level according to their
importance.

Education
and training
on
information
security

You should establish
an annual educational
planning and educate
regularly employees
and external parties.

Personnel
security

Employees who access
the important
information should be
under control of the
security manager and
submit security oath.

The number
Division Detail of re- Rate
spondent
Information 3~5 years 10 67%
security 6~8 years 3 20%
career more than 9 years 2 13%
Information security 7 7%
consultant
Information security
Role manager in a 7 47%
company
Information security
manager in a 1 6%
government agency
Bachelor’s degree 8 53%
Academic - P
background Master’s degree 6 40%
Doctor’s degree 1 7%
ISMSEXC:;tilrf:;atwn 1 79
ISMS
knowledge | Learning the course B
level of ISMS certification 10 67%
(overwriting| [SMS consultant 9 60%
ilable) -
avarable Understanding 13 15 100%
areas for ISMS ?

Intrusion
incident
handling

You should deal with
intrusion incidents
response system and
conduct simulation
training regularly.

IT disaster
recovery
planning

You should establish IT
disaster recovery
planning including
organization for
recovery, contact list
for an emergency ,
recovery procedures
and regular simulation
of recovery system.

Source: Korea Internet & Security Agency 2013
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