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ABSTRACT

With the development of the Internet, the number of cyber threats is continuously increasing and their techniques are also
evolving for the purpose of attacking our crucial systems. Since attackers are able to easily make exploit codes, i.e., malware,
using dedicated generation tools, the number of malware is rapidly increasing. However, it is not easy to analyze all of malware
due to an extremely large number of malware. Because of this, many researchers have proposed the malware classification
methods that aim to identify unforeseen malware from the well-known malware. The existing malware classification methods
used malicious information obtained from the static and the dynamic malware analysis as the criterion of calculating the
similarity between malwares. Also, most of them used API functions and their sequences that are divided into a certain length.
Thus, the accuracy of the malware classification heavily depends on the length of divided API sequences. In this paper, we
propose an extraction method of optimized API sequence length and combination that can be used for improving the
performance of the malware classification.
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I% 2 ek 257 Ak
7/4\'% g’ﬂ- ‘l‘ ?\A
* (4-gram FAI= é»}) Table 72 4-gram<|
APIARALE ARgEl] fALZE A4 2ol
t}. Table 69 AKXt A=} wiz7lA| 2 Table 5
of vl & 253 e 2% 7] frakert Auk
Aoz Z7lslgdel. webd 5-grame] API A

| AR ez Fokgt

Table 8. Similarity of APl sequence combination

AEE AN Asolth. Table

Table 4. Similarity of 1-gram by groups

5ell wlal T

R1 R2 R3 R4 R5
R1 0.999| -0.178| 0.617| 0.554| 0.220
R2 | -0.178| 0.996| -0.095| -0.127| -0.234
R3 0.617| -0.095| 0.992| 0.818| 0.584
R4 0.554| -0.127| 0.818| 0.974| 0.776
R5 0.220| -0.234| 0.584| 0.776f 0.999

Table b. Similarity of 2-gram by groups

R1 R2 R3 R4 R5
R1 0.999| -0.082| -0.05| 0.285| 0.203
R2 | -0.082f 0.993| -0.330| 0.023] -0.026
R3 -0.05| -0.330] 0.978| 0.154| 0.092
R4 0.285| 0.023| 0.154] 0.948| 0.741
R5 0.203] -0.026| 0.092| 0.741 1

Combined API Same Other

sequence groups groups
l-gram 0.997 0.165
2-gram 0.993 0.025
3-gram 0.993 0.039
4-gram 0.987 -0.004
1&2-gram 0.992 0.034
1&3-gram 0.995 0.037
1&4-gram 0.994 -0.008
2&3-gram 0.994 -0.003
2&4-gram 0.992 0.008
3&4-gram 0.989 0.034
1&2&3-gram 0.995 0.055
1&2&4-gram 0.994 0.071
1&3&4-gram 0.994 0.056
2&3&4-gram 0.992 -0.053
1&2&3&4-gram 0.992 -0.052
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Fig. 9. Classification error rate by combined API
sequence

Table 9. Classification error rate of APl sequence

combination

Combined API sequence Error rate
1 1-gram 0.196
2 2-gram 6.38E-05
3 3-gram 0.452
4 4-gram 0.71
5 1&2-gram 0.011
6 1&3-gram 0.0031
7 1&4-gram 0.003
8 2&3-gram 0.0012
9 2&4-gram 0.002
10 | 3&4-gram 0.006
11 | 1&2&3-gram 0.0078
12 | 1&2&4-gram 0.006
13 | 1&3&4-gram 0.0066
14 | 2&3&4-gram 0.0048
15 | 1&2&3&4-gram 0.00049
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