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ABSTRACT

The files in computer storages can be deleted due to unexpected failures or accidents. Some malicious users often delete data
by himself for anti-forensics. If deleted files are associated with crimes or important documents in business, they should be
recovered and the recovery tool is necessary. The recovery methods and tools for some filesystems such as NTES, FAT, and
EXT have been developed actively. However, there has not been any researches for recovering deleted files in XFS filesystem
applied to NAS or CCTV. In addition, since the current related tools are based on the traditional signature detection methods,
they have low recovery rates.

Therefore, this paper suggests the recovery methods for deleted files based on metadata and signature detection in XES
filesystem, and verifies the results by conducting experiment in real environment.
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Fig. 1. XFS filesystem structure
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Fig. 2. Allocation Group Free space Management
Block

typedef struct xfs_alloc_rec {
BYTE4 ar_startblock:
BYTE4
} xfs_alloc_rec_t, xfs_alloc_key_t:

ar_blockcount;
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Sign “ABTE™ Level
|41 42 54 42|BB 00160 B?lff Tf ff fflff f 1 ffI
00 00 90 _13]060 00 06 0100 00 06O le|00 08 80 B2

ar_startblock i ar_blockcount L ar_startblock ar_blockcount

00 1f @@ Eﬁ‘TQ—TElﬁﬁ_ﬁﬁ—QQJZB

Record 1 Record 2

Fig. 3. AGFL - physical address in ascending
order

Sign “ABTC™ | L\Lwel L\CDUM L@r@ ABTB | Next ABTB |

41 42 54 43|00 oojoe o7(ff ff ff ffIff ff ff ff]
66 66 00 13[06 06 06 01[60 60 00 _21]60 60 66 01]

ar_startblock 2 ar_startblock ar_blockcount
a
BB\‘W—W—M 1f e@ M—TE}W—W—QV/ 20
Record 1 Record 2

Fig. 4. AGFL - free block counter in ascending
order
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core.magic = @

core.mode = @

core.version = @

core.format = 0 (dev)

core.uid = @

core.gid = @

core.flushiter = @

core.atime.sec = Thu Jan 1 88:00:00 1970
core.atime.nsec = 00OOOOOOO
core.mtime.sec = Thu Jan 1 88:008:00 1970
core.mtime.nsec = BEOOOROEO
core.ctime.sec = Thu Jan 1 08:00:00 1970
core.ctime.nsec = QEOOOOOEO

core.size = 0
core.nblocks
core.extsize
core.nextents = 0
core.naextents = 0
core.forkoff = @

(=]

Fig. 5. Inode in initial state

Table 1. File name structure

Data name Details Size (byte)
Length of
namelen . 1
filename
offset Index Offset 2
name filename namelen
inumber Inode number 4
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Bits 72 to 126 (54) Bits 21 to 72 (52) Bit 0 to 20 (21)
Logical file block offset | Absolute block number Block count

D% 14

Fig. 6. Extent structure

Leaf xfs_bmbt_block_t Lear Xfs_bmbt_block_t
bb_magic = XFS_BMAP_ MAGIC - bb_magic = XFS. BMAR. MAGIC -
“BMAP" “BMAP"

bb_level = 0 bb_level = 0

bb_numrecs = number of exterts bb_numrecs = number of extents
bb_lefisib = -1 : First BMAP bb_lefisib

bb_rightsib bb_rightsib = -1 ; Last BMAP.

extentsfbb_numrecs] xfs_bmbt_rec_t extentsfbb_ numrecs] xfs_bmbt_rec_t

Offset / block / #blocks
Offset / block 7 #blocks

..Offset / block / #blocks
Offset / block / #blocks

File data (each block discontiguous on-disk extent of the file)

Fig. 7. Multiple bitmap block linked by double
linked list

Level = 0 _—
BMAP I_mem

BMAP

Fig. 8. Multiple Bitmap block structure
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Sign “BMAP~ | LLwd Extent count

42 4d 41 s0]ee eefeo fel|ff ff ff ff ff ff ff ff]
00 00 00 00 00 sa 2C_eb 00 00
a0 no oo 00 01 Before BMAP block offset 58 00
After BIMAP black offset e 00 02 00 60 00 00 00 00 66 00
00 00 00 09 f2 00 00 02 0O 0O 00 BO O3 cb 00 0O

Fig. 9. Bitmap block

olo]xxx=9o] Edo] “btree’sl A$ dolg] E=
del= 7lEAo® 10709 vEW &5 F4E
7158 4 glom, 1174 o] nlEnje] Had 49
Zol(Level) & S7HA A WA v|EY EZof

a19] v B B84 F4E 7153t} (Fig.8. =)
HEY 522 Fig 9.9 o] 'BMAP" Al2uA
7} glom nlER E52 Zo](2 byte) 12| HE
W B2l EAIH: extent®] 52 byte) & 74
S HIEY 259 Fast o vEY &

8 byte Z712 7183, o] &

HEq EZo] ¢l& A5 -10] 7|55}

Fae XFS 34 A28 sparse S A
gt skl Wit 54 B5e] 0x00°-2 o] Fo1A
thd AR 27bel] 2485k g B glo] 7}
= ubgolrh. oleh 3ol
sparse U AU A5 vz IS 84
o2 el 4= 9lA5, extentd] MG7F S8t

HOIE +8 HAHUZF

dloleie] AA] 912 Ang e e

Fig.10.<>

Bit 0 to 26 (27)
Sector Mo.

Bits 27 to 31 (5)
Allocation Group Mo.

Fig. 11. Inode structure

Bit 0 to 22 (23)
Block Mo.

Bits 22 to 63 (41)
Allocation Group Mo.

Fig. 12. Bitmap block pointer structure
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Free space List (block number)

Free space List (block count)

Fig. 10. The diagram for tracking data

Data Area
Physical Block #1

A 4

Root Inode (default No.128) :|

Target Inode #3 (Format=extents) Physical Block #2

Target Inode #2 (Format=btree) Physical Block #3

Physical Block #4

Inode #3 » Physical Block #5

T » Physical Block #6
» Physical Block #7

Inode #N Physical Block #N

BMAP Block

extent #1

extent #2

extent #3

extent #N
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49 4e 41 ed 02 01 00 00 0O @O 60 @O 0O 0O OO
00 66 66 65 00 60 OO 00 0O @O 60 @0 60 60 6O
52 9f d5 2c¢ 21 93 f4 9e 52 9f d5 2b 2e ed ec
52 9f d5 2b 2e ed ec 88 00 00 60 @0 0O 00 OO
00 6o 66 60 68 66 B0
00 00 bw = 0@ @86 ab 86 bl
ff ff ff ff| 03|00 00 00 00 84 64 60 30 44 49
31 66 86 06 95 04 B0 40 44 49 52 32 08 00 0O
04 00 56 44 49 52 33 10 02 28 87 00 00 00 0O
60 60 66 0O 00 0O OO G0 0O 6O 60 @O 00 00 B0
60 60 66 0O 00 00 OO 00 0O 6O 60 @6 00 60 A0
00 00 60 00 00 0O OO 00 0O GO 60 @0 0O 60 PO
00 00 60 00 00 00 OO 00 0O GO 60 @0 0O 00 PO
00 00 60 00 00 0O OO 00 0O GO 60 @0 0O 00 PO
00 00 60 0O 00 00 OO 00 0O GO 60 @0 0O 60 PO
00 00 B0 00 00 00 0O 0O 0O GO 60 @0 0O 60 8O

Directory entry count

Fig. 13. Change of directory entry after deleting
‘DIR2"

49 de 41 ed 02 B1 00 0O 0O 0O BA 0O 0 0O 0O 89
00 00 60 64 00 60 0O 60 60 00 00 0O 60 60 00 85
52 of d6 82 13 fd 18 d1 52 9f d6 81 27 89 fa a@
52 of d6 81 27 89 fa a@ 00 00 BA 00 00 00 00 lc
00 00 66 60 00 60 0O 60 60 00 B0 0O 60 60 00 0O
80 00 00 62_00 BO 0O 6 6O 00 BA 00 ab 86 bl b
ff ff ff ff 02]o0 00 00 00 84 B4 00 30 44 49 52
31 00 60 60 95 04 00 40 44 49 52 32 68 00 00 88
B4 00 50 44 49 52 33 10 62 28 87 00 00 00 00 09
B0 00 06O 60 0O BE 0O 6 6O 00 BA 0O 8 0O 00 89
00 00 60 60 00 60 0O 60 60 00 00 0O 60 60 00 0O
B0 00 60 6O 0O BE 0O 6 6O 0O BA 0O 6 0O 0O 89
B0 00 06O 60 0O BE 0O 6 6O 00 BA 0O 8 0O 00 89
00 00 60 60 00 60 0O 60 60 00 00 0O 60 60 00 0O
B0 00 60 6O 0O BE 0O 6 6O 0O BA 0O 6 0O 0O 89
B0 00 06O 60 0O BE 0O 6 6O 00 BA 0O 8 0O 00 89

Fig. 14. Change of directory entry after deleting
“DIR3”

49 de 41 ed 02 01 OO OO 00 00 00 00 00 0O
0606 60 00 04 00 00 OO 0O 0O 00 00 00 00 00
52 9f d6 e7 33 75 ¢7 de 52 9f d6 e7 06 66
52 9f d6 e7 06 66 22 c9 00 00 00 00 00 00
00 00 G0 PO 0O 00 DO OO 0O 0O 0O 00 00 0O
006 60 00 02 _00 00 0O 0O 0O 00 00 00 ab 86
ff ff ff ffBB 00 00 PO 84 04 00 30 44
31 00 00 00 95 04 0O 50 44 49 52 33 00 00
04 0O 50 44 49 52 33 00 00 00 96 00 00 00
00 00 00 PO 0O 00 PO OO 0O 0O 0O 00 00 0O
066 60 00 00 00 60 OO OO 0O 00 00 00 00 00
00 00 00 00 0O 00 PO OO 0O 0O 0O 00 00 0O
066 00 00 00 00 60 OO OO 0O 00 00 00 00 00
00 00 00 00 0O 00 PO OO 0O 0O 0O 00 00 0O
06 00 00 00 00 60 OO OO 0O 00 0O 00 00 00
00 00 00 00 0O 00 DO OO 0O 0O 0O 00 00 0O

Fig. 15. Change of directory entry after deleting
‘DIR2"
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00: 49 4eee 00 00 00 00 00 00 00 0O
10: 00 00[80 01|08 BH DO 60 00 B0 OO OO fota an g
20: 52 ar~ ) co LFile size L
39: 52 a| Link count .fﬁ;@ 00[00 2a 20 0]
40: 00 00 00 00 2 a |egwj| 5 01|
50: 00 60 68 02 500 ea_Coont count (e

60: ff ff ff ff 96 60 60 6O 60 66 60 66 d
70: Wn: AF-AR AR O 00 OO 0B OO 0B 0O

80: 00 00 00 00 00 w 00 00 00 00 0O 0O 00 00
96: 060 00 06 06 66 66 GO 60 OO0 00 00 60 GO OO 60 60
aB: 060 00 00 00 G0 0O GO 00 ©0 00 G0 00 0O 0O 00 00
bG: 60 00 00 00 G0 0O OO 60 60 00 00 00 0O 0O 00 00
cB: 80 00 00 00 G0 0O GO 00 OO0 00 00 00 0O 0O 00 0O
do: 60 00 00 00 G0 0O 0O 60 60 60 00 00 00 00 60 00
e@: 00 00 00 00 GG 00 GO 00 OO0 00 00 60 0O 0O 00 00
fo: 060 00 00 00 GG 0O 0O 00 00 00 00 00 0O 0O 00 00

Fig. 16. Inode before deleting a file - extent

00: 49 4eo0 0002 02 60 00 00 0O 00 00 00 00 00 0O
10: 00 00[00 00 |o0 00 00 G0 00 @0 00 00 00 00 00 08
20: 52 al ed da 35 a4 c7 32 52 al d6 c9 GO 00 60 08
30: 52 al e5 3e Of 05 13 82 00 00 00 80
40: 00 00 00 00 [00 00 00 0O Jo0 00 00 A0 08 00
50: 0B 00 60 02 G0 0O 00 60 00 60 GO 00 60 00 00 03
U6 d

00 06 00 GO 00 00 PO 0D Q0 DO
B0 0O 00 B0 OO 00 PO BE OB DO

Fig. 17. Inode after deleting a file - extent
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Fig.16.3 Fig.17.& o4 2 Az F9
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N2, TN

90: P 00 74 4 00 00 00 00 08
ao: Bitmap block offset 00 81 16 00 00 00 00 Oc
bO: |00 60 00 00 06 60 08 9e| 00 0O OO0 00 00 00 00 60
cO: 0O 60 6P 0O 6O 60 0O 00 GO 0O OO 0O 00 0O 6O 60
do: 60 60 00 00 00 €0 00 00 GO0 PO OO0 00 00 00 00 60
e@: 00 60 00 0O 00 60 00 00 0O 0O OO0 00 00 00 60 60

fo: 60 60 6P PO 6O 60 OO 00 GO AO OO 0O 066 6O 6O 6O

Fig. 18. Inode before deleting a file - btree

G8: 49 42 66 09 B2 62 00 60 60 90 66 00 0O 0O 60 8O
16: ©b 90 90 06 09 0O OO 6D ©D 90 OB 0O OO QO B0 16
28: 52 9e af 4a 08 79 33 28 51 90 42 18 00 00 60 8a
38: 52 9e b2 da 6d b7 GB f9 60 96 96 99 09 09 68 @O
48: 06 00 60 00 00 06 00 60 00 60 60 00 00 60 00 84
S8: 00 90 66 02 00 06 B0 B0 60 00 60 00 00 0O 60 8b
6a: ff ff ff ff 00 01 60 61 60 90 OO0 06 00 60 00 6O
78: 53 cO 60 80 00 06 00 060 00 32 eb 00 00 00 00 B4
88: ©1 @0 18 94 09 09 00 00 80 &5 d4 00 00 09 B0 Ba
98: 3f 96 87 88 00 00 60 60 08 T4 o4 0O 00 60 68 B8
af: 97 @6 86 19 08 06 69 60 60 81 16 00 00 00 60 8c
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Fig. 19. Inode after deleting a file - btree
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Fig. 20. Bitmap block before deleting a file
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ff ff ff ff ff

Fig. 21. Bitmap block after deleting a file
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Fig. 22. Flow chart of deleted files recovery
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Fig. 23. Flow chart of recovery based on metadata
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Fig. 27. The recovery result of deleted files by
the developed tool
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Fig. 28. The recovery result of lost filles based
on the signature search #1
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Fig. 29. The recovery result of lost files based on
the signature search #2
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