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An improved extraction technique of executable file from physical
memory by analyzing file object
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ABSTRACT

According to the intelligence of the malicious code to extract the executable file in physical memory is emerging as an
import reseath issue. In previous physical memory studies on executable file extraction which is targeting running files, they are
not extracted as same as original file saved in disc. Therefore, we need a method that can extract files as same as original one
saved in disc and also can analyze file-information loaded in physical memory.

In this paper, we provide a method that executable file extraction by analyzing information of Windows kernel file object.
Also we analyze the characteristic of physical memory loaded file data from the experiment and we demonstrate superiority
because the suggested method can effectively extract more of original file data than the existing method.

Keywords: Physical Memory Forensic, File Mapped Data, File Object
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3 Al ilﬂ Fdex= AA = o] =

©° o)

sixst Ad As} Table29} %] VAD,
ImageSectionObjectoll A& E2] wlme] =79} A
TFHle] el 7hsst AA A dlele A o 21%
Aol el ofelrt wlwele] AAstar glvt. w3k
L2 g do]e]E Fsl= DataSectionObject
o4+ VADY ImageSectionObjectellA #He]sl=
gt dlelefe] ulsl] 2] 7bsgt 9l dlele =717}

xl—om] /‘]Xﬂi ;(_];:]-ﬂo_]ol‘— 3121: Uﬂo ;5:]'0 740

r{r
o M

B2l oF 19%nt AHE-skaL Q) o 4 sl
Alg) shdolla] AMS- <l s dlo]e]el AR o 5.3 £== ojY H0|E £M
7] Z<l 2 dlo]eE ] s= ImageSectionObject
dpis AA e wlolE FolA Hd 24%AHwn B el Ajlsle WHoR FE9 A gl
Felste] VADSF FdshAl &2 wwe] =7 o} dlelefel 7]& ZgellA FEH 3k dloleel gt
Table 2. Result of the file storage size in Window 7 32/64bit System
Mg‘f;‘:y Total file count | VAD File data(MB) Im;ﬁgs(‘;;&o?&gf“ D;Efeszgggn&%e)“
1G 550 58/313 (18%) 104/331 (31%) 1.6/69 (2%)
x86 | 2G 871 80/392 (20%) 164/645 (25%) 2.8/87 (3%
4G 843 79/379 (20%) 180/579 (31%) 23/87 (26%)
1G 835 75/407 (18%) 125/538 (23%) 1.57/30 (5%)
2G 947 133/654 (20%) 211/930 (22%) 15.42/227 (6%)
x64 | 4G 1023 136/668 (20%) 203/991 (20%) 20/224 (8%)
8G 1037 133/647 (20%) 201/996 (20%) 25/263 (9%)
16G 1038 137/645 (21%) 209/993 (21%) 26/270 (9%)
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Volatility?} Rekall =7l VADE o]&
A W o R ol doleE FE3] wiel
EAoA = Volatilityolld 5% 3L dlo]
ol g3ted mlmw EA3sTl. Fig 82 Volatility
=79 MFExtractorelld #&3 oo dolel&
v 2gk Zlolc},

Volatilityel A= VAD 7|4ke 2 A A8 5

Mo cfz ok

ol dlole] FH& FE3] wel 3 dloly
ZA 0x72400 39S & AdF g=2A F=
AL & 5 9l

calc.exe ¥} LZA (0x72400-> .data 99
(dlele] ) o2 A W o] A= ==
a3 AgAAeM W = 5 ole ddelrt 34|
Bt B mellA] AljkeE gkl 5 E=Fe4= VAD
vt o2} ImageSectionOhject, DataSectionOhbject
£ #4381 3k dlolHE 23] wEe 71E =
Tof th2A g 3] AR I doleE 53

1 fo o

DEfset 012 3 45 6 7 8 9 A B CDEF
000723F0 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00
00072400 BO—6— 00 00 00 00 0D 00 00 00
00072410 00 00 00 00 00 00 00 00 |00 00 00 00 00 00 00 00
00072420 00 00 00 00 00 00 00 0O |00 00 00 00 0O 00 00 Q0
00072430 00 00 00 00 00 00 00 00 |00 00 00 00 00 00 00 00
00072440 00 00 00 00 |00 00 0O 00 00 00 00 00
00072450 A FF FF FF FF FF FF FF FF
00072460 03 00 00 00 20 00 00 00 |0A 00 00 00 3D 01 00 00
00072470 3A 01 00 00 00 00 00 00 |00 00 00 00 00 00 00 Q0

Volatility = : calc.exe == H{0|1{2] 5 u}ﬂ' [-||0|E17}

DEfset D 1 2 3 45 6 7 B89 ABTCDEF
000723F0 00 00 OO 0O OO OO OO OO OO OO OO OO OO OO OO OO
00072400 00 00 00 0O 00 00 00 00 0O OO0
00072410 00 00 0D OO O0 00 OD 0O D0 00 DO OO0 0D DO OO OO
00072420 00 00 00 00 0D 00 O0 00 00 00 OO0 00 0D 0O 00 0D
00072430 00 00 00 00 OO 00 00 00 00 00 0O 0O 00 00 00 OO
00072440 [EE_EE FF FH 00 00 00 00 00 00 00 00 00 00 00 0D
00072450 |oo] ool oo od oo 00 00 00 FF FF FF FF FF FF FF FF
00072460 03 00 00 00 20 00 00 00 OA 00 00 0O 3D 01 00 OO
00072470 34 01 00 00O 00 00 DD 00 D0 00 DO 00 00 00 00 0D

MFExtractor £ : calc.exe Z== Hjo|1{2] (Y& [ HO|E])

Fig. 8. Extract file data comparison
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rok
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Fig 9+ Memoryze =79 MFExtractorell4]
F=3 7 dlo|eE nlagk Aelh

ImageSectionObject 714k Als) 3} Ho|g =
FZ3tE MemoryzeolAdE I dolg 2zAl
0x26600 95 F=3 Fal 2 3 AL AS
o & 9ok calcexe T 2= 0x26600->
text AY(Z= 4dod)o®A ImageSectionOhject
oA ¢ =l dlole] d9S FeFA| 7] el
st dlole] GAe F=F A TR AL 4 &
STk BHAIRE & el Al g FE T
A+ ImageSectionObject 4% ofz} VAD,
DataSectionObjectg #43te] sl dlolg &
Z37] el 718 =9k vh2A s o] i

sl dlolHE FE3 AS & 5 itk

Offset o012 3 45 6 7 88 9 A B CDEF
000265ED C4 20 41 5D 41 5C 5F €3 90 90 90 90 90 90 90 90
O002ESFD 45 8B 4 48 89 48 05 57 48 83 EC 40 45 C7 44 24
aoo0zesnn |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
aoo0zeslno |00 OO 00 00 OO0 00 00 00 00 00 00 00 00 00 00 00
00026620 |00 OO 00 00 OO 00 00 00 OO0 00 00 OO0 00 00 00 00
00026630 |00 0O 00 0O OO OO 00 OO0 00 0O OO0 OO 00 00 OO 00
0002ee40 |00 0O 00 0O OO OO 00 OO 0O 0O OO0 OO 00 00 OO 00
0002ees0o |00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00026RA0 |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

Memoryze T : calc.exe =& H{O| 42| i 2] [1|O|E-|§ EL285]

Offset o1 2 3 4 5 6 7 & 9 A B CDEF
000265E0 |4 20 41 SD 41 5C SF C3 90 90 90 90 90 90 90 90
000Z65F0 |48 BB C4 48 89 48 08 57 48 83 EC 40 48 C7 44 24
0o0ze&n00 |30 FE FF FF FF 48 89 58 18 48 89 70 20 49 8B FO
00026610 |48 BB FA 48 8B D9 83 60 10 00 48 8B 02 45 BE 48
00026620 |EG 48 B85 €9 OF 84 9C BY 00 00 48 8B 01 FF 50 20
00026630 |4C BB DB EB 00 4D 85 DB OF 84 90 BY 00 00 33 C9
000ze640 (4D 85 DB OF 95 C1 85 C9 OF 84 99 B7 00 00 49 &B
00026650 |03 49 8B CE FF S50 18 48 &3 CO 18 48 89 03 C7 44
00026660 |24 58 01 00 00 00 4C 66 OE 41 8B 41 FO 45 BB 17

MFExtractor = : calc.exe == H}0|l42| (Y2 1Y G{|0|E)

Fig. 9.Extract file data comparison
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A ARE Pelohe Aol SHAE A PRI 24
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o Bel Wmeld AgE AL A doleE
RO R FESHE PES Ak on] ol £
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gt dlelelE BEAHORE FET 5 vk AAo]
sict. shAlRk 54 sel dHlolErh e He]Ae]
A A A Z2aelx AR-E-ehA] ggob wx
glol A=A = A AEsd delHE FE
T gtk Aol sich #FF delxes A=
A we gpilel kel Ee] dwe] doly ARE
A & Ao}
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