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ABSTRACT

In general, internet users need to remember several IDs and passwords when they use diverse web sites. From an effective
management perspective, SSO system was suggested to reduce user inconvenience. Kerberos authentication, which uses
centralized system management, is a typical example of a broker-based SSO authentication model. However, further research is
required, because the existing Kerberos authentication system has security vulnerability problems of password and replay attacks.
In SSO authentication systems, a major security vulnerability is the replay attack. When user credentials are seized by attackers,
an authorized session can be obtained through a replay attack. In this paper, an improved SSO authentication model based on
the broker-based model and a secure lightweight SSO mechanism against credential replay attack is proposed.
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Fig. 1. General Structure of SSO Authentication
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Table 1. Classification of SSO Systems According to User Authentication Method
Strength Weakness Example
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Broker-based system management | It requires modification | Kerberos
>y & of existing applications. SESAME
increased.
Agent-based - Modl.flca'tlon. of the existing | - Efficient gser a.ccount SsH
Application is reduced. management is required.
- Modification of the existing
~ i Application is reduced. B
Agent-Broker - Efficiency through a centralized | . The managed component Axent’s ERM
-based . is increased.
system management is
increased.
- Efficiency through a centralized | - The synchronization is .. .
. . Cylink’s Private
Gateway-based system management is | required between many Wire
increased. gateways.
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STyrxp Ky
Decrypt ((STUJIKu)”U
User Data Search
OTP = By®H(S5;55)
Ny = A;@O0TP
Ky = H(IDy I TKy I STy || Ny)
Verifies Ky =Ky
L
Nonce Nsy Create
Cy = Nsy@H(IDy | TKy | Ny)
Dy =H{IDy I Nsy I Ny)
CU!DU
Nsy = Cu@HIDy || TKy | Ny)
Dy =H{IDy Il Nsy | Ny)
Verifies Dy =Dy
SKy = H(Ny | Nsy | STy I IDy) SKy = H(Ny | Nsy | STy I IDy)
Fig.8. Proposed Scheme 2 : Authentication Phase
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Table 2. Analysis of Proposed Schemes

Jian(3) Proposed Scheme 1 Lee(4) Proposed Secheme 2
O O O
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Cryptography Cryptography Cryptography Cryptography
Integrity O O O
X X 0
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