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Abstract

In this paper, we analyze weaknesses of the biometrics—based user authentication scheme proposed by
An. The result of analysis An’'s authentication scheme by the login success scenario proposed in this
paper, if the attacker successes to get user’s random number, he/she can pass user authentication phase
of the legal server. Also the biometrics guessing scenario proposed in this paper shows the legal user’s

the biometric information is revealed in lost smart card. Since An’s authentication scheme submit user ID
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and biometrics in plain text to the server, it is very vulnerable to inner attack and it is not provide the

user anonymity to the server as well as the one to the third by user ID in plain text. Besides An's

authentication scheme is contextual error too, due to this, it has weakness and so on that it did not check

the validity of the smart card holder.
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IDentity of user
Remote system
Secret key of server

Biometric information of the user
A nonce generated by user and server
Secure one-way hash function
Concatenation operator

XOR operation
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