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Abstract

DNA data storage refers to any technique for storing massive digital data in base sequence of DNA and has been
recognized as the future storage medium recently. This paper presents an information hiding method for DNA data storage
that the massive data is hidden in non-coding strand based on DNA steganography. Our method maps the encrypted data
to the data base sequence using the numerical mapping table and then hides it in the non-coding strand using the key
that consists of the seed and sector length. Therefore, our method can preserve the protein, extract the hidden data
without the knowledge of host DNA sequence, and detect the position of mutation error. Experimental results verify that
our method has more high data capacity than conventional methods and also detects the positions of mutation errors by
the parity bases.
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PRI SRR R R
ayloa \ 024, X
GJ060459 | chromosome | - 213,382 bi 304850 | 304830 | 304830 | 142054] 30483 | 3048 | 142054
bpn 1.428 0.833 0.175 0.667 0.833 0.082 0.667
Bos  taurus Base 133,800 | 321,342 | 1526346 | 187.446| 321,336 3.427.446 187,446
GJ061116 | chromosome | 187446 Payload 0] 133,896 1,338,900 0] 133890| 3,240,000 0
7 ’ bit 267,780 267,780 267.780| 124964 | 267,780 267,780 124,964
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Bos  taurus Base 157,958 379,;)% 1,808,;%8 221,138 379,892 247182)2)38 221,138
Payload 157, 1,579, 157,95 480,
GJOBTZS | chromosome | 221,140 bi 315016] 315016] 315016] 147426 315916] _ 315916] 147426
bpn 1.428 0.833 0.175 0.667 0.833 0.085 0.667
Bos  taurus Base 122,771 294,654 | 1,399,587 | 171,876 | 294,648 3,411,877 171,876
NW_0015 ﬂ r efe g (71877 | Pavioad 0] 122777] 1227710 0] 122.771] 3240000 0
02389 Chforrﬁosgr; < : bit 245542 245542 | 245542| 114584 245542 245542 114,584
bpn 1.428 0.833 0.175 0.667 0.833 0.072 0.667
E 2. Hotst g )= uiHE Zie] o E37 H|W
Table 2. Comparison of main features between our method and related methods.
Method Ste?t;e? Digial Error Handling Location of Data K(r:iedsgrve Amino %g%lirrwg&?DNA
Proposed method yes yes intron yes no
Clelland [3] : DNA microdot | no no intron no no
Igt?ger:d[‘” * DNA binary yes no intron no no
Heider [5] : DNA crypt yes yes intron & exon yes no
Shiu [6] : Insertion method | yes no intron yes no
rs)gilrus [ﬂe;h(ggmplementary yes no intron yes no
ﬂéifhgg] + Subsfitution yes yes intron yes yes
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126 DNA HlO|E XN&g /8t DNA =2 24 J[H 0|2t @
7%k 5 7ol gk 7] AdE A mEb shy g HEZE POl s w Atelel o d7] #5 dE
o HIE& nZol9 g2 NEH 7] AE2 FAHHE n+2 itk Aekst W el ppno] 7] WHERTE oF 0599
el ¢17] o] 7)& Aol 27t} aemE o] A LA AR =55 & 5 AT
2] bpn
7 ZI._C_ HFH 7110 H .\TL=|7
) LY (n+2) ] " . 2. | Sre 0kof H|w t
DN gy = SEN [bit/ ] Aerek W 7129 6714 WHE 1Y 78 54
of tigk vlwE 7 20 Yehdth 2%7] Clelland &
f o], vh2 Wil Hlske] bpno] i stk & Aol Byl Leier We] M=o 08 A4 2 ojuyAl B
M A2 el n-3o ARG Hider W& A 2] Shsain) o), Heider 579 492 25 4
o2t 7] daglo] dlg] BAHS AAste] m¥ wHES) A3} ofuiat WEAO] JFsEn BE el exon
o] &4Y3l= Ao = bpn oJol W H|EE ool intron Ao ALo] 7}5a)
LISI/m ] x2 . T} gHE Slgro] ofsle] oy §-EFo] ThA AlgHA
R eier = 2 i/ ) (19) o s e A1l B Al 2 s
|S| ]]:]'-55]1_81’111,1‘0~ ’] H H 7’<}\oy— /y\ Hoa'a—t‘ H]
HE oo KRB | = = 3]
o ek Shiusl WU F A BUE Clellands] A 0 S0 EESRE ol wmel Fsid, &
_ N _ T Aol 7hsshA KahH, dioly &¥E A %
0 FR vASk A9G bpnat FAR, 4R E 4 Col dal o 05 Ade] s
WHe DNA Aol A g 1 Ade] 1 g gy T ohiu gl AR s e Bl e,
N S o= dole] FEA] ¥ DNA A go] Hgsir) o]9f vhd
H4d S, . =Po] FrHHow Aasith webd o] W
AQbe BhHE Holy A%, ofF A& 2 A4, ofve
mo u 251 w0
H2 bpno] "¢ v} mpxgto g 235 W 9r|g A pE W Aw DNA Ade] Bags Lol 7
Aol 2vE A9 7hsakH, o]& mW wHEste] 244 Zo] EXS BE shar
o}, Shiuel Al ol e bpne T3 2, cTheE
_ 2Pl . V.4 B
bpnlnsertion - |S|+|P| [blt/Q} (20)
DNAL t&=e] fAE JHE FAIE AFS 5
bPNComplementary = |S|2|S:§f"[bit/m 21 A= ARE A AR AL Yk 2 =
15l ax X+ DNA & dlolg AAE Ysle] gwlzd »&
4, dl DNA A4dgle] Holy &4, &7 A5 2 4
x 2 . ‘_ -
bDN Sy pstitution = 181> 2/m |S|/m [bit/ O] (22) A *JE%‘% 7FA= DNA HlolE &Y WS Abssl
o} Al}tet Ho“éoﬂ*ﬂb dild BES Qste] HE S
Al el MY el L=102 W, bpnp,,pesca Gl deolelE &4Yata, A &9 sy 97E
=1.4280]t}. A|tgk Wi o] s HolE HIE Fof O o] g3to] dHolE Q57 7&%‘3 2, Reed Solomon Y-
3o} Clelland - bpngy,-083301 1, Leier W 52 o83 7% =2 Aol2 o]gate] 972 443
2 bpnp e =0.1750] T} Shiu WHE] AHY, dE 4 3 oh A3 ARERE ASHE o] 7] WS H|
Hth"% bpnInsertion:O-Sgggv bpnComplementary:O.Ogo]14. 8}0:]0:5% ‘HO]H —g_%k‘l’]- 9_ ng %a% 7]';‘%}?% :5‘)_'—
O >
Shiuel A% W Heider W& slozeglo] wat SR
2Yo 7 Qlste] sds HE FE& HAAY  glon
2, A2 M2 35 w302 ¥< 4% bpng, REFERENCES
:0667011 banubstitution:0‘667i %%—]6—]—1:]— ]}\]’4
. } [1] P. C. Wong, K K. Wong, and H Foote
orst WhHY HHE 3t 4 = p . ’ ' ’
iﬂLﬁ R ]# Heel bpnol] HE G7h A Organic data memory using the DNA
¥ 1Mk 2 & ZlA Bases= 971 Adt dlel approach,” Communications of the ACM, vol. 46,
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