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Optical encryption of multiple images
using amplitude mask and 2D chaos function
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Abstract

Object image using DRPE(Double Random Phase Encryption) in 4f system is encrypted by space-division method
using amplitude mask. However, this method has the weakness for the case of having partial data of amplitude mask
which can access the original image. To improve the security, we propose the method using the 2-dimension logistic
chaos function which shuffles the encrypted data. It is shown in simulation results that the proposed method is highly
sensitive to chaos function parameters. To properly decrypt from shuffled encryption data, below 1le-5 % errors of each
parameter should be required. Thus compared with conventional method the proposed shows the higher security level.
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Fig. 1 Schematic description of proposed method. O:
object; M: random phase mask; L: lens; AM:
amplitude mask.
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Fig. 2 Result of conventional space-division
multiplexing encryption method. (a) object
images, (b) amplitude masks next to the exit
pupil, (c) encrypted image of each object, (d)
multiplexed data, and (e) decrypted image with
proper amplitude mask.
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(c)

Fig. 3 Wrong amplitude masks and decrypted image. (a)
no amplitude mask and image (b) , (c) partial
amplitude mask and image.
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Fig. 4 (a) encrypted image using conventional space-
division method, and (b) shuffled image applying
proposed 2D chaos map, (c) decrypted image with
proper parameters, and (d) decrypted image with
wrong parameters.
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Table 1 MSE, SNR with the parameter change.

Parameters A MSE SNR
19} le-5 0.3944 0.9560
TP le-5 0.3982 0.9378
Y1 le-5 0.3941 0.9573
Y2 le-5 0.3960 0.9482
x(1) 1e-5 03964 | 0.9463
y(1) le-5 0.3928 0.9640
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