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Abstract 
 

Data outsourcing in the cloud (DOC) is a promising solution for data management at the 
present time, but it could result in the disclosure of outsourced data to unauthorized users. 
Therefore, protecting the confidentiality of such data has become a very challenging issue. 
The conventional way to achieve data confidentiality is to encrypt the data via asymmetric or 
symmetric encryptions before outsourcing. However, this is computationally inefficient 
because encryption/decryption operations are time-consuming. In recent years, a few DOC 
schemes based on secret sharing have emerged due to their low computational complexity. 
However, Dautrich and Ravishankar pointed out that most of them are insecure against certain 
kinds of collusion attacks. In this paper, we proposed a novel DOC scheme based on Shamir’s 
secret sharing to overcome the security issues of these schemes. Our scheme can allow an 
authorized data user to recover all data files in a specified subset at once rather than one file at 
a time as required by other schemes that are based on secret sharing. Our thorough analyses 
showed that our proposed scheme is secure and that its performance is satisfactory. 
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1. Introduction 

At the present time, managing data securely and effectively poses monumental challenges in 
the area of cryptography. Data outsourcing is a new paradigm in which data are stored onto a 
trusted, external service provider, such as a cloud storage server. Data outsourcing in the cloud 
(DOC) is a promising solution for data management because it offers three beneficial features, 
i.e., 1) it provides on-demand, high-quality service from shared resources; 2) it provides 
universal data access by data users regardless of their locations; and 3) it reduces the costs of 
hardware and software [1, 2]. 

As DOC becomes more and more popular, data owners are storing huge quantities of data in 
the cloud. However, personal information, transmitted emails, financial data, and other 
sensitive or confidential data may be disclosed to unauthorized users. Thus, protecting the 
confidentiality of such data has become a main security issue. One of the most extensively 
used methods to fulfill this security requirement is to encrypt sensitive data before outsourcing 
them to prevent unauthorized access. Thus, only authorized users can decrypt the encrypted, 
outsourced data and obtain the plaintext, and unauthorized users are incapable of acquiring 
any of the original data.  

To date, two approaches for the encryption of outsourced data have been proposed in the 
literature, and the traditional approach is to use an asymmetric or symmetric cryptosystem to 
conceal the content of the original data [3-8]. In 2011, Lu and Tsudik [4] proposed a DOC 
scheme based on an asymmetric cryptosystem to enhance the privacy of data. The scheme 
prevents the cloud server from knowing any plaintext of the outsourced data. In addition, it 
provides the data owner with content-level access control. Later, Raykova et al. [5] proposed a 
two-level, access-control scheme for DOC using a combination of asymmetric and symmetric 
encryption according to different access policies. Their scheme provides security guarantees 
for both data owners and data users. Zhou et al. [6] introduced a tree-based, key-management 
scheme in the cloud outsourcing environment that allows data users to access outsourced data 
with different levels of access rights. In their scheme, an asymmetric cryptosystem is used to 
encrypt data in each node with one key and decrypt it with two other keys. To achieve effective 
utilization of encrypted, outsourced data in the cloud, Wang et al. [7] proposed a ranked 
searchable symmetric encryption scheme. They showed that their method is secure and 
preserves the privacy of the data. Recently, Giweli et al. [8] proposed a robust DOC 
mechanism that integrated asymmetric encryption, symmetric encryption, and the Chinese 
remainder theorem.  

However, along with the explosive growth in the amount of outsourced data and in the 
number of data users, each user may be authorized to access only a particular subset of data 
during a certain period of time. This makes the efficiency of data retrieval a very urgent 
challenge. The aforementioned solutions are not efficient since the computational cost of 
asymmetric or symmetric encryption/decryption operations is extremely high. Thus, secret 
sharing is emerging as an approach for the encryption of outsourced data due to its low 
computational complexity. Unlike the aforementioned encryption/decryption operations, 
secret sharing does not depend on any encryption/decryption keys. In recent years, only a few 
researchers [9-11] have focused on the development of DOC schemes based on Shamir’s 
secret sharing. In the schemes proposed in [9-11], a data file is divided into n pieces shared 
among n cloud storage servers; knowledge of any t or more pieces can be used to recover the 
file. The developers of these schemes have claimed that they are secure, but Dautrich and 
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Ravishankar [12] pointed out that all of the three schemes are vulnerable to the collusion 
attack in which any t colluding servers can recover all files outsourced in the cloud.  

Therefore, the objective of the scheme described in this paper was to achieve security and 
high efficiency at the same time in the context of DOC. We propose a fast and secure DOC 
scheme based on the concept of Shamir’s secret sharing. The contributions of our proposed 
protocol are listed below: 
(1) A specified subset of files is split into two types of shares, i.e., 1) public shares 

outsourced to the cloud storage servers and 2) private shares shared with an authorized 
data user. The authorized data user can combine the private shares with the public shares 
sent by the cloud storage servers to reconstruct the original files based on Shamir’s secret 
sharing.  

(2) In our proposed scheme, an authorized data user can recover all files in a specified subset 
at once. However, in other schemes based on secret sharing, only one file can be obtained 
at one time. 

(3) Our proposed scheme satisfies fundamental security requirements. 
(4) Our proposed scheme is more efficient than other related schemes. 

The rest of the paper is organized as follows. Section 2 addresses some background 
information. Section 3 describes the details of our proposed scheme. Security and performance 
analyses of our proposed protocol are given in Section 4, and our conclusions are presented in 
Section 5.  

2. Preliminary Information 
In this section, we briefly introduce some essential background information regarding DOC. 
First, we describe the entities that participate in a typical DOC scheme. Second, we specify the 
basic security requirements that a DOC scheme should satisfy. Third, we introduce the 
concept of Shamir’s secret sharing, which is used as the main building block in the design of 
our proposed DOC scheme. 

2.1 Definitions and Entities  
Three different entities, i.e., the data owner, the data user, and the cloud storage server, are 
involved in a classic DOC scheme that can preserve the privacy of the data by managing 
access to confidential files. The definition and responsibility of each entity are demonstrated 
as follows: 
(1) Data owner. The data owner possesses a collection of confidential and sensitive data 

files that he/she will outsource to the cloud storage servers. To preserve the privacy of the 
data, the data owner does not store these files directly on the cloud but usually encrypts 
them into ciphertext before outsourcing. 

(2) Data user. Authorized data users can access the plaintext of the outsourced data. In 
particular, if a data user has the privilege of accessing a specified subset of data files 
maintained by the data owner, he/she can decrypt the outsourced ciphertext and obtain 
the original data. 

(3) Cloud storage server. Cloud storage servers store the data that are outsourced by the 
data owner. When a data user submits a request for data retrieval to the cloud storage 
servers, the corresponding set of encrypted files is returned immediately to the data user. 
The most important properties of cloud storage servers are that they are honest but 
curious. That is, they deal with requests from authorized data users honestly and return 
the correct outsourced information. However, they are curious in that they try to extract 
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as much information as possible about the outsourced data, some of which they should 
not know. 

2.2 Security Requirements 
A DOC scheme must satisfy four fundamental security requirements, i.e., data confidentiality, 
data correctness, query privacy, and collusion-resistance.  
(1) Data confidentiality. This security requirement contains two basic aspects, i.e., 1) the 

plaintext of the outsourced data must not be revealed to outside attackers and 2) since the 
cloud storage servers are honest but curious, they should be prevented from accessing the 
original data files from the outsourced data they have stored.  

(2) Data correctness. Authorized data users can decrypt the outsourced ciphertext and 
derive the plaintext according to their access rights to confidential files. On the contrary, 
unauthorized users who do not have the right to access specified files cannot obtain any 
useful information about the plaintext.   

(3) Query privacy. Neither the honest-but-curious cloud storage servers nor a malicious, 
outside attacker can confirm which files the data user wants to access through the data 
user’s data query to the cloud storage servers.  

(4) Collusion-resistance. The collusion attack means that, if multiple cloud storage servers 
collude, they can share the information they hold to obtain a confidential file that neither 
of them alone can access. A DOC scheme should resist this type of attack. 

2.3 Shamir’s Secret Sharing Mechanism 
Since we used the secret sharing mechanism proposed by Shamir in 1979 [13] as a main block 
in the construction of our proposed scheme, this subsection will thoroughly introduce the 
concept and principles of Shamir’s secret sharing.  

Shamir’s secret sharing is a practical tool for safeguarding keys in the field of cryptography 
in which a dealer partitions a secret into n shares distributed among n shareholders. Based on 
the Lagrange interpolating polynomial, t or more shareholders can contribute their shares and 
cooperatively recover the secret; however, if fewer than t shares are available, the shareholders 
are unable to reconstruct the secret. Therefore, such a scheme is also called (t, n) Shamir’s 
secret sharing, denoted as (t, n)-SSS. 

Assume that a dealer D wants to share a secret s among n shareholders, 1 2{ , , , }nu u u , in a (t, 
n)-SSS. As a result, the share generation procedure and the secret reconstruction procedure 
must be conducted, and they are described as follows. 
Share generation procedure 

Dealer D constructs the following polynomial: 
 

2 1
0 1 2 1( ) ... modt

tf x a a x a x a x p−
−= + + + + ,                                         (1) 

 
where p is a prime, t coefficients, 0 1 2 1, , ,..., ta a a a − , are in the finite field GF(p), and the 
secret 0 (0)s a f= = . By choosing n random numbers ix  for 1,2,...,i n= , dealer D generates n 
shares as ( )i iS f x=  for 1,2,...,i n= . Then, D issues share iS  to shareholder iu .  
Secret reconstruction procedure 

In this procedure, t shareholders can release their shares, 1 2{ , , , }tS S S , to recover the 
polynomial ( )f x  generated by the dealer D based on the Lagrange interpolating theorem [13] 
as follows: 
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1 1,
( ) mod

tt
m

j
j m m j j m

x xf x S p
x x= = ≠

−
=

−
∑ ∏ .                                                      (2) 

 
Obviously, the secret s can be reconstructed immediately by (0)s f= . 

From the above procedures, we can infer that at least t distinct points, i.e., 1 1( , )x S , 2 2( , )x S , 
…, ( , )t tx S , are needed to recover a polynomial of degree t-1 in (t, n)-SSS. This scheme has 
been proven to be unconditionally secure [13-15], and it is used extensively in many 
applications of information security, such as group key distribution protocols [16-18], group 
authentication [19], and data outsourcing systems [9-11]. The following example illustrates 
the execution of a (3, 3)-SSS. 
Example 2.1 Given 0 1 2{ , , } {3,2,1}a a a = , 53p = , and 1 2 3{ , , } {4,5,6}x x x = , recover the secret 
s using a (3, 3)-SSS. 

In the share generation procedure, dealer D uses three coefficients, 0 1 2, ,  and a a a , to 
construct a second-degree polynomial ( )f x  as 2( ) 3 2 mod53f x x x= + + , where the secret 

0 3s a= = . Then, D generates three shares, i.e., 1 1( ) 27S f x= = , 2 2( ) 38S f x= = , and 

3 3( ) 51S f x= = , and sends iS  secretly to shareholder iu . In the secret reconstruction 
procedure, shareholders 1 2 3,  ,  and u u u  work together to recover the original polynomial 

( )f x  based on the Lagrange interpolation: 
 

2 2 2

2

5 6 4 6 4 5( ) (27 38 51 )mod 53
4 5 4 6 5 4 5 6 6 4 6 5

        [40 ( 11 30) 15 ( 10 24) 52 ( 9 20)] mod 53
        2 3 mod 53.

x x x x x xf x

x x x x x x
x x

− − − − − −
= ⋅ ⋅ + ⋅ ⋅ + ⋅ ⋅

− − − − − −
= ⋅ − + + ⋅ − + + ⋅ − +

= + +

 

Therefore, the secret s can be reconstructed as (0) 3s f= = . 

3. Our Proposed Scheme 
In this section, we propose a fast and secure DOC scheme based on the (n, n)-SSS mechanism. 
First, we outline the architecture of our proposed scheme, and, then, a detailed description is 
given. 

3.1 Architecture of Our Proposed Scheme 
Fig. 1 shows the architecture of our proposed scheme using SSS. Assume that the data owner 
has a collection of data files to protect. Authorized data users can access different subsets of 
files depending on their positions and responsibilities in an organization. However, 
confidential files cannot be disclosed to unauthorized users. In our proposed scheme, the data 
owner splits a specified subset of files into two types of shares, i.e., public shares and private 
shares. Public shares are outsourced to the cloud storage servers, while private shares are 
transmitted to an authorized data user. When an authorized data user wants to access a 
particular subset of files, he/she submits a request to the cloud storage servers for the 
outsourced public shares of the files. Upon retrieving the public shares from the cloud storage 
servers, the data user can combine her/his private shares with the public shares to reconstruct 
the original files based on the concept of SSS.  
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Our proposed scheme consists of two phases, i.e., 1) the construction phase and 2) the 
recovery phase. The phases are discussed in detail in Subsections 3.2 and 3.3, respectively.  

 
 

Fig. 1. Architecture of our proposed DOC scheme 

3.2 Construction Phase 

Assume that the data owner maintains a collection of n data files, 1 2{ ,  ,  ,  }nS F F F=  . Let 

jA  represent a set of files that that an authorized data user can access. Thus, jA  is a subset of 

S . Assuming that the size of jA  is confined to 1 1
2j
nA  ≤ ≤ −  

, there totally exists 

1 2
1

2

( )n n n
nC C C −  

+ + +  jA  by different combinations of the files. Let 

1 2
1

2

n n n
nC C C C −  

= + + + , 1{ }j j CU A ≤ ≤= , and each jA  is associated with a unique access 

number, ( )jid A . In addition, there are C  cloud storage servers, 1 2{ ,  ,  ,  }CH H H . 
In the construction phase, the data owner takes charge of generating n shares of each 

specified file subset jA , including jA  private shares and ( | |)jn A−  public shares. Then, the 

data owner outsources public shares on the corresponding cloud storage server jH  and shares 
private shares with the authorized data user. The construction phase is executed by the 
following steps: 
Step 1. The data owner constructs a polynomial of degree n-1 as 

1
1 2( ) modn

nf x F F x F x p−= + + + . Then, the data owner selects n random numbers 

ic  (also called the index of file iF ) and computes ( )i iS f c=  for 1,2,...,i n= . Here, 
( , )i ic S  is considered as a private share of S . 

Step 2. The data owner generates an additional polynomial 
1

,1 ,2 ,( ) modn
j j j j nf x x x pα α α −= + + +  of degree n-1 for each jA , in which 

http://www.iciba.com/combination
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,j i iFα =  if i jF A∈  for 1 i n≤ ≤ . 
Step 3. The data owner computes the remaining, unknown coefficients of ( )jf x  by the rules 

below. Let ( )jf x  pass through point ( , )i ic S  for all i jF A∈ . Therefore, jA  

simultaneous equations with ( | |)jn A−  unknown coefficients of degree one are 
constructed. According to the simultaneous equations, a set of solutions of the 
unknown coefficients can be obtained in such a way that ,j k kFα ≠  if k jF A∉  for 
1 k n≤ ≤ . 

Step 4. For all k jF A∉ (1 k n≤ ≤ ), the data owner calculates ( )k j kS f c=  and then outsources 
( )jid A  and the corresponding ( | |)jn A−  public shares ( , )k kc S  of jA  to the cloud 

storage server jH . 

3.3 Recovery Phase  

Assume that the authorized data user have obtained ( )jid A  and jA  private shares ( , )i ic S  of 

jA  satisfying i jF A∈  from the data owner. Thus, the authorized data user can combine 
private shares and the corresponding public shares to recover the original files in jA  that 
he/she wants to access. 
Step 1. The authorized data user submits ( )jid A  to the cloud storage server jH  to request the 

outsourced public shares of jA . 
Step 2. jH  returns ( | |)jn A−  public shares of jA  to the data user. 

Step 3. The data user uses jA  private shares that he/she holds and the ( | |)jn A−  public 

shares received to recover ( )jf x  using the (n, n)-SSS mechanism. Then, the data user 
can easily retrieve jA  from ( )jf x . 

 
Remark 1: In the proposed scheme, the size of Set jA  must be subject to the condition that 

1 1
2j
nA  ≤ ≤ −  

. This is because there are ( | |)jn A−  unknown coefficients to be determined 

with jA  simultaneous equations. If the size of Set jA  exceeds 1
2
n −  

, ( | |)j jA n A≥ −  will 

hold, which indicates that the number of simultaneous equations is equal to or greater than that 
of unknown coefficients and the unique solution for these coefficients must be determined by 
setting ,j k kFα =  if k jF A∉ . Therefore, it will lead to the consequence that unauthorized users 
can retrieve the file kF  that they do not have the right to access from the relationship of 

,j k kFα =  if k jF A∉ . This violates the concept of our proposed scheme. Otherwise, if 

1 1
2j
nA  ≤ ≤ −  

, there are infinite possible solutions for unknown coefficients and an 

appropriate solution that satisfies ,j k kFα ≠  if k jF A∉  for 1 k n≤ ≤  can be selected. 
 

http://www.iciba.com/consequence
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Remark 2: In the construction phase, the data owner generates a polynomial ( )jf x  of degree 
n-1 that conceals all of the confidential files in jA  that the authorized data user can access. 
Then, the authorized data user can recover ( )jf x  successfully through the n shares he/she 
holds based on the (n, n)-SSS mechanism. Therefore, all files in jA  are obtained at once in our 
proposed scheme. However, in other related schemes, only one file at a time can be derived 
from jA  since a single polynomial contains only one file. This is the major advantage of our 
scheme over other schemes based on secret sharing, and it can lead to a higher efficiency. 
 

3.4 Example  

Assume that the data owner maintains five (n = 5) files, i.e., 1 10F = , 2 9F = , 3 8F = , 4 7F = , 
and 5 6F = . Since there is a total of five files, an authorized user can access, at most, 

5 1 2
2
 − =  

 files, which indicates that 1 or 2jA =  and that 1 15{ }j jU A ≤ ≤= . More specifically,  

U = 1 1{ { }A F= , 2 2{ }A F= , 3 3{ }A F= , 4 4{ }A F= , 5 5{ }A F= , 6 1 2{ , }A F F= , 7 1 3{ , }A F F= , 

8 1 4{ , }A F F= , 9 1 5{ , }A F F= , 10 2 3{ , }A F F= , 11 2 4{ , }A F F= , 12 2 5{ , }A F F= , 13 3 4{ , }A F F= , 

14 3 5{ , }A F F= , 15 4 5{ , }}A F F= . We just choose how to access 5A  and 6A  as two scenarios to 
show the process of our proposed scheme. 
 
Example 3.1  
 
Construction phase 

The data owner constructs the polynomial 2 3 4( ) 10 9 8 7 6 mod31f x x x x x= + + + + . Then, 
he/she generates five private shares, 1 1( , ) (1,9)c S = , 2 2( , ) (2,26)c S = , 3 3( , ) (3,29)c S = , 

4 4( , ) (4,19)c S = , and 5 5( , ) (5,13)c S = .  
The data owner also generates 15 additional polynomials. Among them, 5 ( )f x  and 6 ( )f x  

are shown as follows: 
2 3 4

5 5,1 5,2 5,3 5,4

2 3 4
6 6,3 6,4 6,5

       ( ) 6 mod31,

and ( ) 10 9 mod31,

f x x x x x

f x x x x x

α α α α

α α α

= + + + +

= + + + +
                                   (3) 

in which ( )jf x  contains the information of jA . To determine the coefficients in (3), the data 
owner lets 5 ( )f x  pass through the point 5 5( , )c S , and 6 ( )f x  pass through two points 1 1( , )c S  
and 2 2( , )c S . Consequently, (3) becomes (4). 

5 5,1 5,2 5,3 5,4

6,3 6,4 6,5
6

6,3 6,4 6,5

       :14 5 25 mod31,

21 mod31,
and :

29 4 8 16 mod31.

f

f

α α α α

α α α
α α α

= + + +

= + +
 = + +

                                             (4) 

Because jk kFα ≠  for 1 15j≤ ≤  and 1 5k≤ ≤ , an appropriate solution of the unknown 
coefficients is listed as follows: 5,1 7α = , 5,2 11α = , 5,3 14α = , 5,4 5α = , 6,3 12α = , 6,4 1α = , 
and 6,5 8α = . After that, the data owner outsources ( )jid A  and public shares of jA  to the 
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cloud storage server jH , where 1 15j≤ ≤ . The data owner also sends ( )jid A  and private 
shares of jA  to the authorized data user. Table 1 lists the crucial information associated with 

5A  and 6A  in the construction phase. 
 
Recovery phase 

Assume that an authorized data user wants to access 5 5{ 6}A F= =  and that he/she submits 

5( )id A  to the cloud storage server 5H . 5H  returns four public shares of 5A  (as shown in 
Table 1) to the data user. Finally, the data user uses private share (5, 13) and public shares to 
recover polynomial 5 ( )f x  as follows: 

 
55

5
1 1,

( ) mod

2 3 4 5 1 3 4 5        (12 4
1 2 1 3 1 4 1 5 2 1 2 3 2 4 2 5

1 2 4 5 1 2 3 5            12 +23
3 1 3 2 3 4 3 5 4 1 4 2 4 3 4 5

1             +13
5

m
j

j m m j j m

x cf x S p
c c

x x x x x x x x

x x x x x x x x

x

= = ≠

−
=

−

− − − − − − − −
= ⋅ ⋅ ⋅ ⋅ + ⋅ ⋅ ⋅ ⋅

− − − − − − − −
− − − − − − − −

+ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
− − − − − − − −
−

⋅

∑ ∏

2 3 4 2 3 4

2 3 4 2 3 4

2 3 4

2 3 4)mod31
1 5 2 5 3 5 4

        (16 (27 9 17 ) 20 (29 17 28 18 )
            3 (9 15 18 19 ) 22 (30 10 20 )
            7 (24 12 4 21 ))mod31
        7 11 1

x x x

x x x x x x x x
x x x x x x x x

x x x x
x

− − −
⋅ ⋅ ⋅

− − − −
= ⋅ + + + + + ⋅ + + + +

+ ⋅ + + + + + ⋅ + + + +

+ ⋅ + + + +

= + + 2 3 44 5 6 mod31.x x x+ +

 

 
Therefore, the data user is able to obtain 5 6F = . Similarly, if an authorized data user wants to 
access 6 1 2{ 10, 9}A F F= = = , he/she can reconstruct 6 ( )f x  by using private and public shares 
(as shown in Table 1) as follows: 
 

55

6
1 1,

( ) mod

2 3 4 5 1 3 4 5        (9 26
1 2 1 3 1 4 1 5 2 1 2 3 2 4 2 5

1 2 4 5 1 2 3 5            14 +25
3 1 3 2 3 4 3 5 4 1 4 2 4 3 4 5

1             +24
5

m
j

j m m j j m

x cf x S p
c c

x x x x x x x x

x x x x x x x x

x

= = ≠

−
=

−

− − − − − − − −
= ⋅ ⋅ ⋅ ⋅ + ⋅ ⋅ ⋅ ⋅

− − − − − − − −
− − − − − − − −

+ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅ ⋅
− − − − − − − −
−

⋅

∑ ∏

2 3 4 2 3 4

2 3 4 2 3 4

2 3 4

2 3 4)mod31
1 5 2 5 3 5 4

        (12 (27 9 17 ) 6 (29 17 28 18 )
            19 (9 15 18 19 ) 1 (30 10 20 )
            1 (24 12 4 21 ))mod31
        10 9 12

x x x

x x x x x x x x
x x x x x x x x
x x x x

x

− − −
⋅ ⋅ ⋅

− − − −
= ⋅ + + + + + ⋅ + + + +

+ ⋅ + + + + + ⋅ + + + +

+ ⋅ + + + +

= + + 2 3 48 mod31.x x x+ +
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Therefore, the data user is able to obtain 1 10F =  and 2 9F = . 
 

Table 1. Information associated with 5A  and 6A  in Example 3.1 
Access number 5( )id A  6( )id A  

File subset jA  5 5{ 6}A F= =  6 1 2{ 10, 9}A F F= = =  
Polynomial 

( )jf x  
2 3 4

5( ) 7 11 14 5 6 mod 31f x x x x x= + + + +  2 3 4
6 ( ) 10 9 12 8 mod 31f x x x x x= + + + +  

Public shares of 
jA  on jH  (1,12) , (2, 4) , (3,12) , (4,23)  (3,14) , (4,25) , (5,24)  

Private shares of 
jA  (5,13)  (1,9) , (2,26)  

4. Analyses 
In this section, we analyze the security and performance of our proposed scheme. First, we 
show that our proposed scheme can achieve fundamental security requirements. Then, the 
performances of our proposed scheme and other related schemes are compared.  

4.1 Security Analysis 
Here, we show that our proposed scheme can satisfy four fundamental security requirements, 
i.e., data confidentiality, data correctness, query privacy, and collusion-resistance.  
(1) Data confidentiality 

Our proposed scheme can ensure the confidentiality of the data based on the fact that n 
shares must be collected to recover the secret in the (n, n)-SSS. Assume that l represents the 
size of a particular subset of files, jA , that an authorized data user wants to access. In our 
proposed scheme, the data owner outsources only ( )n l−  public shares of this subset of files 
on the cloud storage server jH . Therefore, the curious jH  cannot recover the original subset 
of files through the stored public shares since it does not have the other l private shares shared 
by the data owner and the data user. Furthermore, even if an outside attacker intrudes on the 
cloud storage servers and observes public shares, he/she cannot obtain the correct files for the 
same reason. 
(2) Data correctness 

If a data user is authorized to access a certain subset of files, he/she submits the access 
number of this subset to the corresponding cloud storage server to request ( )n l−  outsourced 
public shares of this subset. Upon receiving the public shares, the user can recover the correct 
subset of files by combining the l private shares that were obtained from the data owner 
secretly in the construction phase with ( )n l−  public shares based on (n, n)-SSS. Therefore, in 
our proposed scheme, the correctness of (n, n)-SSS determines the correctness of the data. 
However, if a data user attempts to retrieve the files that he/she does not have the right to 
access, he/she will learn nothing about the files because he/she does not know their private 
shares. 
(3) Query privacy 

In our proposed scheme, each jA  that contains file information is assigned an access 
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number, i.e., ( )jid A , and the data user submits ( )jid A  to request public shares of jA . Since 
the public shares of jA  have no direct relationship with jA  and do have such a relationship 
with ( )jid A , neither a cloud storage server nor an outside attacker can determine the subset of 
files to which these public shares belong. Thus, query privacy is achieved in our proposed 
scheme. 
(4) Collusion-resistance 

In our method, only ( )n l−  public shares of a specified subset of files are outsourced to a 
cloud storage server. Thus, each cloud storage server cannot recover a polynomial of degree 
n-1 to obtain all files in the subset at once, since these shares are not sufficient. If multiple 
cloud storage servers collude, they still cannot obtain any file. This is because different cloud 
storage servers store public shares of different subsets of files; even if they exchange their 
shares, they cannot collect enough shares of a single subset. Therefore, a collusion attack 
cannot be launched successfully. 

Comparisons of the security provided by our proposed scheme and other SSS-based 
schemes [9-11] are provided in Table 2. From the results in Table 2, we can infer that our 
proposed scheme can satisfy all security requirements mentioned in Subsection 2.2, while the 
other schemes are unable to resist collusion attacks [12]. 
 

Table 2. Comparisons among different schemes 

 
Security property  Communication cost 

Type Data 
confidentiality 

Data 
correctness 

Query 
privacy 

Collusion- 
resistance 

 Numbers of 
public shares 

Rounds of 
transmission 

[9] Yes Yes Yes No  l t×  l  ( , )t n SSS-based 

[10] Yes Yes Yes No  l t×  l  ( , )t n SSS-based 

[11] Yes Yes Yes No  l t×  l  ( , )t n SSS-based 
Our

s Yes Yes Yes Yes  n l−  1 ( , )n n SSS-based 

 

4.2 Performance Analysis  
In this section, we evaluate the performance of our proposed scheme. According to the 
introduction described in Section 1, so far, there are two types of DOC schemes in the 
literature, one based on asymmetric or symmetric cryptosystem and the other based on SSS. 
One symmetric cryptosystem (DES) was about 100 times faster than one asymmetric 
cryptosystem (RSA-1024), and one SSS is 26 times faster than one symmetric cryptosystem 
[20]. Therefore, the computational cost of the schemes based on SSS is much lower than that 
of schemes based on asymmetric or symmetric cryptosystems. Table 2 compares the 
performances of our proposed scheme and other schemes [9-11], all of which are based on SSS. 
Since there is no significant difference in the computational costs of these schemes, we only 
compare the communication cost in Table 2. Let l denote the size of a particular subset of files 

that an authorized data user wants to access, where 1
2
nl  ≤ −  

. Table 2 shows that recovering 

all l files in a subset requires l t×  public shares in l rounds of transmission in the schemes 
proposed in [9-11], while our proposed scheme requires only n l−  public shares at once to 
complete the same task. Thus, our proposed scheme can reduce the communication cost 
significantly compared to other schemes. 
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5. Conclusions 
In this paper, we proposed a novel DOC scheme based on Shamir’s secret sharing mechanism. 
Unlike other DOC schemes based on secret sharing, our scheme can allow an authorized data 
user to recover all data files in a specified subset at once rather than one file at a time. Our 
proposed scheme can achieve all basic security requirements, such as data confidentiality, data 
correctness, query privacy, and collusion-resistance. Performance analyses demonstrated that 
the performance of our proposed scheme exceeded the performances of other related schemes. 
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