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ABSTRACT

Recently the importance of operational risk is gradually increasing in risk management of financial institute. Especially the
service interruption caused by system failure can lead to customer complaints, decrease of profit and customer secession. Thus,
financial industry makes diverse effort to minimize the impact caused by the system failure of IT application. Common modules
are used in IT system in financial industry to exclude redundant development and to use the system efficiently. However, when
a failure in common module is occurred, the risk that affects all the tasks using the common module exists. In this study, the
damage affected by a failure in application program is prevented separating common module which has a large risk by task in
the perspective of IT operational risk. In order to cope with damage, the research on the factors related to common module is
conducted and proposes the separating common module standard for decrease of operational risk of the financial IT.
Keywords: risk management, IT operational risk, common module
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gy AR A3 5 Al9g e AT Haas
B edeaaw Aeosta givka Hokeh(5).

BBA(British Banker’s Association)”} AA|
3 ede]~zme AYexe ul¥el~=(internal
risk) e} @] Fe]~=(external risk)7F £33 o] gl
= WiEl 2T Az, ZRA|A AT, 7
se|zv), YN aads reaa, EA B
a7t =] Qlet. o] F rlsEaas AxE, =
203 dloled os dAshe de2~a s ot
v, Zk52| Ao} T aae] o5 Al ¥4
el B 2F Fo] EFH(5].

Table 1. The definition of operational risk(BBA)

Conspiracy of employees,
People fraud, absence of

risk knowledge, Leaving of
core manpower

Accounting errors,

Internal Process |Product complexity,
risk risk Billing and payment
errors, Valuation errors
The quality of the data,
Technology | An error in the program,
risk Inadequacies of the
system
External Lpgal risk, Regulatpr’y
", risk, Outsourcing risk,
External risk . .
risk Supplier Risk

Physical |Fire, Natural disasters,
risk Theft

ofodzte HEHOZ  $oJE]AF(operational

risk)= Al88~z, AR~z Fefeaa, f-54
2]a3 53 2 ofet g3 s AR BE e
232 R AejHria 3grh6).
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Table 2. Comparison on market risk, credit risk,
operational risk(9)

. o O tional
Sector | Market risk | Credit risk perationa
risk
Human
esource,
Real assets such as Ibusinless
Exposure | marketable assets, moan
processes,
assets .
and business
characteristics
Human
resource
C f . '
ause o Market internal
Lost
processes,
and culture
Related Asset
clate §s€ Loans All
depart- |management
department | departments
ments | department
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' ObJeFtlve data to identify Risk &
Risk increased market
. . Control Self-
awareness volatility, increased
Assessment
exposure, etc.
Internal Audit
/ Compliance
Manage- Market risk | o0 | Officer /
team . Operational
ment - team (single ;
authority (Single authority) Risk
authority) Management
Team (plural
authority)
Skewed
Skewed Distribution
Loss Distribution| (Frequency
dlSt‘rlbUti Normal (Beta, distribution,
ion
Gamma) loss
distribution)
Operating
Increase loss(More
Event market Bankruptcy rare
volatility bankruptcy
case)
Number Worldwide
of loss Countless Plenty
shortage
events
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Table 3. Failures of operational risk management(5)

Financial
institution

Barings $1.4 | Nicholas Leeson, a former

bank billio | derivatives broker in
n Barings bank, bankrupted
the bank by fraudulent
and unauthorized spec-
ulative trading causing
the loss of $1.4 billion.

Losses Summary

Daiwa $1.1 Toshihide Iguchi, a former
bank billio | executive VP and U.S.
n Government Bond trader
at Daiwa Bank's New
York Branch, caused the
loss of $1.1 billion.

Sumitom | $2.60 | A Copper trader un-
o bank 0,000 | reported the loss for three
years causing the tarnish-
ment of the bank’s
reputation.

Deutsch $720
Morgan milli
Grenfell on

A fund manager in Doichi
bank exceeded the max-
imum limit causing the
extensive  loss.  Doichi
bank compensated the
fund investors

Bankers $150 | An inappropriate sales
Trust milli | practice caused legal law-
on suit and tarnished the
bank’s reputation

Natwest $120 | A swab trader inputted in-
milli | correct volatility into op-
on tion pricing model causing
the tarnishment of the
bank’s reputation.

2.4 2BlAT SHWY

JI

+delaze] S oRe 72X 3 (basic
indicator approach), XFFHH(standardized
approach), ZFZ4H (advanced measurement
approach)e] slet. FAF g 4L 3o gle
233} $83F | azd] =E2H 23 1
W AR Haslka oloh(11).
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Table 4. Comparison on BIS

operational risk measurement (12)

regulatory and

equity

capital
which costs
among total

capital

and ratio of

Managem | p; SA AMA
ent tasks
Without Banks Add the
condition. should following
All banks satisfy the |conditions to
should be following previous
satisfied but | requirement one.
BIA is not s at least. | Approval of
apply to big |[-Independent the
bank but to | monitoring | operational
small bank function. risk data
mainly. Supervising | and model.
and The loss
recording date for
about management
operating | risk should
. loss be available
Pillar 1 constantly. |[to check and
. A valuation | use for a
Minimum f . s
. unction certain
cap1.ta1 -Sales part period of
require= are time
ments categorized |An elaborate
according to| model and
the skilled
guideline. |management
-Need for a |organization
independent for
operating operational
risk risk
management
organization
for valuating
and
managing
operational
risk
Supervision | Supervision | Supervision
Authorities | Authorities | Authorities
inspect the inspect inspect
Pillar 2 |management| mapping of | operational
system for |risk and loss|risk and loss
Supervision| operational | of sales line data
risk and
management
of it
Publicized Add Publicized a
the goal of exposure | total among
capital public of the loss of
Pillar 3 adequacy managing managing
ratio which risk risk
Market | is standard |according to | according to
discipline |for managing sales sales
risk department | department
management during a

period
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Table 5. Preceding studies on IT operational risk

Researcher Summary
Suggested that solution of risk
management problem in finan-
. cial institute is building risk
Hyun-ju - A
. management system which is
Shin, 1999 . . . .
appropriate in our financial en-
vironment and database for risk
management
Yong-sub | To build the Business Recovery
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System for financial institution, quired by the Financial
the recovery plan for primary Supervisory Authority and to let
computer center’s function con- the third party systematically
Kim, 2002 |sidering implementation technol- and consistently perform opera-
ogy, the scale of system, commu- tional  risk  inspection  is
nication methods, and communi- deducted.
cation line is suggested. - .
The loss from operational risk is
For successful risk management greater than other risk and op-
in domestic bank, the integrated erational risk affects future com-
risk management system to ex- Dong-jin petition in financial institution.
Seung-mi |actly assess and manage the Park, 2011 |Building operational risk system
Hong, 2002 |risk and the regulation for risk to exactly assess risk and estab-
management including exact re- lishing assessment standard are
sponsibilities and reporting sys- required.
tem should be operated.
analyzed the type of operational 2.6 M8l oi71Qto| X{0|H
risk and in order to reduce op-
erational risk, the checklist for oo 3 = = o
division, transfer checking pro- Bt S, 71l ATl B el
gram, improvement of labor con- ITA2=He] A dFellA F5o2 AMHT e &
ditions to harmonize with sub- £ Zggao] oA [TEFA2a s 74 Ad &
sidiary companies gr ser\'/ice em- ol wheke 27| 94 SaE et 4. AR A
Young-gon |ployees, standardized job de- el | 3ol Mk ) o Elo. Bl
Kim, 2003 |scriptions and operational guide— 2)l 2 gt e} A gle] "Al Al~Rle 2Aste] bt

line for each division updated
periodically, systematically con-
struction of backup center, sys-
tem expansion for preventing in-
terruption of operation, in-
trusion prevention program for
hacking, etc are suggested.

Young-joun
Youn, 2005

In study for risk factors of IT
project in financial institution,
communication, schedule, plan,
project management, technology,
requirement/range, relation
management, user resistance,
capital, company’s environment,
support from board of directors
were suggested as risk factors.

Young-Jai
Lee, 2007

Prevention and preparation are
required to minimize IT opera-
tional risk and to reduce the loss
from system failure. To do this,
failure preventing variables to
predict and minimize possible
failure are the cause of failure,
inspection interval, and oper-
ation provision.

Young-chan
Yang, 2009

To reduce operational risk, op-
erational risk management
through IT system is important.
Operational risk  supervision
model to satisfy the level re-

= Ago] sl AR, Qe o] Aol A
o1 5:2] o] ol Aol Aelol] wE dee Fol
| 918 were AAgeks AdlA Fel7k ek

Business module

Common module

Framework

Fig. 1. The scope of common module



AR H 535 =7A (2014, 8)

711

Table 6. The list of common module

Sector

Common module

Generate
support

Account number generation

Control number generation

Password restriction check

Customer designated account

number generation

Number generation for card in-
terface

Information
support

Currency code inquiry

Exchange rate inquiry

Commodity futures exchange in-
quiry

Bill clearance time inquiry

Branch information inquiry

Integrated branch inquiry

Branch support history inquiry

Bank instance code inquiry

Bank instance code multiple in-
quiry

Error message code, Officer ap-
prove reason code, Action mes-
sage code inquiry

Employee information inquiry

Business day inquiry/change

Tax information inquiry

Country list inquiry

Age calculation

Leap year check

Holiday check

Business day calculation

Date calculation

Beginning of business day, end
of business day calcu-
lation(month)

Gregorian/lunar date conversion

Date validation check

Day of the week calculation

Account number check digit gen-
eration and verification

M/S check digit generation and
verification

General check digit validation

Control number check digit gen-
eration and verification

End of the month calculation

Business day calculation II

Date calculation II

Stock exchange holiday/expira-
tion date calculation

Officer approve reason check

EBCDIC Hangul code ver-
ification

Electronic public slip check rule

Bank List inquiry

Bank code inquiry

User rights and Sales/OP in-
formation inquiry

Transaction control information
inquiry

Existence of an instance code
inquiry

Inquiry whether the VIP lounge

Employee existence inquiry

Real name token images key
store and inquire

Computation
support

Number of days/months/busi-
ness days/holidays calculation

Calculate  the  number  of
days(subtracting entered num-
ber of months)

Expiration date calculation

Date interval calculation

Time calculation

beginning of the month/end of
the month calculation

Conversion
support

Date Conversion(year, month,
week)

Date Conversion(year, month,
day of the week)

Old account number conversion

Account number conversion(us-
ing algorithm)

String length conversion

Stated number Hangul/English
conversion

Variable-length data conversion

Conversion for privacy

Image recognition code en-

cryption

Combining the separated data

External organizations standard
error message code, action mes-
sage code inquiry

Remove the data space

Slip number generation

Real name token images key re-
store
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Table 7. Factors affecting IT operational risk

T ——— T ATE 93 ARE AL A2 14 Fo FE
The number of programs 145 1% E%_/\}%ﬂ#{%ﬂ e, ARl QlAdE
calling common module ¢ WAs el 2ol AT 2 AYEZE delHE
The nun}ber of tasks asso- 139 10% TRz #AE dolele] Ads 34 2 A e
ciated with common module = SPSS 21(Statistical Packages for Social
The frequency of using com- 141 10% System)& Al on] AR A A L5 AL

mon module 4% Pearson A3HA o]},
Transaction medium that

calling common module 114 8%
— V. 2o 2ot
The number of incident oc-
curred that caused by com- 148 11%
mon module 4.1 MEIEM 9 AM QW ==

Change cycle of the common

118 9% . o
module A wAR 3% Z2 a9 o} AdFAe] Al
The transaction time that BA A= of83) 2o}
common module intensive 89 7%
processing . ,

— - Table 8. Correlation analysis between the
Difficulty developing a com- 109 8% number of calling programs and the transaction
mon module amount
Common module developer’s

kll p 97 7% Descriptive statistics quantity
SX1lls Average Standard deviation N
The number of transaction 137 10% Q'r“c'gr‘;‘i;;' calling 2054 046,661 57

. (2 .
code calling common module ;’ma';jgf"”” £972416727831430,00 #148085254193950,000 B
The period for developing
d 1 118 9% Correlation coefficient
common modadule Transaction
Mumber of calling programs | amount
Total 1355 100% MNumber of calling  Pearson correlation i -
programs coefficient .
significance probability 00|
= [¢] o
AR EALE Falo] Qe Asteld BAES} Ee 49 o o

- 1 :]/\ al ol o -, = a0 Transa|cl|un Peaf;sun cturre\ahun - |

= 0ol v 3 o SLE amoun coefficien .

5718 89l M= Ao, FE5EE A-Sol significance probability 000
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Table 9. Correlation analysis between the
number of tasks associated with and the
transaction amount

Descriptive statistics quantity

Average Standard dewiation N
Nurmber of
tasks 22,03 16,525 7
associated
Transaction B372416727931430, 00 B148086254193950, 000 67
Lamount
Correlation coefficient
Transaction
Mumber of tasks associated amount
MNurnber of Pearson correlation 1 B
tasks coefficient '
associated significance probability .00g
H 67 7
Transaction Pearzon correlation 57 1
amaount coefficient '
significance probability 000
N 7 7

= S EHSE 001 ()M A STLICE

QARG Fol AdlFole] ARATE 05172 &
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A gk, %, QAR AT AU (+)
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Table 10. Correlation analysis between
frequency of use and the transaction amount

Descriptive statistics quantity

Average Standard deviation il
Erseeuuency of 3113608250, 75 3R0958E20,372 &7
Transaction 8972416727931430, 00| 5148086254153350,000 57

Correlation coefficient

Transaction

Frequency of use amount

Frequency of  Pearson correlation 1 o
use coefficient '

significance probability 00|

M &7 &7
Transaction Pearson carrelation Fie 1
amount coefficient .

significance probability .ono|

M 7 7

=, SEH 22 001 22(2E)HA F2ELILE

49t Age] ARASE 0.7002
001614 AL F)zEm Q7T
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o =

(+)7} ek & 4 sleh.
o A QLARE A ) Adlste] A

RSN
¥4 Ase ohew 2

Table 11. Correlation analysis between the
number of incident occurred and the transaction
amount

Descriptive statistics quantity

Average Standard deviation M
Murmber of incident Bl 2 062 57
occurred
Transaction BA72416727931430.00 B148086254193950.000 &7
lamount
Correlation coefficient
Transaction
MNurnber of incident occurred arnount
MNurnber of incident Pearson correlation i 181
occurred coefficient '
significance probability 194
N 67 &7
Transaction Pearson correlation 161 1
arnount coefficient !
significance probability 194
il &7 5]

AKE sl Aeligede ARleE
0.16101‘”] 9 #ge] 0.1942 25 00114
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Table 12. Correlation analysis between the
number of transaction code and the transaction
amount

Descriptive statistics quantity

I_ Average
Mumber of

transaction 142,58 146,582 7
code

Transaction 8972416727931430.00
lamount

Standard deviation il

§148086254193950, 000 7]

Correlation coefficient

Transaction

Mumber of fransaction code amount

Mumber of Pearson correlation 1 756
transaction coefficient '
code significance probability .o0g

M &7 7
Transaction Pearson correlation [ 1
amount coefficient .

significance probability ono|

M 57 57)

+x SEHE 001 S E(TE)HAM LI
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Common module selection

!

Relevant variables data
collection & analysis

Common
module

separate

determination

Y>1

Separating the common Maintains the common
module module

Fig. 2. The procedure for common module
separation decision
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Table 13. -L} 2}

Table 13. The formula for common module
separation decision

Y=0.766X; +0.7X; +0.517Xs +0.441X; + C

Y : Standard for separating common module
(Y>1 : Separate, Y<1 : Maintain)

X; @ The number of transaction code

X, : Frequency of use (1 hour average)

Xs ' The number of tasks associated with

X; ' The number of programs

C : constant (-600,000)

elaze] 2715 2913 (High), $913
A" (Low) 22 el Aolx, Fig.4.~Fig. 7.
Kisc: A= Ao

The size of
the variable
factors

L M

Transaction
amount

Fig. 3. The size of the risk
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Table 14. The result of applying the formula

j Common module |A |B |C |D E F
e _ ° % Account. number L Ll T N o
2 o o o generation
3 B
g Control number
S B ] generation LL L L | No O
3 occ/ - Password restriction L Lo No 5
g . o check
% D/O o0 i . Currency code inquiry |M | M [M | M| Yes O
£ | * X .
ERL :9 - 5¢ Exchange rate inquiry | |L [M|L | No O
2 . Commodlty fut.ures L Lo No 5
| exchange inquiry
Transaction amount Bill clearance time LIL L. Ves %
inquiry
Fig. 6. A scatter plot of the number of tasks Branch information
associated with and the transaction amount inquiry L|L|{M|M| Yes | O
'Integrated branch LivIMIL | Yes o
000 inquiry
B . Branch support LIL|L|L| No | ©
3 000 a history inquiry
rgn_ ) Bank instance code Hiula gl Yes o
S amo inquiry
° o 1
3 Bank mSFance‘z code L Lo No 5
P multiple inquiry
1
g : // Error message code,
. ° Rl B Officer approve reason
5 T . L|L|L|L| No ¢}
=% code, Action message
in —=k Q . S ° code inquiry
0.0E0 5.0E15 1.0E16 15E16 2.0E16 25E16 3.0E16 _Empk)yee mformatlon M M H M NO X
Transaction amount 1nquiry
Fig. 7. A scatter plot of the number of Business day LILILIL! No | ©
programs calling and the transaction amount inquiry/change
Number of
days/months/busines
Table 14.9] A2 W7k A ZERe] 792 s days/holidays M| M| H | M [SHES ©
EEE =R ‘)rE]rle] B%—o‘ AR eSS CES calculation
A dF 4, DL 3F =2 adgql A9 gl Calculate the number
= =7)olt}, EDL 9 TERE deji 3= of days(subtracting LIt lnl No | o
dlolel & Al Aol Agsje] Ak Asjoln A4k entered mumber of
months
7 31}7 = Ao B A Z} 7 - -
a7t LHLZ]_ °Toﬂo Yes TE]EH# 3), 18} =7 Expiration date Ll ivlvl N o
‘4’ 7L2‘ 7§‘l‘°ﬂ% No (‘H‘X]T’HAJ—)i —;J-}‘l }'9\:)]\‘—4' U]'Z] calculation ©
wow Fleli A ¥olt B9 A3 442 [Date interval LiL|M|L| No | ©
2| Azt A= Ay 7t TERES] #]xz9) calculation ©
Z717F 288 (H)elAY SHZE(M)o] 27] o]Akal Time calculation L |L|L|L| Yes x
A5 el AR siols o, AdA 670 e beginning of the
E % 58717} Acka Ao Aztel AARE g month/end of the - L | L | ML | "No | -
S month calculation
A Age calculation M|M[L |M| No | x
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Leap year check L|L|L|L| No ) Customer designated
Holiday check M|M|H|H| Yes | O account number L L
Business day generation

. (@] - : .
cleoation || [ 1] 7 | 2 o o |1
Date calculation L|{L|M|L| No 0 —

. : Image recognition
Beginning of business code encryption H|M
day, end of business
day calculation L LML | Yes x Officer approve reason MM
(month) check
Gregorian/lunar date EB.C].DIC‘Hangul code L L
conversion LoJL L L | No © verification
Date validation check | M |M |H |H | Yes ¢} Combining the Ll
Day of the week separated data
calculation LL L L No © Exterpal '

organizations
Date Conversion standard error L |L
(year, month, week) L |L L L | No © message code, action
message code inquiry
;I;laz(uilﬁyformatlon L|ILI|LI|L| No 0 Remove the data space | L | L
Slip number
Old a@cs)unt number Ll vl T Ne o generation M| M
conversion
End of the month
Account number caleulation L |L
conversion(using L|L|L|L| No 0 -
algorithm) Business day MM
Strine length calculation II
ring leng
conversion HIH|HH| Yes | © Date calculation IT |L |L
Stated number Stock exchange
Hangul/English M|M|M|M| No x holiday/expiration | L | L
conversion date calculation
Variablg-length data HIMIMIM| Yes 5 Date Conversion
conversion (year, month, day of |L |L
Conversion for privacy |, |L |L |L | No O the week)
Accoun‘.u pumber . Existence of an Ll
;};ilcijﬁigf}liagfizirauon L|L|L|L Ne © instance code inquiry
Inqui hether thi
M/S check digit \?I%uﬁn‘;ee erthe i L
generation and L|L|L|L| No ) -
verification ilglﬁ%;);’ee existence |, |
General check digit
validation L L |L L] No © Real name token
images key store and | L | L
Cpntrol numb.er check inquire
digit generation and |L |L |L |L No O
verification iﬁzz}ger;all?eeyt:jsigre Ll
Country list inquiry |M|M|L |L | Yes () - —
. - Electronic public slip Ll
Bank List inquiry L|L|L|L| No (@) check rule
Bank code inquiry L|L|L|L| No (@) Number generation L
User rights and for card interface
Sales/OP information |L |L |L |L | No ¢}
inquiry
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