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ABSTRACT

For the continuous financial incidents occurred in 2011, Korean government has announced the amendment on electronic
finance supervision regulation including human resources, organization and budget. The major part of the regulation is mainly
focused on human resources and budget. It states that company has to employ at least 5 percent of IT staff out of total staff,
and at least 5 percent of security staff in IT staff employment number. Budget for security should be at least 7 percent of total
IT budgets. This paper studies IT outsourcing policy based on operational risks of financial industries caused by amendment of
regulation. This paper provides the policy decision procedure for resolving the 3rd party problems and suggests the effective
operation policy to 3rd party for the program quality improvement and case studies at the IT task classification.

Keywords: Electronic Financial supervision regulatory, IT Outsourcing Policy, Operational Risks
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Table 1. The status of the outsourcing in
financial IT group (2013.6)
(Unit : Persons)

: Rate of
Divisi Internal | Outsourcin .
ivision A outsourcing
personnel | g personnel
personnel
Bank 3,702 2,081 56.2%
Securities 1,872 881 47.1%
Insurance 2,146 2,883 134.3%
Card 661 1,069 161.7%
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Fig. 1. Construction of dispatch of worker
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Fig. 2. Construction contract for any construction
work
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Table 2. Comparative table of subcontract and
dispatch

Table 3. Checklist in Ministry of Employment and
Labor

Div. Main Contents

Corrective measure for Subcontractor

Guidelines for working condition protection :
5 items

Effort for better working conditions

1) Reasonable subcontract payment, fair
2 wages @ 3 items

2) Occupation ability development @ 3 items
3) Difficulties treatment : 2 items

Corrective measure for Employer.

Guidelines for working condition protection :
4 items

Division Subcontractors Dispatch Co.

. .. Range set stated in
Object no limit Dispatch Law
Period no limit up to 2 years

Belonges to .
Affiliation contractor Belones to d}spatch
companies
company
All authorities are
.. Independent .
Supervision erformance assigned to
p dispatched company
Applicable | Civil law/Fair Law and act
Law Trade related to
dispatched labor

Effort for better working conditions

1) Ensuring fair wages : 4 items

2) Worker's welfare, Using recreational
2 facilities @ 2 items

3) Measures for health and safety : 2 items
4) Occupation ability development : 2 items
5) Difficulty treatments : 1 items
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Corrective measure for both sides.

1) Contractors operating : 3 items

2) Job security ' 6 items

3) Improvement of working conditions : 2 items
4) Labor-management cooperation @ 2 items
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Table 4. Critical accident of information leakage
in financial

The number Staff
Occurrence . )
. Company | of information who
time .
exposure spilled
December K Card Co. 11s Outsource
2013 L Card Co. | 140 million d staff
N Card Co. $
M Internal
May 2013 Insurance 160,000
staff
Co.
April 2013 | S Bank 34,000 Internal
P : staff
March 2013 |1 Capital | 5.800 Internal
staff
February Outsourced
2012 C Bank 103,000 staff

August 2011 | S Card Co. 470,000 Internal staff

July 2011 H Card Co. |97,000 Internal staff
H Damage .

May 2011 insurance 150,000 Hacking

April 2011 H Capital | 1,750,000 Hacking
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Table 5. Classification of the Privacy leakage
costs

Indirect Cost for System Loss of corporate
management and .
costs image
Replacement
IR response cost.
Labor cost for
Direct accident Legal costs
correspondence. . .
costs . Fall in stock price
Decrease in sales
due to reduced
customer.
Explicit costs Potential costs
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IT Staff Business
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. - _ _ Work . Major/Trivial
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IT Staff SLA‘
management Evaluation
(Monthly)

Evaluation and feedback

Table 7. Major, Trivial task classification (A company)

L. Major Trivial
Division Core |Important| Normal Total
Tasks 127 150 76 353

Table 8. Define of IT performing business

Section Contents

Major Tasks and Components
(Business of internal personnel)

1) Tasks including fundamental
components of financial business
with approval

s}

Business that financial institutions
are obligated to perform due to laws
and regulations.

w

Significantly concerned

business that occur from
outsourcing which greatly reduces
the reliability and integrity of the
financial companies or occurrence of
damage due to disorderly financial
order in financial or user.

1. According
to IT Model
Criteria : 4
Business
for internal
personnel

=

Business that has critical social
impact that directly deals with
Financial Companies important
information which has high risk on
accidents caused by leakage of
information.

5) Business in connection with the
fund transfers such as stock
trading and funding which can
induce major monetary accidents
that are directly caused by the
information technology sector.

(=)

Buisiness that has to be
performed on administrator(root)
authority in information
processing system.

management

6) IT construction supervision
resources and purchasing management

7) IT construction supervision
Planning and implementation

8) Control of personnel according to

outsourcing contract

- Management and access control
policies on computing center

- Financial management on control
procedures and appling outsourced
personnel with separation duties
to prevent leakage or falsification of
information.

9) Establish internal information
protection policy. The revision of
the guidelines and information
protection related regulations.

10) Development and implementation of
information protection on electronic
financial

11) IT internal control in order to
protect the information
(System restrictions, Account
Management, etc.)

12

Development and implementation
plan and enforcement on
vulnerability analysis and
evaluation.

Trivial Tasks

(Business of IT Subsidiary & Resident Outsourcing

Personnel)

1) Tasks, including fundamental
components such as deposit, loan,
exchange transaction, etc., that
prohibits commissioning in the
Financial Holding Companies Act

2. Finfﬂnce on IT systems

C.ommlfutee, 2) Among finance company’s support
Financial service, business that deals with
Company decision-making on important

IT System matters and back-office support.

Business 3) IT strategies, Financial

Management regulations

4) IT budgets, resource planning and
management

5) IT resources and purchasing

3. Finance
Committee,
Financial
Company
IT System
Business

4

[Can be performed by IT Subsidiary

Financial Group)

1) IT systems development and
operation of task can be consigned
among deposit, loan, exchange
transaction, etc,

(Payment through ATM, money
transfer and balance inquiry, etc.)

Do

Development and management of
groupware, e-mail, personnel system,
such as the accounting system to
be used by the co-operation between
subsidiaries

3) Development of the business
program, which is an essential
element
(except for the analysis and design)

=

Operation and management of
disaster recovery center

ot

Other business can be performed by
resident outsourcing personnel.

(Can be performed by resident
outsourcing personnel)

6) IT systems development and
operation of task can be consigned
among the fundamental components
of financial business
(except for the analysis and design)
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7) IT systems development and
operation of tasks, which are
Non-fundamental financial
business components.

(groupware, e-mail, personnel system,
accounting system, etc. )

8) Operation and management of
system's hardware and software
(Systems of mainframe and
server, middle-ware, storages,
etc.)

©

Operation and management of
network's hardware and software

10) Operation and management on
disaster recovery center
(except for business program)

11

Construction and Operation of
the attempts on control infringement

12) Human resources for a simple
business of IT system

13

Managing personnel
infrastructure such as
Generators, UPS, constant
temperature humidity chamber,
fire equipment and etc.

14

Installation of security system to
prevent electronic information
infringement .(hacking, cracking)

15

Emergency maintenance for
security system (Patch, update)
for prevention.

(Can be

Trivial Tasks
performed by outsourcing)

4. According

Agency for trading, utility billing,
receiving and payment

Management for supplies, tax,
budget, accounts, performance,

to FSS personnel, inspection, IFRS,
Can be end-terminal and automation
Outsourced device.
Analysis report for individual &
company customer
Anti-money laundering
1) Stand-alone system
(domain +task +independence)
2) Intensification of IT organization and
technical capability
,5' Others 3) Tasks which has to be performed
lnter.n.al _ by internal personnel
classification (trivial tasks but involving high risk)

IT business

4) Business that operated mainly by
outsourcing personnel

#%1), 4) can be outsourced
2), 3) cannot be.
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Fig. 6. Business process of IT outsourcing
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Table 9. Monthly mean unit price of IT
outsourcing(A company)

(Amount Units : One Thousand won)

2011y 2012y 2013y remarks

8,032 8,032 7,522
432 =M
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dissatisfied sure

—+—Total —M—Respondent using process separation

Fig. 7. Satisfaction Survey of IT outsourcing
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Table 10. Organization principle of SLA

Section Contents

1. To set clear business objectives
Setting Clear |through consultation and review

Business on business operations between
Objectives the subcontractor.
2. Define the desired product output

The Definition | performance and the range of IT
of the scope services. For each item in the
and purpose of | terms of the SLA, set the needs and
the service, documentations of them.

Available SLA services should be
composed of item with

3. measureable result. The
Consideration |compensation system and
Service corresponding penalties to each
Measurement |situation should be reflected.
items. (regarding companies specific
characteristics, it is often
compromised as penalty)

It should be defined to allow

4 documentation of actual

' performances and allow
adjustment on the level of service
objectives according to the
changes in the environment.

Periodic
inspection




692 Fguck 223 7k IT=g AA A7
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Table 11. Define the SLA's aim level

Division Achg;ff?ent S%C(f;f:n Grade| Goal
Ctive | Hines | A0 95% A e
ESL | 85% | Above 85% B | Atta-

- - | Above 75% C | ined
MSL | 75% | 656%~15% | Penalty| D |Short

- - Below 65% | Section E -fall

AR|~ B3 $ES 718 Table 11. A3 A3}

3 AEGGe] AT Fol x| A% AL Hr} 4
R EE Y}

Table 12. SLA application (A company)

Service level

X Weighting | MSL | ESL
measurement item

Satisfaction| WOk, 25% 75 | 85
satisfaction
PI".O(Z.th— Performance 959 90 98
tivity rate
Quality Problems 25% 100 100
Security | Observance 15% 75 100
Personnel gi;‘;gef 10% 75 | 100
Total 100%

g Al st
o] SLA Al¥ A8 37047k 483 A3} gholr},
olH 5 HAlste] Bl A 974 ol lew I A

¢
E
of %349l
<
T
=
-

Table 13. Present state of application of SLA for
3 months (A company)

Service leve;l M1 M2 M3 | Ave.
measurement item
satisfetion| VTR 199 90 | 2236 | 2257 | 22.61
satisfaction

Productiv-iPerformance| o5 o | 94 94 | 2500 | 24.98
ity rate

Quality | Problems | 25.00 | 25.00 | 25.00 | 25.00
Security | observance | 15.00 | 14.92 | 15.00 | 14.97

Personnel | 2% o9 6311000 [ 10.00 | 9.94
change

Total 97.73 1 97.22 | 97.57 | 97.50
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