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ABSTRACT

A disaster is the time-excess case that computerized service can tolerate a failure and financial industry is being set up
the disaster recovery system based on the disaster recovery plan and the business continuity plan for preparing these
disasters. However, existing system can not guarantee the business continuity when it comes to cyber terror. This paper
analyzes the building type and building technology of disaster recovery system for the financial fields. Also this paper
explain the type of data backup using online redo log and type of archive log backup using WORM storage. And this
paper proposes the model of improved data recovery combining above two types. Lastly this paper confirm the effectiveness
and reliability for proposal rocovery model through the implementation of the test environment.
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J.W.Toigo, Disaster Recovery Planning
Strategies for Protecting Critical Information
Assets, 2nd Ed. Prentice Hall, 2000
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Table 3. DRS in domestic financial industry(as of
May 2014)

Bank Location

Nilrrlne Main DR Build | Management
Center Center

KB Yeouido |Yeomchang| own direct

Shinhan| Jukjeon Ilsan own | outsource

Woori Sangam |Bundang| own | outsource

Hana Bundang | Sangam | own | outsource

NH Ansung | Yangjae | own direct
KDB Yeouido | Bucheon | own direct
KEB Sangam |Bundang| own | outsource
IBK Suji Mokdong| own direct
SC Gasan Yongin | own | outsource
Citi Incheon | Yongin | own direct
Busan Busan |Haeundae| own direct
Daegu Daegu |Gyongsan| own | outsource
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Fig. 1. Flow of Data Recovery System

Table 4. Step of data replication process

Process Summary

Save ‘Write I/O transaction’ in main
Step 1 center(source) to main center stor-
age

Save ‘Write I/O transaction’ to the
Step 2 DR center(target) storage at the
Step 1

After stored data is complete, send

Step 3 Ack signal to main center

Send signal of end to write I/O
Step 4 transaction to main center and quit
transaction.
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Table 5. Main requirement of using WORM storage

Requirement Details

Check to process usage
Transfer DB Archive file
Check to complete the file
transfer

Check to file
create and
transfer time

Check to
inverse
transfer file

Check to inverse transfer file
from WORM storate

Delete to transfer file

After reinstall transfer pro-
gram and reconfiguration, in-
verse transfer archive file

Inverse
transfer file
after recovery
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1,507 610 106886 win/sec
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18 110,182 in/sec

DB olrtelr. =1 AAAB¥E Oracle SUN
SF25K (1.5GHz, 8Core, 16GB memory) AH
£ o]&3}ln Solaris 10 U7 WAL OSE 214314
2n] WORM 2=Eg]A= 3]th® HCP 5005 AH-
3 bl2E 37& A 252 Table 3.9 Al
ksl whel o] Fojxiet. A% A= UNIX log
gl g FollA e EF sk

—

411 ojUMM ZX| 2 A

WORM ZE2|A[el|4]e] of7lo]Hatel(1 KB)9
A% A= Fig 9.9 7o) Alxg] 215 F3le] &

qle] 7¥s3lek(/var/adm/messages). = WORM GB)S =73 ]/\En_j o 24 %3} ,ﬂrcﬂo] A A
2] A] Al Xﬂiﬂb R A=A Seldt Fig 11,34 o) ofylo]u. shal
A AFARS #Held ol o] o A% 4 Ao ghadS Falshslct.

p 30 13:38:31.517 INFO  arcav version 3.1.2.10

ep 30 13:38:31.518 INFO  invoked as: /wormtest/HCP/arcav -=i /sormtest/HCP/l0g/list. txt --sre / --dst hitp:// NEEEEEN
gp 30 13:38:30.571 INFO  arcav beging

0 30 13:38: 32,774 INFO 1 Copy: Success: fwormtest/archiveloaf20110930133%00. aaa.arc => http: f/ I/ f . f5_dal
ep 30 13:35: 32827 INOEEQ  © Copy: Success: Jwormiest/archivelog/201 10530153900, 1. aaa.arc => htip:// DL 15
Bp 30 13:36:32.597 INFD  Sesgion Stats:

Bp 30 13:35:32.5497 INFO lon gtat: Time: Q00000 Files: f  Good: ¢ skippeg: 0 Errorg: 0 Hetries: u|
ep 30 13:33:32.599 INFO  arcav ends. Run time 00:00:01 mvstais.err 0

L1

Fid
3

Fig. 9. Verification of file creation time and transfer time in the log file
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[AE Fri Nov 23 13:20:33 K5T 2012
CENTERA ifm‘lvelﬁe ﬂDhUP?-W:Q I 1] MAMAGER : RUNMING | EREDO : RUNNING 00:00:11 | EPUMP : RUNNING 08:08:16
e i stantln [ 1) MANAGER : RURNING | EREDD : RUNNING 00:00:14 | EPUMP : RUNNING 00:00:14
arch_DSKADAOT 1_83035_867383349.ar Tost+found ' [ 1] MANAGER : RUNNING | EREDD : RUNNING 09:00:12 | EPUNP : RUNNING 00:00:00
e -rf HP I 1] MANAGER : RUNNING | EREDD : RUNNING @0:00:00 | EPUMP : RUNNING 00:00:01
wtfﬂ-.qgazuno Delete Soﬂware dlrectory | 1] MANAGER : RLDNEI;Gt | E;EIIJ; H R.I,HJIN]G 08!6;:1( | EPL'?P :.RLHJINE GB:BB:;O
drwer-xex 5 cop0od  staff 25 Sép 27 10:43 CENTERA i [[ ract Laemaon, Transmission Daemon
rwir-ar-x 1 copb0d  staff 1110 Sep 26 15:46 aaa.arc kbbert 18root :/BACKUP/baloporlz/dirdat/am> s -alt
sfwer==f== 1 cop000 staff 2085060448 Sep 26 15:41 arch Dskapadl 1 83035 687383346, arc
drwsr-ar-x 2 cop000  staff 756 Sep 30 16:18 archivelog total 2328432 .
rwirwrwx 1 copodd  staff 1182 51 2 17264 coplt]  Brehive filp drwe-xrex 17 root  sys 4096 Nov 23 12:36 ../ Transaction
srwrwirwe 1 ocopd00  staff 1645 sep 30 15:14 copy2,pl droxr-xe-x 2 root sys 256 Nov 22 15:30 ./ commit file
drwr = -x { rocl;:)W sys;gm 253 Jun gg {4 }}l 1u§t+§0|1.|nd w1 root sys 1023999406 Nov 73 13:71 rodo0o0
afWer=sfas <op sta sep 4:%3 nohup?, To e L e
-rwsrwarw 1 copld  staff 30 Sep 26 15:59 slam.shg -rw-rw-rw- 1 root s 168134882 Nov 23 13:23 redosoat ITOM Redo
-rwirwerw 1 copd00  staff 30 Sep 26 16:07 startl.sh o LOQ
il Others H
Sep 30 16:19:10, 634 INFO 7 Copy: SuCCess: , J0110930. THst, success =» hitt GG
St success INSTL. TB_CS_AE_OM_GENCD_BSC_1 DB table name
sep 30 16:10:56, 642 N0 3 Copy: Success: shhdbdol. 2011030, resulenafly o> g fefs.di [Toral Data Byiee 712
1‘20010330 fgiu]:l%iﬁ]yj :yi kipped: ‘iy [ 5,127 kip 15,12 h:“ ﬁaxu d . zaﬁ
Time: 00:00:01 Files: G Skipped: 0 Errors: 0 Retries: hates: 15,137 kig 15,1 v ByLes/Hecon i :
s seg 30 16:10:57.444 INF0  Sessfon Stats: Insert 200000 Count of committed transaction
Time: 00:00:01 Files: 3 Good: 3 Skipped: @ Errors: 0 Aetries: 0 Rates: 15,137 kB 1512 After Imoges 200000
58 srg 30 16:10:57.444 INFO  Session_Stat: Time: 00:00:01 #iles: 3 Good: 3 Skipped: 0 Ere Image count after commit
tes: 15,127 kip 15.127 wisfsec 3,00 Files/sec . L. INSTL. T8_CSAE_OHLGENCD_BSC.2
Sep 30 16:19:57.445 INFO  araev ends. Run time 00:00:01 mvstats.err Q|I'IVETSE file transmission Total Data Bytes 212206000
Sleep for 1 sec!tt from WORM Avg Bytes/Record 1861
- — Insert 200000
e nane + fuarntest archivelog 0T OIILELT 1, drch DOKADALLL_GS03S_ESTIGSHO.arc, stz : 2069960448 After Inages 0000
Lty 0 T T INSTL.TB_CS_AE_(M_GENCD_BSC_3
; ﬁd wihivelog Total Dota Bytes 212200000
2@1]&?3@1613’ Avg Bytes/Record 1061
ToLoarchLDSKADACL 13035 AAT3R3M . arc 201030161827, anch DSKADAC 1R300, 6AT383340, arc frcort 000
o ‘ File recreation
-fef =e 1 tdpGE‘:I sga[[ J0E5EMAE 4 30 16:19 0110930061827, 1, qrthTDSFfDNLLoEUsi_EWSBS%Q.qr: Flg 12. Verification of creation and transfer |Og

Fig. 11. Verification of archive file
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log Jtelst SQL ol S 0 A3k AL AR A e sog smeie st setense 00000 - et
DB A% S/W13) AlEe] A% g F4 g + i or Seitrls e sien 161818 800, produetion
5 sk (eriton 11.2.2.0.4 14636504 14783621 Fo00
S
4.2.1 Online Redo Log &4 ZiX| & F& ol A ]
e
=4 DBAHA Online Redo Log 79l dlo] i‘:jép
Bl S 2&3l0] 24 2E At A4S g 7S o] %1}:2: Encryoted datain DB table
43to] 2% 2% 59 Redo Log WA H e BN
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Fig. 13. Verification of encrypted data
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e+ Total statistics £ince 2012-11-23 20:07:19 ses

Total inserts 10.00
Total updates 0.00
Total deletes .00

T 14 card: 0.00
Tatal operations Total operations 550

[-++ Total statistics since 2012-11-23 20:07:19 #se

Total inserts 10.00
Total updates .00
Total deletes 0.00
Total discards .00
Total operations 10,00

[ee+ Total statistics since 2012-11-23 20:07:19 sse

Total inserts 10.00
Total updates 0.00
I Total deletes 0.00
Total discards .00
Total operations 10.00

[+++ Total statisties since 2012-11-23 20:07:13 ss»

Total inserts 10.00
Total updates 0,00
Total deletes 0.00
Total diseards 0,00
Total operations 10,00,

[Fe+ Total statistics since Z01Z=11-23 20:07:13 =e=

Total inserts 10.00
Total updates 0.00
Total deletes .00
Total discards .00
Total operations 10.00

[End of Statistics

RTFRCTIRG ¥rom INSTI. TE-UCS-AE.CA_UERCT_FST-5 T& INSTL.TP-UCS-AE-UM-BERCT_BST-5T

[Extracting from INST1.TB_CS_AE.CM_GENCD_BSC.1 to INSTL1.TB_CS_AE_CH_GENCD_BSC.1:

[Extracting from INST1.TB.CS_AE.CH_GENCD_BSC.2Z to INST1.TB_CS_AE_CH_GENCD_BSC_2:

[Extracting from INST1.TB.C5.AE.CH.GENCD.BSC.3 to INST1.TB.C5.AE-CH.GENCD.B5C.3:

[Extracting from INST1.TB.CS.AE.CM.GENCD.BSC.4 to INST1.TB.CS.AE.CH.GENCD.BSC.4:

Fig. 14. Verification of occurring transaction

Total updates 0.00
Total deletes 0.00
Tatal discards 0.00
Total operations 10.00

keplicating from INST1.TB_CS_AE_CH_GENCD_BSC_1 to INST1.TB.CS_AE_CM_GENCD_BSC_1:

+++ Total statistics since 2012-11-23 20:12:40 s+
Total inserts 10.00
Total updates
Total deletes
Total discards
Total operations

. . 0.00
Verification of 00
Inverse file transmission ,g o

keplicating from INST1.TE_CS_AE_CH_GENCD_BSC_2 to INST1.TB_CES_AE_CM_GENCD_BSC_2:

+++ Total statistics since 2012-11-23 20:12:40 sss

Total inserts 10.00
Total updates 0.00
Total deletes 0.00
Total discards 0.00
Total operations 10.00

keplicating from INST1.TB_CS_AE_CM_GERCD_BSC_3 to INSTL.TB_CS_AE_CM_GENCD_BSC_3:

+++ Total statistics since 2012-11-23 20:12:40 e+
tal ingerts 10.00

Total updates 0.00
Total deletes 0.00
Total diseards 0.00

Total operations
keplicating from INST1.TE_CS_AE_CM_GENCD_BSC.4 to [NSTL.TB.CS_AE_CM_GENCD.BSC.4:

¢+ Total statistics since 2012=11=23 20:12: 40 wee

Total inserts 10.00
Total updates 0.00
Total deletes 0.00
Total discards 0.00
Total operations 10.00

End of Statistics

Fig. 15. Send back the Online Redo Log Files

elect count(=) From T8
count(,

elect + fro 11

utruncate TRBLE TB_ES_AE_CH_GENCD_BSC_5;
Struncate TABLE TB_CS_AE_CH_GENCD_BSC_4;
btruncate TABLE TB_ES_AE_CH_GENCD_BSC_3;
Ttruncate TABLE TB_CS_AE_CM_GENCD_BSC_2;

Btruncate TABLE TB_ES_AE_CH_GENCD_BSC_1;

(U S T T

(st : s
ecute S0 et counk{) o T8_C5_JE_CH_GENCD BSC_1; ] mn Lo il
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F_Of_CEND B 5
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B
| &
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table count =
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Fig. 16. Verification of consistency the of restored
DB data

431 7|Z AAY O8] 27 584 34

20114 58 A a7 Ao Fake Aol A
+ DBMS= opfe]® —%°§EE7} A4 21‘“5'—

52
=l

ol slalrtar 7]'245}‘313}5— 1 ‘n‘x‘]i rm, dds’Jr s
< dloly] I HES st DB dlolEl E-
9 B AdEe] 27 A ExEr] wtel
77} B8l

g AHE AAR Fig.17.9 (Case 1)9] A%,

SAde] A gl dlo|el7hA] 9] dHeoly] Hwt 7P’*
5].1;]. dubd o g2 A)H Wl Fr)H o2 z]e)s

A 1S 1 D}Hi =15 o}y].o]ﬁ rg i:rLs]-
the AAE 7 s A A4S 1579 A A7)

2| B} 7Fs st

Fig.17.8] [Case 2)9} #o] ol7lo]H s 4
AZ WORM ~E=|A|o A-83191& 7%, ol7le] B
23 4] AR7HA] 577} 75t Online Redo
Log 3_7] 2 DB 241 7314 Eaﬂzﬂ/ﬂ _J_oﬂ Lq.:e’_ kﬂ
T2 AR Aol A1 71E 5~30+ oA dlelE] 7b
A B7} 7lgsl.

Fig.17.9] (Case 3)¥ #¢] Online Redo Log
el EAA Anl deo]HE AAT Hd HeH=
A7 A7 dlolHE A8atalS A-F, Al A1
o[EI7}A] H7t 7hsdtt).

Fig.17. |49} o] ez AHEDBMSAHE
o 7, B SR vk S v glan



HH B 53] =g

(2014. 8) 665

ofefoll &k 27} WglE a3} shrjete el
2 ol AR} B e] AAE Aol7h AR
Alekd w3e] Hge] DBMS dlole 57§ 45
flste] v T SlE & 5 sleh

ReDovelyv
I Media({tape ordisk) backup

Case of cyber J Archive log IOmineRedolog|

altack on NH

Backup' incident |

[Case 1]
Reeovely'

Applying | Media(ape or disk) backup ‘ Archive log |0mineReuu|.ug|
archive log

'
[Case 2] Backup' Incident

recovery |
‘ Archive log |OmineRedoLog|

Applying Online | Media(tape ordisk)backup
Redolog

[Case 3] Backup' Inc\dentl
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Table 7. The Number of SQL Query generated by
business

. Data Customer Internet
Time . . .
image service banking
10 m 460,461 364,825 305,517
1h 2,762,769 2,188,953 1,833,102
6 h 8,288,306 6,566,859 5,499,306
12 h 16,576,611 13,133,718 | 10,998,613
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