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ABSTRACT

Most of the web-based services are provided by a web browser. A web browser receives a text-based web page from the
server and translates the received data for the user to view. There are a myriad of add-ons to web browsers that extend browser
features. The browser’s add-ons may access web pages and make changes to the data. This makes web-services via web
browsers are vulnerable to security threats. A web browser stores web page data in memory in the DOM structure. One method
that prevents modifications to web page data applies hash values to certain parts in the DOM structure. However, a certain
characteristic of web-pages renders this method ineffective at times. Specifically, the user-input data is not pre-determined, and
the hash value cannot be calculated prior to user input. Thus the modification to the data cannot be prevented. This paper
proposes a method that both detects and inhibits any attempt to change to user-input data. The proposed method stores user-input
from the keyboard and makes a comparison with the data transmitted from the web browser to detect any anomalies.
Keywords: FinancialSecurity, Memory-Hacking, Webpage, Man-in-the-browser, Online-Banking, Malware
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Table 1. Web API Interfaces by W3C

Definition Usage
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3.3 Keyboard Event & Internet Explorer Event

) 214 2 DOM el W3Ce] Hael o)s}
RE 7R 3 o|wlEr} AHolEe] g)on A=
HE v**f"ﬂ*i ol EZ A48 4 9lrh20). Table
94_ ] c]] Hg],_r_;q\_. ]—/],o]:s}. O]H“Ea Xﬂ%s‘_}-]‘/}

Table 2. Keyboard event Defined by W3C

Event Type Attribute Description
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Table 3. Event handlers of MS Internet Explorer

Event Description

Fires before naviga- tion

BeforeNavigate occurs in the given
object.
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DocumentComplete is completely loaded and

initializ- ed

Fires when the visibility
state of a content
WindowStateChanged | window, such as the
browser window or a
tab, changes.
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