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ABSTRACT

Smart phone usage has increased exponentially and open source based Android OS occupy significant market share. However,
various malicious applications that use the characteristic of Android threaten users. In this paper, we construct an efficient
malicious application detector by using the principle component analysis and the incremental k nearest neighbor algorithm, which
consider an required permission, of Android applications. The cross validation is exploited in order to find a critical parameter
of the algorithm. For the performance evaluation of our approach, we simulate a real data set of Contagio Mobile.
Keywords: Android Security; Malware Detection; Principal Component Analysis; kNN-Classification
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3.2 k-Nearest Neighborhood E&FAt
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2
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C(R ) €{ben,mal} (3)
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K =

dist(Rw R Ry) = norm (Rl, — Ry)
— 7, ~ R,

= \/(xl—y1)2+...+(zk—yk)2 (4)

Azg ool WARNE ) FHE Loz T

A a2 die) 54 9EE R B R, )& R

71 VR KRS 54 WEES 7= Aol
A C(R,) = Fig. 13} 7o) Ao|xic},

input: Ry, x € {1,2,..,n}

1

2. if N(C(Ry,;, (2)) = ben) > N(C(R,,;,(»)) = mal) then
3 C(R;) =ben

4: else

5. C(R,) =mal

6: end if

Fig.1. The feature vector classifier
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3.3 Incremental kNN £12|&
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Algorithm 1 Incremental KNN e Bol o|gRES ARl WA < 9lr}. okr o)
I: add new (B, 1,c) to Gy, OSellAl 4 chewy] Aol 4 % 9l Hux
2. if R, is correctly classified then S F A3 ol Awe] o s o ue] oy fnE
+ find the [ RN of fi. sl 4 QE7HE Qebn] Siste] st
4: for each found NN i do Als]o ezl ele K
s if c — ¢, then dge S AR e ap ‘(Andrmd
6 Wi 41 = Weor(wig) application  package) 92 ‘Contagio
7: end if mobile'OlE} Ate|Eel el 2 AES Asict
g8  end for (11). o] A& Fell= 7 AWATA I AlYS A
9: else X 3} q SMS trojan WAl 2 &5t AnlEZ] T}
10:  find the I NN of R W2 o sl olxolyl Fu} AnlEZ] ZE]Y3F)
llf forfeach fourllld NN do 5 744 2 5381= DroidKungFu] thekat A o]
12: ife=¢; t en F3slo] oJch ehdale]d] Wake] ik ABE 23
13: Wi t+1 = I'T"err('i‘--“z'.t) _ = -
0 endit | 171 $191 Anubis 5& ol 4elolch. Aol He
15: end for Xc')] = O]‘-«E-O]E 7]H1} —/}—U]'E%c’ﬂ/ﬂ Zﬂ%g}% =
16 for each (R, wp ) in Gy do FdolellA] dglom Aak ujo] <ol el 847}
17 if wmy < & then Qe F o Watapl a7 ekl 72, Be, v
18: remove (R, W ¢, ¢) from Gy . B Adobe, AHd = oreAl 3|7} Zx]Ql oz A
1 enddl Asislet. ol ehd 16470, Al 11371 5
20:  end for S=lod
. end if Hesiet.
Fig. 2. The Algorithm of incremental kNN classifier
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Table 1. Percentages for the amount of

information(Info) and the accumulated
percentages for the amount of information(Cum)

depending on the number of principal
components(PC).
P Info Cum P Info Cum
C (%) (%) C (%) (%)
1 17.52 17.52 21 1.32 81.81
2 9.86 27.38 22 1.18 82.99
3 6.94 34.32 23 1.13 84.12
4 6.00 40.32 24 1.02 85.14
5 4.95 45.27 25 0.97 86.11
6 4.38 49.65 26 0.91 87.02
7 3.39 53.04 27 0.85 87.87
8 3.16 56.20 28 0.77 88.64
9 3.01 59.21 29 0.73 89.37
10 2.55 61.76 30 0.69 90.06
11 2.44 64.20 31 0.65 90.71
12 2.30 66.50 32 0.61 91.32
13 2.13 68.63 33 0.58 91.90
14 2.08 70.71 34 0.57 92.47
15 1.93 72.64 35 0.54 93.01
16 1.81 74.45 36 0.52 93.53
17 1.69 76.14 37 0.47 94.00
18 1.53 77.67 38 0.43 94.43
19 1.47 79.14 39 0.41 94.84
20 1.35 80.49 40 0.41 95.25

4.2 Training
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Fig. 3. The figure shows the efficiency when
using Principal Component Analysis(PCA) for
extracting features. The black line and the blue
line are the averages of the accuracy rates using
40 features and 100 features before applying
PCA. The dotted red line is the average of the
accuracy rate using 40 features that PCA is
applied.
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w2 ot EFALE AR AR 15-25 % A= A
FEgo] A & A& B 5 gk

5.3 Incremental kNN A&

Table.2= kNN E7A& ARSsIS  we}
incremental KNN #7AHs AH-8FS o 279

0. \ A\ A\ A AN . o . o

AV 2 2 2 o (i
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Accuracy
&

e o o o

=& kNN classifier ACC =*kNN classifier ERR == Bayesian classifier ACC

kS

N,
7N 2N S N s, -~ . - -
4 N N 3 o -

o

=~

2 4 6 8 Nu:r?berof;z 14 16 18 20
Fig. 4. Comparing the accuracy rate of using the
Bayesian classifier and the kNN classifier. The
blue line and blue dotted line are the averages
accuracy rate and error rate using the kNN
classifier and the red line is the average accuracy
rate using the Bayesian classifier.
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Table 2. Comparing the accuracy rate of using
kNN classifier and incremental kNN classifier.
The bold ones are greatest value in each number
of features. (f,€1{5,10,15,20})

k_NN : I -
5 5(inc) 10 10(inc)

k=1 0.83 0.84 0.85 0.85
k=2 0.71 0.75 0.72 0.76
k=3 0.80 0.80 0.81 0.71
k=4 0.74 0.78 0.73 0.75
k=5 0.85 0.86 0.80 0.81
k=6 0.79 0.82 0.74 0.77
k=17 0.85 0.85 0.79 0.80
k=8 0.80 0.83 0.74 0.78
k=9 0.84 0.84 0.82 0.82
k=10 0.79 0.81 0.77 0.80
avg 0.80 0.82 0.78 0.79
k_NN i

15 15(inc) 20 20(inc)

0.85 0.85 0.85 0.85
0.72 0.77 0.74 0.77
0.84 0.84 0.83 0.84
0.73 0.78 0.76 0.79
0.80 0.84 0.83 0.83
0.74 0.80 0.76 0.80
0.79 0.81 0.82 0.81
0.74 0.79 0.76 0.79
0.82 0.81 0.83 0.83
0.77 0.79 0.78 0.80
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Fig. 5. Averages accuracy rates using the kNN
classifier and the incremental kNN classifier. The
red line is the accuracy using the kNN classifier
and the blue line is the accuracy using the
incremental kNN classifier.
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