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Implementation and Experiment of CoAP Protocol Based on IoT
for Verification of Interoperability
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Abstract IETF (Internet Engineering Task Force) CoAP (Constrained Application Protocol) protocol is supported
communication  between sensor or actuator nodes by in a constrained environment, such as small amount of
memory, and low power. CoAP and HTTP protocol can convert easily, and can use to monitor or controll the
infrastructure utility  through low-power sensor and actuator networks in loT (Internet of Thing) and M2M
(Machine-to-Machine) environment. IETF CoRE(Constrained RESTful environments) Working Group proposed CoAP
protocol in 2010, and began to standardize it. Recently, CoAP protocol is published RFC (Request for Comments)
7252. In this paper, we design and implement of CoAP protocol for testing the interoperability in heterogeneous
operating environments. For this experiment, we developed the CoAP client program based on Windows
environment and CoAP server program in Linux environment to test the interoperability.
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Fig. 1. Hierarchical Architecture of CoAP protocol
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typedef struct ({
size_t max size;
coap_hdr t *hdr;
unsigned short max delta;
unsigned short length;
unsigned char *data;

$ifdef WITH LWIP
struct pbuf *pbuf;

fendif

} coap pdu ts

typedef struct {
unsigned int version:2; [* pre
unsigned int type:2; /* ty
unsigned int token_length:4;
unsigned int code:8;
unsigned short id;
unsigned char token[];

} coap_hdr_t;

typedef struct {
unsigned short delta;
size t length;
unsigned char *value;

} coap option t;

/* mess:
/* the

a3 4. 712 B Y A Ho|
Fig. 4. Basic type and structures definition for
CoAP protocol
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error_desc_t coap_error[] = {
COAP_RESPONSE_CODE(65), "2.01 Created” },
COAP_RESPONSE_CODE(66), "2.02 Deleted" },
COAP_RESPONSE_CODE(67), "2.03 Vvalid" },
COAP_RESPONSE_CODE(68), "2.84 Changed" },
COAP_RESPONSE_CODE(69), "2.85 Content" },
COAP_RESPONSE_CODE(400), "Bad Request” },
COAP_RESPONSE_CODE(401), "Unauthorized" },
COAP_RESPONSE_CODE(482), "Bad Option" },
COAP_RESPONSE_CODE(483), "Forbidden" },
COAP_RESPONSE_CODE(484), "Not Found" }
COAP_RESPONSE_CODE(485), "Method Not Allowed” }
COAP_RESPONSE_CODE(488), "Request Entity Incomplete” },
COAP_RESPONSE_CODE(413), "Request Entity Too Large" },
COAP_RESPONSE_CODE(415), "Unsupported Media Type" },
COAP_RESPONSE_CODE(500), "Internal Server Error"” },
COAP_RESPONSE_CODE(501), "Not Implemented” },
COAP_RESPONSE_CODE(502), "Bad Gateway" }
COAP_RESPONSE_CODE(503), "Service Unavailable” },
COAP_RESPONSE_CODE(504), "Gateway Timeout" },
COAP_RESPONSE_CODE(505), "Proxying Not Supported” },

0, NULL } /* end marker */
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Fig. 5. Method and responded codes definition
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