Authentication Protocol for RFID using Bivariate
Polynomials over a Finite Field.
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Abstract RFID system is applied to various industry such as process control, distribution management,
access control, environment sensing, entity identification, etc. Since RFID system uses wireless
communication, it has more weak points for security. In this paper, an authentication protocol is suggested
between tags and a reader, which is basic property for security. A suggested protocol use a bivariate
polynomial over a finite field and is secure against snooping, replay attack, position tracking and traffic
analysis.
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