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ABSTRACT

In modern warfare, securing communication channel by combatting opponents’
electromagnetic attack is a crucial factor to win the war. Military satellite digital
transponder is a communication payload of the next generation military satellite that
maintains warfare networks operational in the presence of interfering signals by securely
relaying signals between ground terminals. The transponder in this paper is classified as a
partial processing transponder which performs cost effective secure relaying in satellite
communication links. The control functions of transmission security achieve immunity to
hostile interferences which may cause malicious effects on the link. In this paper, we
present an efficient architecture for implementing the control mechanism. Two major ideas
of pipelined processing in per-group control and software processing of blocked band
information dramatically reduce the complexity of the hardware. A control code sequence
showing its randomness with uniform distribution is exemplified and qualification test

results are briefly presented.
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