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Abstract This paper proposes the UHISRL(Ubiquitous Healthcare Information System
based on Real Time Location) which manages patient, doctor, medicine by using RFID. The
proposed UHISRL monitors the patient’s health state, and enables us to confirm the result
with Smart Phone and Tablet PC. Also, it can block Replay and Spoofing attack by using
the ERHL(Extended Randomized Hash Lock) authentication scheme designed in this paper. A
patient privacy is enhanced by limiting UHISRL DB access according to attributes with
CP-ABE (Cipher Text - Attributed based Encryption) technique. Specially, UHISRL can prevent
an unexpected accident by monitoring a chronic patient’s emergency situation in real time.
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<Fig. 11> The flowchart of PDM module
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