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Abstract: An SPLC (Safety Programmable Logic Controller) must be designed to meet the highest safety standards, IEEE 1E, and
should guarantee a level of fault-tolerance and high-reliability that ensures complete error-free operation. In order to satisfy these
criteria, I/O modules, communication modules, processor modules and bus modules of the SPLC have been configured in triple or
dual modular redundancy. The redundant modules receive the same data to determine the final data by the voting logic. Currently, the
processor of each rx module performs the voting by deciding on the final data. It is the intent of this paper to prove the improvement on
the current system, and develop a voting system for multiple data on a system bus level. The new system bus protocol is implemented
based on a TCN-MVB that is a deterministic network consisting of a master-slave structure. The test result shows that the suggested
system is better than the present system in view of its high utilization and improved performance of data exchange and voting.
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1. SPLC =

SPLCO] Ajo}7] 7]13 Tl A& BE, TEAM BE,
T BEE, AY BE, W2 BER FAEE Aojeswd
eEA, 2§ 13} o] ZF mEe] Al wet 3% 13 o]
o A oA o]Fsl F2 Ales REEEA TEh
7[R oz Holy Ay 2 i 7]50] glE W BEY
A BE2 olgstE Fdstal vloly A7k dastk ¢
HEd RN BES st ARl Atk 24 B
2GR 3% AR AR AR 9)
2. Hlo|e] Xz

olF3} TEE Zte EES A7 (hot-standby) O =
AT} &, 4 ZEdlA] ¥-s A1, CRC (Cyclic Redun-
dancy Check) 59} X 7|55 &3l
Ftste] FEE| o]t 5 5 & (primary) = -7-H

o2}
BA
AR HOlHE o]88kal, FEES| ode AAD B -

B a7 g A oBdEA|(safe action)E 913 35S AA
Elg=1

Mgt FxolAe] oy HEe dds ZE Il el
ulg} o2 274 S mEth Oy 28 AEst ZEA 9
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Module Module Module
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i | | |
MvB MVB MVB MvB MVB
Slave Slave Slave Slave Slave
Comm Comm 10 10 I0
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1 2 ! 2 3
% 1. SPLC Al=BIH 2 4.
Fig. 1. System bus configuration.
E 1. SPLC A2A AR [1].
Table 1. Specification of SPLC[1].
g SPLC
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Digital Input

Fault==2

v

Value of 5 Value of
Normal Module Safe Action Identical State 2/3
Output
(a) Processing of digital data.
Analog Input

Value of
Normal Module

Safe Action Mean Value Median Value

Output

(b) Processing of analog data.
a9 2. 455 Baolx o] dolEle] A,
Fig. 2. Processing of triple redundant data.



Voting System Bus Protocol for a Highly—Reliable PLC with Redundant Modules 691

Master Frame

Mast.er.Start F_code Logical Address CRCB Enq
Delimiter Delimiter
Slave Frame
Slave Start End
Delimiter B Ged Delimiter
(a) Original frame format.
Slave Frame
Slave Start End Arbitration
Delimiter 1 fda mes Delimiter Polling

(b) Modified frame format for voting protocol.

19 3.MVB =g le] E
Fig. 3. MVB frame format.
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Fig. 4. State of system bus by transmission period.
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¥ 2. Register?} Fault Counterol] w2 &4 3l
Table 2. Output according to register value and fault counter.
Fault Counter | Voted | Safe

D, D D F, Fo | Data |Action Output

0 0 0 0 0 0 0 0

0 0 1 0 0 0 0 0

0 1 0 0 0 0 0 0

0 1 1 0 0 1 0 1

1 0 0 0 0 0 0 0

1 0 1 0 0 1 0 1

1 1 0 0 0 1 0 1

1 1 1 0 0 1 0 1

0 0 X 0 1 0 0 0

0 1 X 0 1 X 1 Regg

1 0 X 0 1 X 1 Regg

1 1 X 0 1 1 0 1

0 X X 1 0 0 0 0

1 X X 1 0 1 0 1

X X X 1 1 X 1 Regg
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Iv. M5 24
1. Olole & Azt
HE MVB Al2=518 ARgsle] 453t HlolEg W4a)

el

2

i

t
MvB
Standard | MF SF MF SF MF SF MF
tm ta tS
Fault=0| MF A| SF A| sF A| sF MF
to
Fault=1| MF A| SF A| sF MF
to
Fault=2| m™MF A| sF MF
to
Fault=3 | MF MF
= X =
a9 5. 3 By ol wE W2 g

Fig. 5. State of system bus by the number of fault.
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for(i=0; i<n, i++) {
a=1th bit of register for module 0;
b=1th bit of register for module 1;
c=1th bit of register for module 2;
s =1 th bit of register for safe action;
iflffault=0) {

ifla=b &&b=rc) output(i) =a;
elseiffa=b&&b!=c)  output(i)=a;
elseif(a!=b &&b=c) output(i) =b;
else output(i) =a;

}

elseif(fault=—1) {
ifla==b)output(i)=a;  //suppose 0 and 1 are normal module
else output(i)=s; /al=b

}
else if(fault==2) output(i)=a;  // suppose 0 is normal module
clse output(i)=s;  //fault==3

}

I3 6. HE A7 oA F=.
Fig. 6. Pseudo code of voting.
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tlolg] 9 e vz, vl AEZ e} dEHo|~E gt
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to N riz
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Estimated voting time by size of TMR data

I Cuggested Systern
I SPLC, Fadlt ==0
[CCsPLE, Fadlt ==1
} [ sPLC, Fault==2
10" H [__JSPLC, Fault==3 _

Time (ns) (log scale)

i 2 4 & 8 10 12 14 16
Data size (Bytes)

a9 7. 453} vlolE] Av]dl whe BE A2 AL
Fig. 7. Estimated voting time by size of TMR data.
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