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ABSTRACT

The demanding in construction of the stand-alone networks and interconnection between convergence devices have led an
increase in research on MANET and the application of MANET has been paid much attention as a Ubiquitous computing which is
growing fast in the field of computer science. With performance both as hosts and routers, easy network configuration, and fast
response, mobile nodes participating in MANET are suitable for Embedded computing but have vulnerable points, about lack of
dynamic network topology due to mobility, network scalability, passive attacks, and active attacks which make it impossible to
manage continuous security authentication service. In this study, proposes S-EKE authentication mechanism for a robust
authentication based on MANET and through identify wireless environment security vulnerabilities, currently being used in OTP
S/Key and DH-EKE analyzes.
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1.1D 2. user N
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6. H(X-1) compare X
N, Xy =»N-1, X, -1

H(K+Seed), HEH(K+Seed)),

5. X, Response:

= SN : OTP created, DN : OTP verification
= 15t pwd (N=4) : OTP(1) = H(H(H(H(K+Seed))))
= 25t pwd (N=1) : OTP(2) = H(H(H(K+Seed)))
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Fig. 1 OTP S/key authentication technigue
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