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A Protection System of Medical Information using Multiple Authentication

Jin-Mook Kim* - Seong-Sik Hong™*

ABSTRACT

Recently, A utilization request of the U-Healthcare services are increasing rapidly. This is because the increase in
smartphone users and ubiquitous computing technology was developed. Furthermore, the demand for access to and
use of medical information systems is growing rapidly with a smartphone. This system have the advantage such as
they can access from anywhere and anytime in the healthcare information system using their smartphone quickly
and easily. But this system have various problems that are a privacy issue, the location disclosure issue, and the
potential infringement of personal information. this problems are arise very explosive. Therefore, we propose a
secure information security system that can solve the security problems in healthcare information systems for
healthcare workers using smartphone. Our proposed system, doctors record, store, modify and manage patient
medical information and this system would be safer than the existing healthcare information systems. The proposed
system allows the doctor to perform further authentication by transmitting using SMS to GOTP message when they
accessing medical information systems. So our proposed system can support to more secure system that can protect
user individual information stealing and modify attack by two-factor authentication scheme. And this system can
support confidentiality, integrity, location information blocking, personal information steal prevent using cryptography
algorithm that is easy and fast.

Key words : U-Healthcare service; Medical system; Security services; Authentication; GOTP
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