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ABSTRACT

Data mining is a technique to get the useful information that can be utilized for marketing and pattern analysis by processing
the data that we have. However, when we use this technique, data provider’s personal data can be leaked by accident. To protect
these data from leakage, there were several techniques have been studied to preserve privacy.

Vertically partitioned data is a state called that the data is separately provided to various number of user. On these vertically
partitioned data, there was some methods developed to distinguishing kth element and (k+ 1) th element by using score.
However, in previous method, we can only use on two-party case, so in this paper, we propose the extended technique by using
paillier cryptosystem which can use on multi-party case.

Keywords: Privacy preserving, Secure multiparty computation, Vertically partitoned data
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1. Choose random x € N
Encie,m(x) = C
C—J+1=mmod n

2. Y;=Decgnmy(m+i—1)
i€ [1,10], then ¥, =x
Choose random prime p
Z;=Y; mod p
it i>1
W;=Z;+1mod p

oWy, ., Wi

result 3. f Wy =xmod p
then I =]
else 1 <]

Fig. 1. Protocol of Yao's millionaire problem
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Table 1. Technique of Paillier cryptosystem

Keygen(1')
Choose random prime number p,q
ged(pg, (p—1)(g—1))=1
Compute n, A
n=pq., A\=lem(p—1,q—1)
Select g=n+1

u—1

Llu)= n

= (L(gAmoan))flmodn (3)
Public key : (n,g)

Private key : (\u)

Enc(m,n,g)

Select Random r & Z*

HL n

Compute ciphertext ¢= ¢"r"modn’

Dec(c,m, A\, p)
Compute plaintext

m= L(cAmoan)/Lmodn
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Table 3. The basic algorithm using Paillier
cryptosystem

let P's dataset D,, P’s dataset D,, and
Ps dataset D,

D,=ay,ay >a,, D,=b,b,..,b, and
D.=cy ¢y 50

m
F: {al +b1 +cl’ a‘2 + b2 +027 7am +bm +Cm}
= {f17f27 "'7fm}
lbound<—0, ubound<—|F
. lbound + ubound
estimate <— f
mean= —estimate modn

fori = 1 tom
.
select random 7,7, 7.2,

P, : compute E,(a;)= g"r'modn’

P, : compute E,(b,)= g'rl modn’
P. . compute Ea(ci)=gc’r('fmodn2 and

c

mean, n
T

E (mean)=g "modn?

end for
for 7 =1 tom
P, : compute A—E,(a;)
send A to P,

P, : compute B<—E,(a;) E,(b;) modn
send B to P,

P, - compute
CHE;(CL‘;.)E;y(bj)Ea(cj)E:l(meanj) modns
end C to P,

P, : decrypt C
if (fj+TrL6(Ln)H10dn> mean

output;= 0
send output; to P,
else
output;=1
send output; to P,
end if

end for

P, if Eoutputj> k
j=1
lbound<—estimate
if ubound— lbound=1 then
return ubound
end if

elseif E%outputj< k
j=
ubound<—estimate
if wbound— lbound=1 then
return lbound
end if

else Eoutputj= k
j=1

return estimate

end if




1086 oAt 7 A A 3 ElolH A ZejowA] BE kA 352] score At

1.9 7] A4 daRlEe Asde SR ke
9] Qasbgel Qolel WaE Aslsle] dake 4
AP dafe] HE A ThE AgAE g
& 3 ¢ GRS seith w7 A1Yeld
A oFE RS WHste] LTS NS
Mol Abgslel BE AEATL E5T AT 744

& Table L4 443 71 48
ol Sl ARE 715 o183l 4
W] g mAFR Z oA %ui
AFE olgstel HE AN mE rEsha
Table 4.4 & 4 gl%o] Yaelzel Fa 3}
& Table 3.949] WA fakahd,
A s o

2 _l‘:": m

i & e A
AIE ALgalel el Bl 185 55

Hgs A 5 ‘3\1—‘-:—% 3]’93\4. Arsl= dare
71 et U}ﬂ
7R = lbound4 e O, uboundf’% e AHEEe

—in\_

oA v = 9l Hdigkel [ 2 dA F
el Z7gkel lbound-;ubound = 42 A%

gl o o 553t 13 7R ARSAfelAl e
ARAES] FHE =E3A] oY) Sl8l A ks 4
2Rl PollA 199 22 3k o APsla (3}hE
FAoR o WS e 199 FE AdHste
estimate 32 3l o] W o 10 oW e
ZALR 8= dae]Ee] sEE 34 v} o)A
wele] Aute g A 2718 £ duEls

Aelx] /7F BAEA] YR g} o] F
< Table 3.4 Awer 77} 2on] <daz|Foe]
AedA e o= Table 4.914¢] F WA
fori#o] 8= 8-S Table 5.0x9} 2o]
gFatol e}, oluf, AMEEE= 7= Bel %"
M7le]BR PollA 7P A 3h& AlAtsted PR
AL v P, °1Wl: °J°1W gk WAl wistt

(<3

R
fu
N

P>
fe

10
>‘1—4

Fﬁ

O
A_
g.:l_‘
o
o
%
A
&
|

|

Table 4. The improved algorithm using Paillier
cryptosystem(while performing odd times)

let P's dataset D,, P’s dataset D,, and
P’s dataset D,

D,=ay, Gy, 5 Gy, Dy=by, by, 5, and
D.=cj ¢y, 050,

F={a, +b,+c;,aq+by+cysera,, +b, +c,,}
= {fl’f27"'7fm}

lbound<—0, ubound<—|F
lbound + ubound

2

P, : select a, estimate< [t— o, t+ ]
mean= —estimate modn
fori = 1 tom

.
select random 7,7, 7.€ 2,

P, : compute £ (a;)= ga’r modn?

P, : compute E,(b;)= g'r) modn’
P, : compute £ (c;)= g""modn® and

Ea(mean) g""r mod n?
end for
for 7 = 1 tom
P, : compute A—E,(a;)
send A to P,

P, © compute B<E,(a;)E,(b;) modn
send B to P, ' '

P, compute
CE,(a,) E,(b;) E,(c;) E,(mean;) modns
end C to P,

P, decrypt C
if (f]-+ mean) modn > mean

output;= 0
send output; to P,
else
output;= 1
send output; to P,
end if

end for

P, if Eoutputj< k
j=1
lbound<—estimate
if ubound— lbound=1 then
return lbound
end if

elseif Eoutput,-> k
i=1
ubound «—estimate
if ubound— lbound=1 then
return ubound
end if

else Zoutputj: k
j=1
return estimate

end if
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Table 5. Changed parts of algorithm while
performing even times

for 5 = 1 tom
P, : compute Fla;) =A
send A to P,
P, : compute F(b;)E(a;) modn=B
send B to 2,

P, . compute
Eb(bj)Eb(aj)Ei(cj)E})(mean) modn=C
send C to A,

P, : decrypt C

if (fjJr mean) modn > meanmodn
return output;= 0
send output; to P,

else

return output;= 1

send output; to P,
end if

end for
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Table 6. Complexity analysis between existing

technigque and proposed technique(n : number
of data)
(5) Suggesting
Technique
m(n.umber of m=2 m=2
participants)
performance
frequency of O(log,n) O(log,n)
algorithm
complexity of 5 5
algorithm On’) Olm> )
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