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Reversible Data Hiding based on QR Code for Binary Image
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Abstract QR code (abbreviated from Quick Response Code) is code system that is strong in against to apply
image processing techniques (skew, warp, blur, and rotate) as QR codes can store several hundred times the
amount of information carried by ordinary bar codes. For this reason, QR code is used in various fields, e.g., air
ticket (boarding control system), food(vegetables, meat etc.) tracking system, contact lenses management, prescription
management, patient wrist band (patient management) etc. In this paper, we proposed reversible data hiding for
binary images. A reversible data hiding algorithm, which can recover the original image without any distortion
from the marked (stego) image after the hidden data have been extracted, because it is possible to use various
kinds of purposes. QR code can be used to generate by anyone so it can be easily used for crime. In order to
prevent crimes related QR code, reversible data hiding can confirm if QR code is counterfeit or not as including
authentication information. In this paper, we proved proposed method as experiments.
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CPT (Embedding Method) ¢85

Input: Block F of original image G, secret key K, secret
weight matrix W, number 7= | log2(mn+1) ] of bits to be
embedded in a block, secret r-bit stream b = bibo...br.
Output: Block F' of stego image G'.

Step 1. Compute T=F®K, where @& is the bit-wise
exclusive OR (XOR) operation.

Step 2. Compute SUM(T®W) mod 2, where ® is the
bit-wise multiplication operation.

Step 3. From the matrix 7, compute for each w=1.2"-1 the
following set:

Su={GR (W], = wA [T],0 = 0) v ([,
// every matrix index (j,k)
[F];

=2"—wA[T]
such that if we complement
ik increase the sum by w

Compute d = b,b,...b, — SUM(T®W) mod 2"
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if d=0, then F' is not modified;

else {
a) Randomly pick an he{0,1,...,2"—1} such
that ), = 0 and S_,_;); = 0.
b) Randomly pick a (j,k)E .S, and complement
the bit [£],;
¢) Randomly pick a (j,k) € S_(,_y) and

complement the bit [£];,;
}

oA 1 (dle]E] %H)‘ F, Ke} W7t 3x347]9] &%
oL byby (ST W E)E 11, olgtar 743t} o] oA
oA oG A 24 E b, 7k Foll &4 & deAE AH
ataat giok WA ohge] (" DR @Al FRY
B AL 25 %2 1otk SUM (F'@K)I&W) =
1+2+3+2+1+2=9 mod 22 = 1.

Foll 243 v E7} byb, et 7Hg5HE Fe o] = Al
S s bby 7t S9EA A Aart glch ALt
2 &3 2k d = (bby,- SUM (F'®K)®W) = 3-1
= 2. doll Fake= Aol £y, 0lBE gshs JAL 0ol
A 12 wAste s 27} Foﬂ Sy Hh vkl d=0 o],

olw] Fe] x7lo] WhEstn 2 Fe W7ol dQ gtk d=
0019 wel #h& dapAy = ALks BslA o] 21&
THEAIZ 4 9k

A 1o Foll 243k vloH
S Holaz gtk
1: vlolH g 243 uje} o] thEe 1hdgt 7
Aoz edy golHE gobd 4= 9lrh SUM ((FBK)
W) = 1+2+3+2+1+2 = 11 mod 22 = 3 &, &4 dlo]
E]& 30] ®rh 1% 2% CPT Wil ojsiA Ags 2
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Fig. 1. Procedure embedding data in Block F.
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a8l 2. (a) &2 Mickey, (b) CPT HE (339 HIO|E)
Fig. 2. (a) Original Mickey, (b) Apply for CPT (339 byte)
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Table 2. Performance of proposed scheme

Scheme Our proposed scheme

Images PSNR P
abraham-lincoln 52.4905 15
albert-einstein 52.4770 15
apj 52.4880 15
barack-obama 52.4831 15
bhe 524773 15
bill-gates 52.4826 15
monalisa 52.4709 15
photoartz 52.4346 15
At 52.4755 15

2|3 ojuA]e] ¥ HlolE|o] HIEE ZA3}Y]

3 G & bpp(hits per pixel) 7} AREFE T

(D billgates

.
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Fig. 7. Stego image after experiment (256 grayscale
image)
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