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A Big Data Application for Anomaly Detection in VANETS
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Abstract With rapid growth of the wireless mobile computing network technologies, various mobile ad hoc
network applications converged with other related technologies are rapidly disseminated nowadays. Vehicular Ad
Hoc Networks are self-organizing mobile ad hoc networks that typically have moving vehicle nodes with high
speeds and maintaining its topology very short with unstable communication links. Therefore, VANETs are very
vulnerable for the malicious noise of sensors and anomalies of the nodes in the network system. In this paper, we
propose an anomaly detection method by using big data techniques that efficiently identify malicious behaviors or
noises of sensors and anomalies of vehicle node activities in these VANETSs, and the performance of the proposed

scheme is evaluated by a simulation study in terms of anomaly detection rate and false alarm rate for the threshold €.
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public static void main(Stringll args) throws Exception {

Configuration conf = new Configuration();

Job job = new Job(conf, "TokenCount”); /&2 EZ FIRE
job.setJarByClass(TokenCount.class);
job.setMapperClass(MyMapper.class);
job.setCombinerClass(MyReducer.class);
job.setReducerClass(MyReducer.class);

/2tek mapper £2{0| ct=M, setMapOutputkeyClass & &

job.setOutputkeyClass(Text.class);

job.setOutputValueClass(LongWritable.class);
job.setinputFormatClass(KeyValueTextinputFormat.class);

- 32 -}
public class TokenCount { /EZ FI2E Zaia

public static class MyMapper extends Mapper<Text, Text, Text,

LongWritable> {
private final static LongWritable one = new LongWritable(1);
private Text word = new Text();
public void map (Text key, Text value, Context context) throws
|OException, InterruptedException {
String line = value.toString();
StringTokenizer tokenizer = new StringTokenizer(line, "\t\An\f;
while(tokenizer.hasMoreTokens()}{
word.set(tokenizer.nextToken().toLowerCase());
context.write(word, one); } } }
public static class MyReducer extends Reducer //MapReducer S A
<Text, LongWritable, Text, LongWritable> {

private LongWritable sumWritable = new LongWritable();

public void reduce(Text key, Iterable<LongWritable> Values, Context

context) throws IOException, InterruptedException {

long sum = 0; /EZ FIREQ| | g - ¢MdlT

for(LongWritable val : values) {

sum += val.get(); }

sumWritable.set(sum);

context.write(key, sumWritable);

context.getCounter("Words Stats”, "Unique Words").increment(1);
1}

a2 2, Yhole] 2MoilA HEdE Wbz £5 dnalE
Fig. 2. MapReduce Algorithm for Context in a
Big Data Analysis.
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Table 1. Parameters for Simulation

Parameters Value
GO AZE dolE BT 100

T AEH ol ARt 30 time unit
7% A A 3

WA ElolH T log—normal Dis.

A dlolH random
2H dlold gk random
Threshold € [0.1, 0.15, 0.2, 0.25, 0.3]
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Fig. 3. Results of the Simulation Study
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