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. Inadequate policies,

—

procedures, and culture
governing control system security

2. Inadequately designed networks with insufficient
defense in depth

. Remote access without appropriate access control

. Separate auditable administration mechanisms

. Inadequately secured wireless communication

AN L B~ W

. Use of a non-dedicated communications channel
for command and control
7. Lack of easy tools to detect/report anomalous
activity
8. Installation of inappropriate applications on critical
host computers
9. Inadequately scrutinized control system software

10. Unauthenticated command and control data
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* Corruption

* Unintended Repetition

* Incorrect Sequence

* Loss

* Unacceptable Delay

* Insertion

* Masquerade

* Addressing

* Broadcast Storm (Denial of
Service)

* Babbling Idiot
(Commission Fault)

* Inconsistency (Byzantine
Generals’Problem)

* Excessive Jitter

* Collision
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(£ 3] Cybersecurity AVD Model
Attack Damage
Vulnerability
. . Perf .
Origin Action Target Weakness State Effect eronmance Severity
Effect
Probe
Scan
Flood
Authenticate
Bypass Network . None None None
Spoof Process Configuration I L
Local . . Auvailability Timeliness Low
Eavesdrop System Specification . .. .
Remote . . Integrity Precision Medium
Misdirect Data Implementation Confidentialit Aceurac Hich
Read/Copy User Y Y &
Terminate
Execute
Modify
Delete
NIST(National  Institute of Standards and (Z 4) 7|1& Alo|t{EQF 2HA Xtz
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1. Authentication

2. Redundancy and diversity

3. Design and Analysis Principles

4. Specification and design of continuously available
secondary systems

5. Distributed, federated systems that do not depend
on a central system as used in the Purdue Model

6. System recovery of critical functions for fail-safe
or “safe mode” end state

7. Robust networked control systems

8. Defense in depth where de-perimeterized protection

is distributed throughout the control system
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DHS Catalog

Catalog of Control Systems
Security: Recommendations
for Standards Developers

DHS CS2SAT

Control ~ System  Cyber
Security  Self-Assessment
Tool (CS2SAT)

NIST SP 800-82

DRAFT Guide to Industrial
Control ~ Systems  (ICS)
Security

NIST SP 800-30

Risk Management Guide
for Information Technology
Systems

NIST SP 800-53 Rev. 3

Recommended Security
Controls for Federal
Information Systems and
Organizations

NIST SP 800-94

Guide to Intrusion
Detection and Prevention

Systems (IDPS)

AMI SEC SSR AMI  System  Security
Requirements

ISA99 Industrial Automatlon' and
Control System Security

ISA100 Wireless standard for

industrial automation
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