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(Z 1) MolAl2g YEZ Hex| 7|2 28
Related work Pub. year Domain-specific IDS Analysis Information source Extended from
[6] 2006 SCADA Hybrid N/A
[7] 2009 SCADA Anomaly-based Network-based
[8] 2010 SCADA State-based Network-based
[9] 2010 SCADA Anomaly-based Network-based
[10] 2010 SCADA Anomaly-based Network-based
[11] 2010 SCADA State-based Network-based [8]
[12] 2010 IEC61850 Rule-based Network-based
[13] 2010 SCADA State-based N/A [11]
[14] 2011 Power plant N/A N/A [11]
[15] 2011 Power-grid Anomaly-based Host-based
[16] 2012 Smart-grid Anomaly-based Network-based
[17] 2012 Power-grid Anomaly-based Host-based [15]
[18] 2013 SCADA N/A N/A
[19] 2013 SCADA Anomaly-based Network-based
[20] 2013 SCADA Anomaly-based N/A
[21] 2013 SCADA Hybrid Host-based
[22] 2014 SCADA Hybrid N/A [6]
[23] 2014 Smart-grid Hybrid N/A
[24] 2014 SCADA Anomaly-based N/A
[25] 2014 Power plant Anomaly-based N/A
SCADA (Supervisory Control And Data Acquisition) 3.2. HOjA|lAH HE/T EM
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Dat ded fi
[7] ([ J oata recordec from an Packet Neural Network
lexisting critical infrastructure|
Industrial Critical Stat
[8] (] (] Testbed of gas power plant| Traffic flow nN}lOS drellaingcrll_;jlagu:gz ¢
[10] (] (] [ ) Water tank control system Packet Neural Network
[12] o Real IEC61850 network Traffic flow Blacklist rule
Knowledge base and
[13] (] (] Power company, Packet System state
[14] ° ENEL SPA-, European Traffic flow Critical State Ar?al-}fsis
Commission. and State Proximity
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[16] ( J Supplies in ALS BTS Beam Packet oom- e.r gram, an
. Physical state
Line
. DFA(Deterministic Finite
[18] (] Campus power grid Traffic flow Automaton)
DNP3 network traffic in a Burst-based whitelist
1 Packet
(19] o real-world SCADA system acke Model
Internet Traffic and Content
[21] ([ J Analysis (ITACA) tool. Packet Rule-based DPI
Real grid-connected o
. Whitelist and
[23] [ ) [ ) photovoltaic(PV)SCADA Packet Behavior-based rules
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Analysis for temporal
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(£ 3) MoA2" HEXHZ AR 7| 34Y 45 H|u
R;?;Ed Attack-specific FPR(%) TPR(%) Accuracy(%)
[7] Various Intrusion 0~0.378 66.063~100 N/A
MITM-based Response Injection 0~6.2 N/A 84.9~100
[10] DoS-based Response Injection 0~8.2 N/A 90.9~100
Replay-based Response Injection 45.1 N/A 12.1
[13] Complex N/A 65.89~100 N/A
[14] Random malicious State 0.094~0.352 N/A 99
[16] MITM(Man in the Middle) 0 N/A N/A
DoS(Denial of Service) N/A N/A 5~65
[20] R2L(Remote to Local) N/A N/A 25~100
U2R(User to Root) N/A N/A 27~80
[21] Malicious Packet Injection 0 100 N/A
[23] MITM(Man in the Middle) N/A N/A 100
[24] Injection 1.3 (Max. N/A) 89.9 (Min. N/A) N/A
[25] False Data Injection 0.0125 95.83 N/A
4.1. MoOAlAE HES3 LS I 2F 7ML [& 2)¢ Ak ¥ A752 = Modbus
over TCP9} DNP3E 0.2 g §7] 7]&S Ak 3}
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