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Abstract

In this paper, we propose a differential fault analysis on symmetry structured SPN block cipher proposed
in 2008. The target algorithm has the SPN structure and a symmetric structure in encryption and decryption
process. To recover the 128-bit secret key of the target algorithm, this attack requires only one random byte

fault and an exhaustive search of 2°. This is the first known cryptanalytic result on the target algorithm.
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