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ABSTRACT

In the wireless Internet, it is so restrictive fo use the IPSec. The MIPv4 IPSec’s path cannot include wireless links. That is, the IPSec
of the wireless Internet cannot protect an entire path of Host-to-Host connection. Also wireless circumstance keeps a path static during
the shorter time, nevertheless, the IKE for IPSec SA agreement requires relatively long delay. The certificate management of IPSec PKI
security needs too much burden. This means that IPSec of the wireless Internet is so disadvantageous. Our paper is to construct the
Mobile IPSec proper to the wireless Interet which provides the host-to-host fransport mode service to protect even wireless links as
applying excellent WP-IBE scheme. For this, Mobile IPSec requires a dynamic roufing over a path with wireless links. FA Forwarding is
a routing method for FA to extend the path to a newly formed wireless link. The FA IPSec SA for FA Forwarding is updated to comply
the dynamically extended path using Source Routing based Bind Update. To improve the performance of IPSec, we apply efficient
and strong future Identity based Weil Pairing Bilinear Eliiptic Curve Cryptography called as WP-IBE scheme. Our paper proposes the
modiified protocols to apply 6 security-related algorithms of WP-IBE into the Mobile IPSec. Particularly we focus on the protocols to be
applied to construct ESP Datagram.

= keyword : Mobile IPSec, Mobile IPv4, Elliptic Curve Cryptography, Identity Based Encryption
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B2 74 AdQedle FAYIE A At =4, Ul
Boololt & AMEE QR &S A e B %%94
T2 B27FHA AT A FA A AEL A
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SR EE X
WA S A7) Td LA AHEEA Ol oY
A EHHOE st BhE ARFEe] /| EHoE
wgs ol [12].

Zol U@ 712H Bore 7
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O FA Aol RIS AALA HHAL
AZs AN FAYTY = EE AZFHE 93
Arso1=o] Ho gl [13],

® 71£A B Host-to-Host AA A 24 100% SHA
o dostet T4 1S5S 7L B ok §
[11.

® ¢%7] B 43 FE Y i AT A7)
DA (forward secrecy) B0 B Lg [3).

1.1 917 welo =5

A oEYloA] o]d HOM] HAL [PSecd ESP

(Encapsulation Security Protocol)® E. % ¥ Host-to-Host
Transport Mode Q2= 7Hgsittal AdEth [5][6][18].
12} IPSec H o] el A Fo] v7] w]&of|, IPSec

HOMIES AN AEs I L840 B

&A| IPSec IPv49] 3787
AR w2l T4 3742 %Y (oaming) TAEZ
o FAAZE Byl S7EHE A AEYME AE
& 28 wete] Fasith [9,14]. ThA] Bl MIPV4 7|
Jt [PSec> &%) Host-to-Host Transport Mode <128 AHE-
g & Qo ovleltt dAlE Y SAE EE FHA
o] E9]o] Ate] Tunnel Mode 1 ATHS 36313 SITh [14].
TESE PSec?] RSA 714 F707) W2 A Aol A
Aol 23, H5 3ot AFoA B ALt F8 =2 3
= A5 EAZE Atk [3]. ©19 [PSec F37He we
S A A E o otstEth wEki MIPv4 IPSec
o]]}v] _‘g_ ;Ho] Z—]b’]—a‘]— O}iylﬁl‘_ uH_?. TJ—‘-B‘} j_Eﬂ/K]-fSOP
ozt & 4 9l
o]& 98 E-&7 Bilinear Map Y2 E0] EAsE=
WP (Weil Pairing) ECC (Elliptic Curve Cryptography - EF
=4 G271 2313 371 ASA Y A FEe] ¢

oX

O\UNM rk

\ cN P MN HoA PayLaad

Home Network 915 Network

(a2 1) Triangle Routing Problem
(Figure 1) Triangle Routing Problem

+ IBE (Identity based Encryption) W3] dEsle] A%
° & WP-IBE 4ol =3t [24].
WP-IBEx= 3 7l17] 719k ®H2]o] B2 [PSecé] 71& 370

2]
7] W3 AFse A & EAE fdk [12]013]
WP-IBE Q15 d Al 71& A5 3e gE2A T 23]H
Argo] 43 AFo] A EE AT Lo AP

z[: Y= z};ﬂo] 011;1_ [23]. o]g] = WP-IBE Hc]—/ylo]]_“:_
IKE (Internet Key Exchange)’} B4 Q32L& 7] e o
%]_ ;qﬁo] N, E%ZJ O]_L l—Eﬂtf]— ECC (F/]- /\-] o}i
71R) WA o R Bedwol ¢ FRlol Tk [10][12].

B =2 542 74 dElelA IPSecol AR
ZB98gE & 4 e Mobile IPSecs Ao ZH
Transport Mode $12& A& 4 AUA 2L, WP-IBE %
21§ Mobile IPSec ESP X 50 AlE-sle] 34d Aes

R G EY TREFS P53 Aotk

z4 9 Ei‘ioﬂf\‘] =2 3 XAER Q3 Exjjgi 29
TAE AZAE SG5-8 7N MIPv4ol| A & Azt E]r—r 3
(Triangle Routing) 7I'Ho.2 A3t glth [9]. (ZLH 1)

(29 DO A7 S-8e B9, v4Y Datagramel] Ew}
d == MN) F42E 54 YAIFA CoA (Care-of
Address) S AHE-31H, MN9| 2% (Roaming) ™, 1 YAIF
27 MAEE 52 FA47F 9914 ‘Host Unreachable’ (BY
g B o F AA AFEE SUtst wig A

= Axlch

w}h2}A] MIPv4+ Source/Destination Addressell MN2] $]
A FAETE= 54 HoA (Home Address)S A3t
@ MNY] $IAFAE A FolBR F455 BU
(Bind Update) ZHg 4] MN #2 A} HA (Home Agent)®l
I Y9XF4 CoAE S5
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Home Network "ol Network

(38 2) Ingress Filtering Problem
(Figure 2) Ingress Filtering Problem

(I8 D= 29, MN-3F EHYS MNO If5F4
HoAZ 4% 22 Home Network Gateway HAS WA &=
zhste), vhd &g MN©] Home Networkel $1S.™ HA=
g EYS MNoA wigshd Foh v Foreign (9
) Networkell 10 H 2| A HAE MN9| $A]52: CoA
2 1 EPFL Aok 3172, FA (Foreign Agent)ol Hl
oA ®ok [14]. (L8 DA HAe] FEF AEZE HA
£ FHske A S SRR A7 ehe-"olet BB
o 9,27

(1% 22 B8, MIPv4oI A MN 7552 HoA AHE-
o] I th2 A E ottt o= Al #--El ) Ingress
Filtering 715 ®<-°]th. MIPv4°l| 4] Foreign Network®] 73
A 2-$-El+= Source Address”} MN2] HoA<$! Datagram=,
R UESLA F4E 7Hthke olftE, Spoofing
Datagram© 2 A&at3 A Ak Aol T [27].

@Al Filtering A9 YA1H AP E MIPvaol A&
Home Address Optione ©] Source Address”} HoASl
Datagram-> FilteringS A3 92t 83t [9,27]. =
At MIPv6°l A1 Auto Configuration =43 7| o2
CoAS} HoAd] WIEYZ F4 FES YlEE HFitering
A E AT [9.27).

1.3 =& 1A

ol EAE MIPv4 IPSecolr] o] ZAE 7F
Host-to-Host Transport Mode $12S AFHE-E 4= §le Aol
FE8E [14]. ©]E % 29 A AL T4 QIH
oA o]%F E2~E 7} Host-to-Host Transport Mode 172
S A S JE = Datagram®] Address ZEE 913

T4 CoAE AHEEHAl 3k wetolth
A 54 CoAZR 3 FAH= THAZ U
Datagram -8 ¢] 7Hgslokdttt o] & $l8) $-2l=

R

Forwarding *§2]°]2}= IPSec &4 #9-8 71"H& A3
3 9leh o] Wk Old FA (ie. oFA)°ll Ml ¥

= New FA (ie. nFA)E Forwarding 37 ah= #et
IPSec SAE ©|-8-3t¢] IPSeco] A4 54 ZF4-8< T3}
+ Mobile IPSec HFeto]t},

FA ForwardingS <13l oFA(Old FA) IPSec SA<
Source/Destination Interface AddressE 7JA1E = ==
SA7REY WA JRE AFeforth B = 2L
FA45= w29l Source Routing Bind Update (SRBU)S A}
§3te] #HE FAY THEES WA JRE AFsch

SRBUS} 1% 3h= FA Forwarding Y}t Mobile IPSec
oA WA E AR e T4 FES 7HesH
goh (29 3). 5¥3] SRBUY] AH WAANA 18T B
oFA}gHS nFA(New FA)9} oFA(Old FA)S] A3 01%S &
o g A2 A EAgelth

279 S5 A4S WP-IBE W] 9] A28 zieju]E
A2d= i, 7] A3 T, |AA] gESst 9 H AR
JEE A= duEEs O Z2EZES $-8] Mobile
IPSecell A 3tsHAl A3t Altste Zolth o] ¢ale
%< %-&3¢ Mobile IPSec ESP (Encapsulation Security
Protocol) Datagram®] /<9t Atsty, T4 246
of BHH o8 279 IPSec SA TAS ASHsl, 7 SA
itk Qg RS 9 RIS YuYE, 45T ¢
OJAIZE A Y ES Attt

B =79 74 274 A MIPv4} IPSec®] 54
3 F2k2], 1127 IBE (Identity Based Encryption)<}
ECC (BH13A 45719 e] 314 o]&3 g5 2 <
AS GAHFS =8tk 33 A= MIPv4®] SHAE =
5.8+ FA Forwarding %93} Source Route Bind Update "
ote] Z2EZS Adth 4%oME= $2l2] Mobile
IPSecell WP-IBE "4l& 4§53l ZREZS ARSI,
57l 4= Mobile IPSec ESP Transport Modedll WP-IBE
A4 S Aeksit) 6ol $-2)71 A Ske Mobile
IPSec®] Fe 453 eHAA HILTA S ghrt wA o 2
F A7l g =3tk

2. 3" A7

2.1 MIPv42t IPSec

ZZ WLAN (Wireless LAN) &40 2 MIPv4 (Mobile
IPvd) 7149k 54 eIl ARRo] A F7h8lsth 538
T AEule FHAY A= 2FF(spoofing) 2A ol vl

el

b= QIE{Hl HE S| (14253)
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Foksith Eutd S Eutd == (MN)7F FA
AP(Access Point)2] FAZ 2 (roaming)E ], AP2] FAS}
MN 7F FARARE ARFE 930l A [15].

WLANES 74835 B35 98 v A5 oA
7] FEHAE T2 AR 22 AP MN 7F F-A41E
9] 2R E $]3F Open-System U5 AMd H3$ 7]
5°] §la, Fr71(Shared-Key) 5421 Security Level
o] B, F/7] whe] Blsf ko] "ol &= A7)
WA o R s bdetA] gtk & FAMYA
u-2) ¢l WEP, TKIP, WPA E.5 2~E¥ ¢35 )4 7]
o7 oxs] F kst [6,13].

wEhA] HQto] FH okl IPv4 71HF Aol e B
& AlF3he Aol IPSeco]th IPSec®] BT HH22, A
AHP (Authentication Header Protocol) 4] 2.2 Datagram
Payload®= 9538} 314 %27, AFAHET T2
HeaderZ ™AIA FA4E B3l WAolth EAE
ESP (Encapsulation Security Protocol) ¥4 &2 W A]2] &£
ZAX 9ZAH= ESP Authentication Trailerd]l ©,
Datagram Payloadv= %33}2 H$ 3= W2t} [11].

IPSec A9 AjFH BHANA BH IPSec G2 &
W eToA A5kt Q1S AHEE Fdste FTH k&
M2 HAIAE BEE AEHE ASsta 8 Tk
B335t WAAE HFeeh o] PSec A
He Aro} el webA Tunnel Mode®t Transport
ModeZ -t [8].

Tunnel Mode= T2 Y245 X (Gateway ZH5-Fl
) Alelol HTHE Tumnels FAste 4ol
Tunnel Yol 4] IP Datagram ZA & WA x| ¢35 8t} <l
o2 A &S 9F 71 W2lelth. o] Tunnel
Mode= & ©% S 2E Ate] AAIE He sk o=
AHEEA] ek=T) [11]. ol H]3 Transport Mode= ™| A]
g F &% TXE Abo]o| Host-to-Host [PSec A4S A
g 4 9ot Datagram®] ¥ IP Header= 1UE F1,
PSec 9172 5= IPSec Headeroll BT 53] ¢a3te
Datagram Payload?t 1. 58}, Payloadt 7FA] 2L Tho] Al 2~
EE AN QISAHEE AAsA ©ol& AHP
Authentication Header %== ESP Authentication Trailer®] &
+ 2ol [11].

IPSec 718t VPNoA] XA 914 B3 E EAsts W
< ESP Transport Mode $172%2]o|t} [6]. IPSec Transport
Mode 9149 & @ S2EE= 59 43793 Y 7)
(key) & HHE 7hxof gtk o] S AR} 7
#9 AEE "X JdE Aol IPSec SA  (Security

o @

o

o

Association) ©] T}. IPSec SAT IPSec Datagram 1 9ol A}-&-
F 3 IPSec FH-HAAE AHS-HTE IPSec SAS] Fel&
7] W% Z2EFo| IKE (Intemet Key Exchange)oll A ©]
Fo]Zt} IKEC| Phase-29) IPSec SA gl 7oA 7] A
B 228 W3] 98] IPSec SAY] 7] ARE 453
AL o AHET YS5AHRE IKEQ Phase-12] Diffie
Hellman Shared Key 39]Z ¥ ISAKMP SA°|t} [10,11].

IKES] 3558 BH, [PSec SA To)7HA] WAIA] i
gho] 347 B 2 A2 IKE Phase-1914] Main Mode:= 6
3]o] 3L Aggressive Mode= 33| ©|th. IKE Phase-2-> Quick
Mode?| 4] 33] 2 IPSec SA7}F §elel| o] Et}. wabA] IKES
AR A2 6~93] wAIA] W] x|de] EhiE) [12].

IPSec SA®] HPH = 5SS 4VE 4 WES
71, QUAS drEF 2 YAFY, WAA HelAAE
A el grEEe] dErE HE Y Eoth [PSec B
Ok AE 9lm|sl= IPSec SAE SPI (Security Parameter
Index)2 AHE 7 94 AR ANFAFL 2HFLE
7HA T} [12]. ¥ =5-2] Mobile IPSec 4] 282 o] A
HE #Fslo] AMESITE o] Mobile IPSec FA
Forwarding ©| T}

MIPv4 IPSec &% 2H-&2 4
A&k HAS SAE B3llA 54
IPSec Datagrame wl€3ls 54 2k
] o]5A(mobility)ol kA ekrk olgt
IPSec®] 47} 28wzl IPSeco] Al
REgl B S AE A8 £ flth
74 QUEIYlS] A MIPv4 IPSec> t) 54 O
=0 [15].
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2.2 Weil Pairing EC Cryptography

£ =9 Mobile IPSecol A A8 945 71% WP-IBE
dZsh B RlE $uEF FEF AT B B
218 WP (Weil paring) Elliptic Curve (EC - EF) 3
Cryptography £} IBE (Identity based Encryption) 4] <]
ol & 231t [19]. WA WP EC (EF341)
ol A Uehde 2 5983 1718 ot
F& Modulo® 2A3Hs H& FdslioF gt [21].
Pairing Based Cryptography©ll 4 Bilinear Map< 2.3}
A gk o] 24 0 27t =95 ]t). Bilinearity £4S TH53)
£ 1% (Group) A4+ 2 Weil Pairing™} Tate Pairing
Elliptic Curveoll A L& Projective Group 142 7153
A =93, &9 Pairing Based Bilinear Map< 133}
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Fh ©1¥ 5494 Bilinear Map 21 HES 717 A3
oF% 71" o] Weil Pairing EC Cryptography©|th [19,21].
Miller [24]% Weil Pairing EC CryptographyS 3 +
dge aoMEEth A 1§ G Weil ERESA
E: i (modq) = 2* +1 (mod ¢) &] 5 JEA (x,y) EE(F,,),
p=12¢—1% 922 FAHL, G = Feld F.oA 7
¥ Subgroupelth. 1 59 545 8okt thyat 2tk

O 1F G': Oder’t ¢=|G|°) 3L Z1F Generators P
A G =P={aP)}, ac 7, p=12—1°]t}

® 1§ G,: Order’lb ¢°1%, IF Generatorts
e(PP)=g°13 G, = {g>={bg}, bEZ Itk

Millere v 4748 9H=3l+= Polynomial Time bound
Weil Pairing Bilinear Map ¢:G, X G,—G, < Aottt
[241.

@ Bilinearity: e(aP.bP) = e(P,P)™

@ Non-degeneracy: e(P,P) =1, e(PP)=g2 G,
generator 7} F T},

@ &&4 polynomial time bound ¥ FFo] EAl

fp(Ay)

e O} 7al= o =
Boneh’s &28F e(P.Q) To(Ap)

(23]

o] Bilinear Map< Additive Cyclic 1% G'<&
Multiplicative Cyclic 1§ @, &2 Agsts 98§ 3k
A7 A,=(P)=(0), fp ((fp)=ndpel 1
Complexity= O(log p) It} T2 Group A2+ Akt
ok AAE A 2318 Fxsek

o] 45 7IM9] FHE AwEH, Diffie Hellman (DH)
ZE2EZA Alice$} Bob2 99| A5 a.beZ A7t
IF G oA 42t A=aP, B=bPZ A T, A
A AR 47 4t BE AFdh G4 Generator7t
g(=e(p,P)2t 3B, Alicest Bobe  e(aPbP)=
e(P.P)™ = g AAr5to] Shared Secret Key ¢"S 27 ¥
o} [22].

J8yU =34 Eves 4, B EFE AR P 5 Al
AFethE A ofel - EAlell &3t o] #AE Discrete

Logarithm Problem (DLP) a= Log,4, b= Log,B & ¥+

T
TAO|AL FEHOZ o]E] Hhard) TAIO &gl THA|
@5} Eve’} Shared Secret KeyS ¢S 4 J& 887

YvEES EAA gethe ovlolth o|d Bilinear
Pairing-Based Cryptography©l 4] Diffie Hellman Z2EZ
NA 7] oAHE Al Eeth o] oHE At
7}23<- Bilinear DH (BDH) assumption®| 2} H2t}. $]
%7190l M BEve7l a3 Shared KeyS 317 at7] S8l
T=+= A4t £41E Computational BDHP (CBDHP) =}
-2t} o] CBDHP DLP9} 5 gt o2& (hard)oll 4
AR EFET [22].

WP ECC9] Securitys= W2 BDH assumption®ll <7 &
th ooF FAE B i dIAHREE JE
offl= Zlo] Brbssltte 9u|E /Hth 4,
C=abP, D=cP, P’} 5014 J& W c=D 9%E
o= EAE q, b, ¢ B EFE Axlsior & = 9
CBDHP #A°]t). ¥Fd WP ECC W]l e e(P0)
e(PD) A Z & Qe 42 Aol £3it) o
AS CBDHPS T-#3ke] Decisional BDHP (DBDHP

A2} F-Et}. o]+ Pairing-based CryptographyolA] ¢l
I Al AMEshe WA oZ F Aot [21,22].

& R fo 12 rlr rlo

o

fr e & one

]

ol M M

W 7 guEEsS Bedth
= [e]
[¢]

Foel s ool 4
I

WP ECCel| A Q1% A1 ¥} 7% Bilinearity 5422
BE) o] ¢ CBDHP7} 41 DBDHPZ ¥ 3ts|= A4 o)
3 A Section®l| A o]1] 15T Menezes [21]

= Ao
M =
At AF dxHES v 2ol AL

A} 9 (signature)

Aol B asz 5 HIYIIE A, FHT) A=aP
(mod )2 AAITL HAIA] m Q] TRIAZE M= Hash(m)
S AL, S=alM (mod )0 F M-S AT e
2 AZ Tuple (PA,SMS AE3h o] A Tuple©]
AL DLPEA o=z & dold &+ glth 94714 P
A zE melulE e dRo|lnz Akl Hok [17,21].

71 (verification)

215 Tuple (P,.A, 8,0 91A e(P,S)=e(P,aM)=e(aP, )

(A, M) EE ¢(P.S) =e(4,M) AAZ WIAA FA4
A5 A5 Fk A7 sl A Tupled] 22

S

el

1= olEfyl A5t (14253)
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3l o3 A5 ez E Allsle A2 ol#& DLP
(Discrete Logarithm Problem)©]th [17,21].

Boneh# Frankliv [23] WP-IBES A Public Identity
(D& AHES ES SVBES vt 2] AW

Al2" e A3

PKG (Private Key Generator) A= 7] Al Y (setup)
SANA F Hash &5 #,:{0,1}'~G,, H:G—{0,1}'<
Aelsta Az Yy rez AR, FAI) T=tP
(mod ) AAst, Al2® BWE (G,G,e,P, T,
H,H)E 343 23]

LT (key) B4

PKGE S2E 9] Identity?! /D, 2H-H Identity =%
A ke IM7) @ = H, (ID,h*)E B3k, AT
d, =tQ (mod @Z AL 7917) 4 & HANEE &
3 S2E oA BUR 7|4 h* s TAE 9
AGAGRZA Aol Age] gla v F8x rhesitt
[23].

8
e

¢+ % 3}H(Encryption)

A HLI) rEZ 5 A F R=rP (mod ¢) ALTE
o ABEE c=mDH(e(Q, 7)) WALE A5
AT HAAE (R, o°lH [23,24].

&3 3l(Decryption)

e(Q. T =e(Q tP) =c(tQ.rP)=c(d;, R) e
0(e(Q, D@, (c(d, A)=1°  AHFER A3
c®H, (e(d, R) =m WA OZ WIAA 7L HAATH [2324]

oJukA © 2 WP-IBEZ} 3l ate 67) 93 e E&9
A mE e SHHRE Qoksd Thes) 2T} 23],

@ Setup(k)=(G,,G,,e,P, T=1tP,q,H,, H,)
® Key_Extract(ID,)=<@,,d;>

@ Encrypt(m, ID,)=c

@ Decrypt(c, ID;)=m

® Sign(m)=(P,A,8,M)

© Verify(P, A, S, M) =true | false

ID,= ¥N Identity, QT 37071, 4= 7AA7), me
= ¢S, tv AlZE vgso|ch

ol 6/ L1EES Mobile IPSec? %571
WP-IBES] &7 E0 2 AFal7] 98] ¥ =FolA ¥
e Aol [24].

2.4 IBE Random Oracle Model E2otM

UukA 0 2 [BE (Identity Based Encryption) ®2]oj 4]
AT k=7 3 A2 SEEE 7 A 3R
7] AE Fe T 4 v sk, 7] BN =E 9

=
Fol Fong 7t kvt BE 98 4vEES AF &
o & 9]

3

Oracle Model (ROM)E -&-3H= "] o220 2 =9
3L At} [25].

ROM HI9F2 4 E]5e] AFAN &8s &Y
AUATE ote]q S A He7kA] SHsoF st BA
L GAEE Y ool 3 JEUNCEE S E
Z83 o FHsE AF g5 4 glojok 3t
Semantical ~ Security(SS) F71°] wHEEFojol  dlu
Semantical Security=Indistinguishability (IND) Z=713}

Non-Malleability (NM) ZA 22 THA] Uipo] B 4= it
o] ZAE 44 oul= b 2t [26].

2 30 4

O IND 27: I HE 29 T dST y
Aol thafjA oj® ARE AL 5= Qlojof st

,

H xT =2
= WYE AR (@, )T BT FE Hrke
27013, B94 zae] Brhsaths RAdS
oJn) st [26)

Bellare®} Rogaway [26]% Th& 54 Trapdoor
Permutation® Random Hash®] 2oz do & Al
Z&5H, INDZ NM 225 7 3
Ak

AN F
>
1
B
30
T
=
2
0,
Q‘L

@ Trapdoor Permutation: f(z) =yl
o HELR dopd ¢ QIEE
Trapdoor Permutation®] 2} 3t37, 43tF ' ()7 &
A gt [24].

@ Random Hash: Hash®] 54O % Hash®| ¥

R
<

rEl
|o
fru
Lo




WP-IBE =& Mobile IPSec AT

Random 3l °F 3}, 5 &l thal A= Hash %t
< FYslof st} [24].

g5z}t WAl BN m)=f(r) | Glr)dm | Him) L ¢&
F =E%(m)& A3 o] W42 IND-security 9}
NM-security & 7H&gtt} [26].

714 g {01y —{0.1 ek G {01y —{0,1}" &
Random Hash©] T, m< WAA), = 5 Eolt}h $]9)
WP-IBE &3} Hh2l9] Hokd FA o)A AME-& Aolth

3. SRBU#% FA Forwarding <}

o)

AF7A AFE Psecl | EAAR B9 BT
242 ook BE ge3t o,

(1) IPF249} 2+%-8 : IPv4 Datagram®] Address 2E+=
IR PFAOIER TPv4 - 1 AR o
& Aojth.

@) MNell #& 57 7e] P4 - Bukdd Sl MN
L IHFFAE 559 IPF4 HoA (Home Address)
9} FA (Foreign Agent)2FE &FE JA| IPF4
CoA (Care-of Address)”} &=} [14].

(3) PSec 47+ 2199 : MIPv4 54 2H9EE& 14
A2 7 A7t Bhedo R sjAsth MN-BE
Datagram®] MN #2]2} HA (Home Agent)2] 7
2 ujgsts ol [14].

(4) TPSec Datagram Filtering : 7374 2-+-E9] Ingress
Filtering 4] & A IPSec Datagram®| Address ¥
To} =g,

1

8] =79 L o] A Eo] Mobile IPSec?] &
Host-to-Host Transport Mode A4S AFEE 4= §lA 3
= Aol (19 3, 4).
<29 A 7§49+ Datagram®] Source$} Destination
Address©ll Foreign Agent (FA) @3 JAIF4 CoAS AHE:
st Herol itk o] Wk Ingtess Filtering ¥4 &
28] s ATt MN9 o522 oft]e] A )
F U E TN FHF F249 CoAE Datagram®] T4
g ARG 7] wZolt
(2% 3)°14 Host-to-Host A2 MN2| 29O =
FAZ} W79 ), MN-oFA %412 57} MN-nFA 433
Z AR (28 3)s F o FAHCE HU MNY| 2

R

(a8l 3) IPSec Host-to-Host ¢1Z
(Figure 3) IPSec Host-to-Host Connection

Jur] SsajalIm MaN

. 4
, Pathof s~ ¢ New Path
¢ = —

old —z—2_, | new
FA FA
(SPI, oFA-IP, nFA-IP, Auth-Parm) (SPI, nFA-IP, MN-CoA, Auth-Parm.)

(32! 4) FA Forwarding
(Figure 4) FA Forwarding

7 (Roaming) © & AP(Access Point) FA7} oFA%| Al nFAE
WAEE A%, 7|E MIPv4 IPSecd] #H4EeS A=
‘Path-1” (CN, IN, oFA, MN)°llA| A& ‘Path-3’ (CN, IN,
nFA, MN)E 78tk 124 o]F CN-to-MN F 29 ¥
Aol HL3= =7 21980l glo]Al  Mobile IPSec
Transport Mode7} A2 22 AT A &3k Aeolth
olE 9Igt ST F WA 7|AEE o]n] ¥ JH IPSec
72 ‘Path-1"S ItHE 3, Old FA (ie. oFA)?1A4 New
FA (ie. nFA)Z DatagramS Forwarding 3= WO 2 7

2 ‘Path-1'S 43t AE AE Path2’E FJ35HA
&= Wetolth o] MN-"8F Datagram? oFA7} nFAE
Forwarding 3122 FA Forwarding %etelel 224 (2
g 4.

$-2]9] FA Forwarding ¢+ MN9| o5& ujg} 712
AZE AR WO g 3 g98S 3= Aotk
712 TPSec Alo|ES| o] 7} IPSec SAE Wt HZE 29X
(switch) 3= 23 FUsith wWakA o) Fdse A
o 7]& HL/\I o] §l—;<}o]1:].

IPSec Transpon Mode®] H2& ZEA 9 3R] Aol
o WA AAHY I ARG S9EHY S S AEE
Y HebA g 5 4E7)WHE IKE DA Eolst
o] TPSec SAE A3t} o)A IPSec compliant = =5
IPSec SA__ ?‘]ﬂo}l o]— 01-1 5_0_ /'\ag 3F .‘:a o] (<3}
oy 7143tk $-2]¢) FA Forwarding2 35 FARE IPSec

ro
Hl
re
Ll
o
0x
HT
it

3| (14353)
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BU (WFA-IP,0FA-IP)
ur] ssajalp MaN

HA ," Path of BU msg

old new
e ™

(SPL, oFA-IP. nFA-IP, Auth-Parm.) (SPI, nFA-IP, MN-CoA, Auth-Parm.)

(a2l 5) Source Route Bind Update
(Figure 5) Source Route Bind Update

Host Mobile IPSec SA for MN-bound Traffic

Destination
MN CoA

Route FA list
(CN,0FA,nFA,MN)

Source

| SPI N

Crypto-Parm. |

FA IPSec SA in old FA

Destination
nFA

Source

| SPI oFA

Auth-Parm. |

none

FA IPSec SA in current FA

Destination
MN CoA

none

Auth-Parm. |

Source
SPI
| | ofA

(38! 6) IPSec SA &7
(Figure 6) IPSec SA Sorts

compliant 3}TFaL 7Hg gt

et $-2]¢) IPSec compliant FASI A 23 ¢+5 )
g HE HAIR ¢ =& QYT ARSE U BiejrE
o g ZH3IT) o]& IPSec AR UE T1E T
Z--E ol Sl IPSec SA9 ThET) $-2]< ©]E FA IPSec
SAZ} F-2t}. $-2] FA IPSec SA 74 ot ¢} 2t} (*
¥ =%29] FA Forwarding?HS $13F 53k A1) (19 6

D)

@ SA Identifier/SN : IPSec QA& 4E3l= SPI
(Security Parameter Index)$} IPSec Datagram®] SN
(Sequence Number)E 7H7It}.

@ SA Source(AF) Interface (I/F) Address : FAOIA]
IPSec Datagram®] 3 FAZ Eo] L& IF F49]
t}. New FA°l = Old FA®] IPF4:0] 2 Old FAYl &=
W37} gl

@ SA Destination(37) I/F Address : FAlA IPSec
Datagram©] Y7}+= IfF F4:0]t}. Old FA%l= New
FAQ] IPF4E, New FASl= MN2] CoA F4E 7}
Zch,

@ SA Valid-timer*: 3] FA7} ForwardingS ~3) & &

& 7]7+¢] ElolH o]tk FA IPSec SAE % IPSec
AR} fa717t 2T New CoAd F45E
o] HAS CN7HA] = 5H, CN MN-13F Egjl Y
o New CoAS A}4-3tE 2 Old FA2] Forwarding<
g o) o]FojxA] gr=th wetA FA IPSec SA
fr&717v0] IPSec AZAKT} )

® QJFAY Yxe]E ¢lg #elv]E* FAZF SRBU
WA Q153 B QIS Ao AME-ste] A=
A R,
o ASMY AVHF : Sign(H,(m))

o AF steblE : (00, P g H)

Mobile IPSec 54 ZH$-8 Z2EZL t33} 2 (2
= 3)
= .

(1) FA7} TPSec Datagram <=4l

(2) 71 Datagram®| AHP/ESP Headeroll %3+ SPI 23
/241, FA TPSec SA A€

(3) 1 Datagrame FA IPSec SA®| Destination I/F
Address2 Forwarding 3}

$-2)9] FA Forwardinge (L8 3)914 22 ‘Path-2°¢]
5+ 719 FA (ie. oFAS} nFA)7} 72 FA IPSec SA2
Source/Destination IF Address& 742 Al Aget F4
2 W7 sPH, FAE W7 ¥ Destination I/F AddressZ A&
Forwarding 52 Mobile IPSec2 4 & QA4S £33 54
AR #HeHel 7hgsith weEkA FA (e oFASH nFA)
IPSec SA 2] Source/Destination I/F AddressE 73 3l= A
27+ Z 83ttt

o] MAAAE FATE AL BaA FHH 7]
£ 455 Bind Update (BU) WAIA 9l Source Routing
Options AHE-3le] CN-to-MN 7 22| 948k MN-to-CN
© 2 BU HAIA7F AE¥h FAT IP Source Routing %]
gloll 23 BU W A1A] 2] Source Route Option T4~ 2] 2=
EoqA A4ale] F4E BRI Timestamping s 3} o
714 F4 Y 2EE 813814 FA IPSec SAS W73t
o] "S- Source Routing Bind Update (SRBU)ZF F-E2T}.
(a% 5

SRBU HAJA|:= IP Header®] Source Route Option®ll
SRBU?| 7+ k& BAEE 7|58tk SRBU 5413 Old
FAE SPIZ 2]"3} FA IPSec SA9| Source I/F Address=
L& PrEA AN F4 FA Timestamping ¥
New FA F4E W7} [14] (IF 5).
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SRBUY| ©]&F FA IPSec SA ®17 ZREZ
72t} [14] (7 35).

e

rlo

(1) SA Source I/F Address <— SRBU<] Source Route
Option®| Al 242 IPF4 thol U & PF4

(2) SA Destination I/F Address < SRBU9] Source Route
Option®l| Al A4l IPFA 23l Y& IPFA

SRBU<] Source Route Option< 7] IP Source Route
Option 323} 2tk

o TE(0x89; ol ZQIE;, =& 2] ~E=(MN, FA,,
FA,, N, for i€[L,k], CN)

T PAES 7 FAYEL PFAGHE)Y
Timestamp(32H] E)E F/J ¥ t}. Timestamping 313 =
7} A8 FAagE ALRE nlshe AARE
< 71&3te Zolth

New FA 74, ] Datagram Incoming 2:¢1 Source I/F
Address= Old FA®] F24 FA°lth 37k k= N9
Source I/F Address= NV, , ©]3L Destination I/F Address=
N7k "tk

FA AR =& 912 FA IPSec SA 7 Ao
gRlglof & 4 7ot SRBUY = HIAIA 153 =

S Q3L A% BolAZES ARsL Aol ° 9
S
=

o\

b
I
o
=y
>,
R
rO

o\

[
b
I
o,

o[N
l Kl

o] ZREFL U3
Atk o7|M k= N7 QS ZEESS FYHTL 7
A3l Source= IPSec SA2| Source I/F AddressZ,
Destination- Destination I/F AddressE & v] 3t} 714
shot

0

o rlo

—_

(1) Search for IPSec SA with SPI of SRBU.

(@) Extract X =<A, .S, ,M, > from SRBU.
3) If Verify( EN ) is true, do (4); Otherwise exit;
@) If Source is not N, , Source<N,. ; do (5);

() If Destination is not N;_,, Destination=N;_; do (6);
(6) Change Source Route Option of SRBU as
Timestamping as IP source routing protocol was.

(7) Make N’s Signature Xy =<Ay, Sy, M, > as
(71 Select random asZ,.
(1} Compute AAv] =aP(modg).

(th Compute M, =H3(SRBUIIIPA,]).
(Zh Compute Sy, =aMy.
(8) Attach X, v, 10 SRBU, Then send SRBU to the next
node IV, .
ol gl A thel Al 22 E M, = Timestamped Source Route
Optiong 7H<l SRBU WA1A] 3| & Hashing 3] A4 H
Aolt}, o] Bo|AAEE T Factor & SRBU ™ A|A] 9}
Timestamped =& 2| ~ES B%F ¥ 33 EE SRBU HAl
A AFH & Aol AHEa] Aetettial & ¢ Qlth

4. Mobile IPSec WP-IBE +3

I A A 735 715 IPSece] A3 F4
IPSec SAS] HRPHH 402 ofg o} 2} [11,12].

D SA Identifier SPI (Security Parameter Index)
@ SA Source I/F Address

® SA Destination I/F Address

@ oz dyejed ge7]

® Digest At <] ¥4

® ¢l gualEd AF7]

olu] AF3 FA IPSec SAS} WwWslH EHW3] FA
IPSec SA®| Valid-timer”?} Host IPSec SAdl+= Q& gith
Host IPSec SAE AZAl 23020k sA|E 4 7] o
ot whH F7)7] w2 ¢] Host [PSec SAE ¢+3.3}9}
ASAEE S8l FUi71e 7R717F F8sith [12].
MN-to-CN 917 ¢] Host IPSec SA®IA MN2 ¢+ 47
34 NE, 55 4ayEd ARIE HeTh
a3 R1F °‘131 E}Olﬂlilé A e IE71E
RSA F7H7] 2ol X 7H17]0] 2, thA 7] W]l X =
H| U 7] E IPSec SA] B+

oju] AF3 AXH 929 Mobile IPSec Wete] &
712 WP (Weil Pairing) IBE (Identity based Encryption)
@5 7]Helth WP IBE W42 71E 3717] W43} ¥l
SHH A Eoll A Ak AHE 2§ oy FHE K
t}. oA 72, AA= WP IBE W42 IKES 722 7]
AE w3 2 EFo] B33ty EXE Identitys Y
B33 ZAN7] Aol AHLstRgE, Fol A=A I
Sto] B gt AR A/ASHA2 1% Decisional
Bilinear DHPo| 24328 91Z7]|7} B9 g3t}

el

b= QIE{Hl HE S| (14253)
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4.1 7| golet iy Z2EE

Section 2.4914 AF3 IBE W42 67 ¢s &
o tigt g Wwow g § SHs= ROM
2 F338 9 1PSece) 71E HebloM e 45
FEFY FYG HeAdo] SAEY FpEol Sl

ROM PKG AH| W25 Abg-ateld dojef S| &
T AFEAA FAEERE A3 R EE Qe
HOMEAIE F#3] Ao sttt dwry o= ROM
PKG W22 A ehsl 7ol ik AR5 = Ao B Aot

$-2 9] "ehe 7] A4 W ROM PKG o 2 S35}
£ Key Escrow PKG HH4]2 AME-3ITE 7] A4 Al P =
ZEE MNo| HAYl 554 o o]Fojx| 3, 1 tha2 Al
22 IPSec AA°] A4E |, Host IPSec SA7} %A%‘ o
vtk A2 7] AJAdo] o] FAIth Ty AlZ AAdE
1= F3A ¢o72 gastste] Fujstg A 79
S TS o] 7] kEF FES ol 54 /Hth

3™ 7l 217k Agks 7] A} Bhle] Z2 8
2 e 2

OE_:, fd

g
2]

n [o o

M) Az 71 A4 F (2" 79 0. Send <MN-Priv,
MN-parm>") : #Z MN°| WP IBE ¢+&7]%dA
AHEE 7o) MN-Privel  AlZE glEivlg
MN-parm& MNoj| u) gheh.

(2) CN9] 9284 (I8 79 ‘1. Request <MN-IP,

CN-IP, CN-Old-Pub>’) : 24}k CN-to-MN £

CN°|] MN HA®l AZ2874S HUHA Az

MN-IP= MN HoAE 3t}

CNe] F7h71¢F 7hQ17] A vl 2 MN 377

B (28 79 2. Send <MN-CoA, Enc(CN-Old-Pub,

<CN-Pub, CN-Priv, MN-Pub, MN-parm>)>") : PKG

7 2873 CNY 37719 7RIS Identity$]

CN-IPEHH AAste, CN 7] % (CN-Pub,

CN-Priv), MN 37171 MN-Pubs} A] =¥l wlz}m)E

MN-parmE CN Old #717] CN-Old-Pub2Z ¢35

3lste] ALl dA CN 37071 & wARol

Z3kE] gloh A 71dAd RS 98 Aol

CN F717) MNoll £ul] (28 79 ‘3. Send <CN-IP,

Enc(MN-Pub, CN-Pub)>’) : 9"%& MN-to-CN £41

< 913k ON9] IPF49F CN 371718 MN 37171

2 3 slate] MNell d4ste], IPSec Al o gk

MN<¢] Host IPSec SAS &+o3it

3

=

“

=

3. Send <CN-IP, Enc(MN-Pub,CN-Pub)>
CN 4. Key Agreement MN

)y
2| Send <MN-CoA, £nc(CN-Ola-Pub, e
<CN-Pub, CN-Priv, MN-Pub, MAI/ﬂ//m >)>

0.Send <MN-| PL!VWN an, MN-Parm. > over Seclre Channel

MN-CoA

HA |2
(PKG) |~

A 4

FA

ag 7 71 ge
(Figure 7) Key Agreement

CN 2. Send <MN-CoA, Enc(CN-Pub,MN-Pub)>
3. Rekey Agreement

IN-Old-Pub, <MN-Pub, MN-Priv>)>

MN-CoA

HA 0, Trigger Updating MN-Key with Key. Gen()
&

PG € > FA

(22! 8) Rekey Process
(Figure 8) Rekey Process

ZZ MN 71%17]¢] #¥ll= Home Network®] b ald
*3: &3 H Al o] R RthaL 7H gtk A Z & IPSec SA A7
8319, PKG= MN 371719 711718 ME A &)
of I 7HQI71E Eullste HHE 7] A kA
H’f}% &4 MN Old-271712 goslate] #ulgiet
7] W Rekey)> Key_Extract() 3 243 7+ 2v]
oltt. 7] WAl AlZE (IH 8)olA YUERd ‘O Trigger
Updating MN-Key’ 2= Ab ol o8] SaEch g4 A
71& MN Key?| =20 ]’“5]‘” 49, MNo| 7] ®iA&
23 Key_Extract() 324 PKGol HU™ Alzt# )
A 7194 S S8 WA E 71Q171E MN Old-37H71 2
a3 sete] HujHh 7] WA TREZS Ug 7t

o
ENE

1 7] W3 23 (I¥ 8 0. Trigger Updating
MN-Key’) : ¢ dF3 7o) AUSHE MNY
Key_Extract() 8302 Zd®ch

@ 7] A 2 Eul (I 8. ‘1. Send <Enc(MN-Old-Pub,
<MN-Pub, MN-Priv>)>") : Identity MN-IPE MN 7}
o17]9} F7] %S MN-Old-Publ. 2 ¢35 3}5}o
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MNo|| wj gttt

(3) CNoll 2707 29 (2F 8. 2. Send <MN-CoA,
Enc(CN-Pub, MN-Pub)>) : H7ZE MN 3/W71S
CN I7/N712 &sslste] CNoll #uljstch

o}
AZE *M BHH?%}—rﬂ %45101
oF IPSec SA7} *ﬁ AETh

J5yg $29] WP IBE W2ldlAE 435715 Key
Escrow PKGEZH-E 25 AA T Q4 =2 Eujd
E}. g 717 4 gtk 559 yAE ¢aE

< Bilinear Map e & 243} Zo] dA4o]EHE WP
IBE 219 Setup() 3414 AAE <& d2vH (G,
Gy, e, P, T,q k1, H, H, Ag)fa 5] FYEh 7
AL AT d5ske) AT o] F
S8ttt 23]

(3" 9= 71E 7] ¢ 18 7914 MN
Ao A A4 MN-parmS CN PKGol
o] 2gtE o] glrh ©]& MN-to-CN9
AALAHANA AHEBIEE & Aolth

Section 2.3014 =9]¥ Y¥e|FS 29 WP IBE W
2ol AgtatA MEstnh Al2E J}E‘rﬂlﬂ A, 71 A
A% =T S %} ZE52 the o] Hys)

At [4,17.22].

_IR l-rl
o°“
%
?
s

(1) Setup() == (Gy,Gyo6, P, Tyaoh, Hy, iy )
where 7=tP (mod ¢) t€Z, G, =<P>of order ¢ and
Al

(2) Key_Extract(ID) ::== (d,Q)

where Q= H, (ID;l") and d=t Q (mod q) at tEZ

() Sign(m) == (R.5,M)

where r&Z, R=rP (mod g), M= H,(m) and S=rM
(mod g).

@) Verify(R,.S, M) ==

if e(P.S)= E(RM)then true else false

(5) Encrypi(Q, m) == (¢, 5, M)

3.Send <CN-IP, Enc(MN-Pub,CN-Pub)
CN 4. Agreement

2. 5end_<MN-CoA, Enc(CN-Old-Pub, A\
<Cl b, CN-Priv ,MN-Pub, MN-Parm>)>

Query/Response
1. Request <MN-IPGN-Old-Pub>

3)Send <Enc(PKG-Pub, MN-Parm)>

4
CN MN

PKG T Z—7 PKG

(a3 9) Setup System Parameter &<
(Figure 9) Setup System Parameter Agreement

(c, Sign(m)) where c=m®H,(e(Q, T )and Q is a
public key.

(6) Decrypt(d, (¢,R,S,M))
if  Verify(R S, M) then m else failure, where
m=cH,(e(d R))and d is a private key.

9 ¢78ES EH, IPSec Host-to-Host A ANA

o AF "a‘lﬂﬁ"ﬂ go%k A28 gEvEHE ¢

, H)olH 3Tt Key_Extract()
AN A= o HJWCNtoMN 218 918 Nl A=

3M715, MNeAl A2 H171E Fujgtet. o] 37h

718k A1 18 7, 8ollA A3k Ao E FujEch

5. WP-IBE ESP Transport Mode

Mobile IPSec ESP Transport Mode 12 AlH 32E
7F &5k WAR 1F, RE QIS Fadith EME
€ ©2 ESP Datagram 74 o3 2t} [12].

O IP Header : 715 IP Datagram HeaderE It 2 HA}
st

@ ESP Header : IPSec SA9] 2]z} SPIE 7}t

@ Ciphered Payload : IP HeaderE A|<9]3t IP Payload
FEnk d3sber.

@ ESP Trailer : Z°] 242 19+ Padding BitsE 7}%
=3

® ESP Authentication Trailer : WA|A] AR E T

=tk

oAl 8 ¥ 2 k51, IPSec ESP Datagram®] IP Header

el

b= QIE{Hl HE S| (14253)
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o Source/Destination Address® CoAS AFEF Y, o714
Mobile IPSec®] &4 28-S $13] SRBURE FA IPSec
SAZ A4 38ke] FA Forwarding®. 2 A 22 dA%3ld] 715
317 3tk EAlol WP IBE ¥4 © 2 Ciphered Payload <}
Authentication TrailerS 34 3t}

$2l9] #HF&E¥<Q Mobile IPSec WP-IBE ESP
Transport Mode $172E #13-3H= %45 WP-IBE Mobile
PSece} F-2HA =95 A&zt

5.1 WP-IBE Mobile IPSec SA

WP-IBE Mobile IPSec #lehe Udk CN-to-MN 12
oA % $AE CN¥} MN9 Host Mobile IPSec SA &
BE O3 7o) sttt (I| 6, 10).

@ SA Header §H : 712 SA 37/} AR
e 7] SA SPI
® Source I/F Address
® Destination I/F Address
® SA #-$-E*: Source®| A Destination7}A] $12 A&
o e kE FYXE L . =(MN, FA, FA,
N, for i€[Lk], CN) & IPSec 28 AZolt}
@ Al=" Fav]E], M5 7] o] BEE W o
Eoj A vk AFE-E 7 FA IPSec SASIA = £ Q3lth
® WP IBE A28 mlehulg : A (e(), P, T, g,
H,, Hy) AH&3h
e AETI] : CN2 4&3e MN9 F717] vy
I B33 CN9 MRI] dpy ©laL, MNOA
U3 3HE CNY I Qo H5 5 MN9
o]

A7] dyy ©ITh
@ olFdZz dvE]E :E Hdentity, TFOJHAE A
Q7] E: od7|M IPAE A9 PF 40| T4

ASMY G EE: Sign(Digest)
e Digest Y325 Digest = Hy (mllIPA)

9@, ®, D= %7 Wete] Host Mobile IPSec SATH]
AHolth @9 ‘SA 2B’ AHd EgEojol & F 7
AdE 54 FAECIt o] BlAEdE AlH SAE
A FH ZRETA Y] AR AS5oR A R
7 FAT 233t} 2= FAY A9 MNZ FAS A%
%1% 11 FAS] FA8Gg A bdstAl 3 =k

HA MN
[ Request <MN-IP.CN-Old-Pub>

S ——
d Send <MN-CoA, Enc(CN-Old-Pub;—|
gz ;‘: < <CN-Pub, CN-Priv, MN-Pub, MN-Parm. »)>

] —_Send <CN-IP, Enc(MN-Pub,CN-Pub)>

——

Agreement is done

before Update oFA nFA
T New CoA
Send < Enc(MN-PubDatagram)> SRBU <CoA>
T ~_|update SA  update SA

Update| pdate SA [ Foriarding
[2

K SRBU <CoA>
after Update

Delivery

\\'*~‘ | Dpelivery

(22 10) Mobile IPSec Operation
(Figure 10) Mobile IPSec Operation

5] 474l 233 FA IPSec SAS] “SA Valid-timer™=
MN¢] #2455 SRBU #AIA|7} CN7HA] 3 ste] 4
Aol 98" WA 228 JESAzie g AAHL.
Valid-timer’} EEHUTE 9Pl 1 FA7l FA
Forwarding & 987} gloificks vt & ON
MN-*3F Datagram®] Destination Address®] New CoAE
AHE-3IEZ Old FAZ Wl E2E Datagramo| $Ithe 9w]o]
o (2¥ 10).

(L 10)°14 B3 “after update’2H= A2 SRBU F4
78410l CN7HA] Sk =Stk olnlol, o] & Afahe
Datagram+ oFA(Old FA)E AXA] %A Hrt} 3 ¥ ¢
FE5T A2 SRBUE 53t FA IPSec SAS] A3 43
28 WAY ), 3dA A ZREFS wEbA
oFA(Old FA)9} nFA(New FA) Alo] Ab3 ¢1Zo] e €t}
= Btk

o Jlm

5.2 WP-IBE ESP Z2EZ

$2]2] WP-IBE "4]-& Mobile IPSec ESPell 283t
ESP Datagram A4 Z2EZS thw} 7k

(1) IP Header A4 : IP Option= X3} IP Header %
HE HApgith

(2) ESP Header A§4] : Mobile IPSec SA2] SPI 2] =}
9} SN (Sequence Number)Z A ¥t}

(3) Ciphered Payload A :
® Encrypt(@Qm) = (<c><R,S,M>) 53 (Section

54 Fx)

o <c> W), Ciphered Payload = Al

(4) ESP Trailer A4 : Ao] A& $]3} Padding BitsS
AlAkste] &2lth
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(5) ESP Authentication Trailer A4 :
® Encrypt(@Qm) = (<c><R,S,M>) T (Section
54 Fx)
o <R S,M> 2%, ESP Authentication Traileroll <1
% TupleZ A

6. WP-IBE Mobile IPSec %3 ¥4

£ 9] MAHHES ¥£338 Mobile IPSec?] 7Hd &
Ao ST A Hebd B0 g yrt)
6.1 +MS 24

WA 71E 7] S5 $-212] WP-IBE Mobile
IPSec ®21¢] 445 Hlw 2 A8 Bk 53] T w9
AL M D23 Trip Time 52 B2 EA g}

71Z PSec 7] AH w8 ZZEZF IKEE E3lA
IPSec SAS 9] 3tt}. IKE Phase-1 ISAKMP SA 2] ol 4]
Main ModeE AH-E W 6 TDs (Trip Delay)7} 22517,
Aggressive ModeE AHE-3tH 3 TDs7} 4Q8¥th IKE
Phase-2 IPSec SA &¢lelx] ISAKMP SAE o] &sl=
Quick ModeZ AM&-8 v} 3 TDs7} 2 2¥ T [18]. whakA
IKE ¢80 223 4 AL 6~9 TDso|th v 13
10914 HH -2 /HAEE Key Agreement7}A] 3
TDs A1¢] A8t

Aukd 74 #F¢ES CN-MN S 290 & 2 TDhs7}
LA, 71E MIPvdol| A 4zt ER9-Bl o2 gt <
< 3 TDs7F B3t (1™ 1), $8 Weke 2udd 84
A% BFstal 3 2 TDs Aol Bosty, o
-89 AA Fdaith (2™ 10 ).

71 MIPv4ol A& ©] 54 MN2| FA "0 Z 8] F
74 A edo] WAETE MNS 24O FAZF WRE
FA25E2 BU HAIXE HAR EWth HAMA F425E
o] 28H7] Ao Od FAR o|n] ALY nLX
Datagram<> W@ &% o|¥Z AH¥ctk 1 Old FAT
Host-Unreachable ICMP WA|A & A2} CNollAl B 2,
JAS A8 a9 Datagrame A HE3),

o] FH9 AAL Y, FA M4 & MNY FAEE
BU "W AIA]7} HAYl =28 wj712] 712 4 1 TD A
o] AQHY, FAFE Fo AHAEe] shssith

71% "} oA Old CoA7} Fr& 34y New CoA T
5=0] 8% ¥ Datagam AEo] wAHT I}E
p, <12} 332, 1 TD AAAZHE ¢, 23 3%, g

mj
Rl
2

=

o tlo k>

CN-to-MNe| Al CN9| 34 H42 47 SBeyoz 2
TDs X¢10] Bo3lt)h v vl B5oa Ao A
31H, 22 A g Aol 2 TDse] A1, Host-Unreachable
ICMP HIAAZ Hl2E 2 TDs9] A, A5 E 2 TDs
9] Ao 285 Y, A A4S AdE AR
6 TDs9] #|$io] HrAgic).

71& MIPv4 4H7F 2198 W2 9] Ha A ALk
(2t )p, +(6t,)(1—p,) o2 Ho AAAZRE (6—4p,)t,
ojth, Eutd A wE oA A
S RFUE, Ho AAARS A0
2 Mobile IPSec SA 4% ¥ HeMHS Z2EZO] AFLS
(FE DE 29 # Sk &9+ Tholth

(1) IPSec TS X H| (p, IS=E)

(Table 1) IPSec Delay Comparison (p, Success

Probability)
ERNN
e 1E 94 oo
best | average | worst
Key Agreement % 6 9 3
CNoMN A4 2 | 6—4p, 6 1

£ =RollA AMS3 WP ECC B84 dasoz
Z 3707 93 HH4] RSA =+ DH (Diffie-Hellman)
T FAETE BolF 20].

(¥ 2) Key Size for Security Level (20,28)
(Table 2) Key Size for Security Level (20,28)
(2/3TDEA: 2/3-key Triple DES with 112/168-bit)

S(escyuiz IIZZ ;;1 I;(i;‘:/ S?zl_el EC Key Size ngin/o]gc
80 (2TDEA) 1024 180 5.7
112 (3TDEA) 2048 224 9.0

128 (AES) 3072 256 12.0
192 (AES) 7580 384 19.7
256 (AES) 15360 521 294

NSA [20]+= (3£ 2014 E™ the3 22 g oty
Atk Sdet 71 o] W I Security Levels> Security
StrengthS oJn|sl= ACZ YW Security BitZt = gk
7H Security Level©] n o] ZAFE A 3% Cryptography
of thgt o ZhS A7) 93] H 4 2" operations©] &TH
o= oJujoltt [28].

ro

12 QlE{Yl HESIE| (14255)
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(3 2)9141 ECC®] Security Level S RSA9} ¥l atH
i 308 7] Ao] Ao} k. (3 3914 B 7]E DH
a3 v BCO| 34T A e4nf o] AolE &
F UTh = (E 204 7] A7 A3 FAdE
02" =1) (k& 7] 27N BdH [2028].

(¥ 3) Cost H|I for Security Level (20)
(Table 3) Cost Comparison for Security Level (20)

Security Level DH cost : EC cost
80 3:1
112 6:1
128 10:1
192 32:1
256 o4 :1

$-2]2] Mobile IPSec 7] MIPv4 IPSec IKEZ 213}
AAo] 1L, 47t 2-Ee] Q. glo] MEA el §lch
IBE W42 3 AFA &g Fdo] gich o H3f
o:] F&7 ECC "H2]¢l WP ECC Wk Fol7] whal ool
ETS 22 YL A S BHAFTh §
HOJ‘%&M A4 (o] F3AT 0(logp)2i WM
$-2] Mobile IPSec Heh w9 &2 34

-

33480 A AF3s ROM IBE HH4] 9] obdA AL 7]
A IND-security$} 727 NM-security ©]t}. IBE ROM
WA gt FAAS TP 7dEet F4L ID-based
Adaptive Ciphertext& 53t 57 ¢1 D—CCA2°] t}. o] Y
st ID 7|8k T A sk b 2712 INDID-CCA23}
NM-ID-CCA2¢0|t}. oj#l ¢ta7|Ho] o] F wHEsithd 1
A5 st Wk Qbdsitia #E 4 Qi) [7,25,26].

Section 2.4 4] A3 INDNM 271& TFA71& &
3t SaEFL f(r) | Gir)dm | H(m) °]th Section
429 $-2)¢] Bokhel WPIBE ¢s 4 EE Encrypy()
7} o)A X FEAE B v 2t

® G(r)®&m : Random Generator G(r)< $-2]9
c=m®fg(é(62,,73”)°ﬂ*1 é(Q,va‘ﬂ' FZA n
7 AR 8 dEst Wk Random
Generator& 7} T},

@ Him) : 599 a4 H4,() % dAERE 8 €3
3} BF4oll= 5 A Random Generator=. <=4) St}
® Trapdoor Permutation f(r) : %2 W4e rez,
R=rP (mod ¢)3} ¥X|3t}. Additive Group<]
R+ Q=094 d3F Q=—rP (mod ¢)7} EA s}
22 $-2]¢) 4o Trapdoor Permutation 54 ©|

Al g

J¥EZ 29 ¢33} 42 INDSF NM =4
E ESAIGE & Y At & 5 3l
A

IR 42

ik

;Laa o}au oh k. =3 WP ECCY) 45 Lare]
F59 484 Complexity #4lo] J83lth. 53] WP

ECCe] A|2H daluE A 2 7] WA 4327
ol dasith A fele AlEdold B, 45 H
2E HESY 75 d7E st 3
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