Vol.

A
rgr

=202

2, No.10 pISSN: 2287-5891 ot OZRIAOE THE g 2Tt 78 CHAIE 2otd A5 et WAl 445
ttp:

http://dx.doi.org/10.3745/KTCCS.2013.2.10.445

A Proposal for “Security Verification Method for
Implementation of Secure Android Mobile Application”

Hur Hwan Seok” - Kang Sung Hoon™ - Kim Seung Joo™

ABSTRACT

Mobile applications today are being offered as various services depending on the mobile device and mobile environment of users. This
increase in mobile applications has shifted the spotlight to their vulnerability. As an effective method of security verification, this paper
proposes “phase-wise security verification for the implementation of mobile applications.” This method allows additional security
verification by covering specific items across a wider range compared to existing methods. Based on the identified weaknesses, it detects
the cause of vulnerability and monitors the related settings.
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[ Unsafe Debugging Code

[ Unused the Reversing Check Code
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Mobile App [ Use of Network Services
Service
Environmen t | [Use of sub machines(Ete, PC)
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Exposed in Mobile Application
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Information Disclosure in
Android Platform

X
7 Using the unvalidated
’A\‘\ Permissions
Attack in Sub System

Fig. 1. Security Threats of Mobile App
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Table 1. List of Security Verification in Analysis and Design Process

Type Code Security Verification List CWE
Verification of storage section according to logic and level of importance
A-1.1 . . . /
for stored data in mobile device and server
A12 Verification of storage of important information in DB files and password CWE-312
adequacy
[A-1] Adequate storage of
important resources (data) . . . .. .
A-13 Verification of storage of important information in data files and password CWE-312
adequacy
Verification of storage of important information in external storage device
A-14 /
(SD card) and password adequacy
A-21 IAp((ijeq;sgylniiniccess control to communication resources in Android such as CWE-732
[A-2] Restricted access to
important resources (data) . .
A2 Assignment of UID control/management for sharing of resources between CWE-732
apps
[A-3] Adequate resource . . - Y e
(data) control over A3 Implem.enFatlon of security network (SSL, HTTPS, SFTP, etc.) over CWE-319
. . transmission section
transmission section
A-41 Unnecessary use of app authorization CWE-250
[A-4] Adequacy of app
authorization and resource A-4.2 Adequate use of Open Library/API code CWE-250
reference
A-43 Adequate reference and loading for resources and codes CWE-829
A-51 Use of securely encrypted algorithm CWE-327
A-52 Adequacy of password key length CWE-327
[A-5] Adequacy of . .
cryptograph A-53 Use of cryptographically secure random number CWE-327
- . CWE-327
A-54 Use of cryptographically secure hash CWE-759
A-6.1 Implementation of login authentication control — rules CWE-307
[A-6] Adequacy of login A-6.2 | Implementation of adequate password combination rules /
authentication logic
A-6.3 | Implementation of secure lifecycle for cookies/sessions and encryption CWE-306
‘ P v vp CWE-863
[A-7] Check the Reverse A-7.1 | Implementation of app integrity check /
engineering and integrity
verification A-T2 Implementation of code obfuscation /
A-81 Adequate exception handling during errors /
[A-8] Handling of Error
Message and log A-82 Implementation of user input value confirmation logic /
management
A-83 Log management and log pattern implementation /
o A-9.1 Safe app update and adequate security measures for in-app billing /
[A-9] Distribution and update,
signature management o - )
A-92 Distribution through official Android market /
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Development Type
Type Code Security Verification List CWE Mobile | Hybrid | Mobile
WEB APP APP
[D-1] Code D-11 Adequacy of app authorization in AndroidManifest.xml CWE-250 X 0O 0O
verification for
app
authorization D-1.2 Adequacy of integrity verification code for running apps / X O 0O
and use
[D-2] Code D-21 Sharing of adequate UID through SharedUserld CWE-732 X 0O 0O
verification for D-2.2 Use of adequate mode during IPC file generation CWE-732 X (0] (0]
app resource
access control D-2.3 Adequate use of broadcast Intent CWE-829 X O O
e . . . . . CWE-22
D-31 Vheriflctation of unintended input values including special CWE-807 0 0 0
characters CWE-862
. e - . . CWE-89
D-32 Verification of SQL query insertion CWE-807 O O O
[D-3] Code CWE-79
verification for D-33 Verification XSS script insertion CWE-352 O O O
input resource CWE-807
(data) filtering CWE-78
D-34 | Verification of command insertion CWE-]07 0] 0] 0]
D-35 Availability of file upload option CWE-434 (0] (0] X
D-3.6 Availability of file download option CWE-494 0O O X
- L CWE-601
D-3.7 Availability of URL redirection CWE-862 0 O X
CWE-120
(D-4] CWE-131
Verification of | D-41 | Availability of memory management/control CWE-134 | X © ©
Nat.ive code and CWE-190
Library code
D-4.2 | Use of vulnerable library/API CWE-676 X 0 0
[D-5] Code D-5.1 Use of secure network transmission code during HTTP CWE-319 0 0 0
verification for protocol use
transmitted D-5.2 | Use of secure socket communication code CWE-319 0 0 0
resources (data) D-5.3 Use of Localhost network port CWE-319 X 0 0O
[D-6] D-6.1 Deletion of debugging code during distribution / X O O
Verification of D-6.2 Hard coding of important information CWE-798 (0] (0] (0]
information
exposure in D-6.3 Comment code the important information CWE-798 0O O O
source code
[D-7]
I.n formatwg D-7.1 Adequacy of error codes / 0O O O
disclosure in
code
D81 Use of ‘cryptographlcally secure random number CWE-327 X 0 0
generation code
[D-8] Code - -
Use of cryptographically secure password key generation . .
verification for | D82 | vptograpicaty b Ve CWE-327 X 0 0
use of -
encrypted D-83 Use of cryptographically secure hash code CWE73§7 X O O
algorithm CWE-759
D-84 Use of KeyStore mechanism during password key CWE-327 X 0 0
storage

KIPS Tr. Comp. and Comm. Sys.
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Table 3. List of Security Verification in Testing Process

APP Status Type Code Security Verification List

V-1.1 Plain text storage of important information in file data

[V-1] Handling of important

. . V-1.2 Plain text storage of important information in DB data
information

V-1.3 Plain text storage of important information in SDCARD

[V-2] File access authorization V-2.1 Inappropriate permission of file data

[V-3] Virus / Malware Check V-3.1 | Use of security process (solution)

Static status

V-4] Ph hacki i . : : :
app check [ ] hone hackng (rooting) V-4.1 | Check the Hacking(rooting) Mobile device
identification
V-5.1 | Use of source code Obfuscation
[V-5] Check the Reverse V-52 | Storage of important information in source code
engineering and code
identification V-53 | Abuse of resource data
V-54 Checking of app forgery
V61 Plain text transmission of important information over communication
[V-6] Safe use of important -6. section
information
V-6.2 | Information exposure via Intent
[V-7] Debugging information V71 Log storage of important information and checking for excessive log

. storage
Dynamic status

app check o V-81 Inappropriate use of app authorization
[V-8] Authorization abuse

V-82 | Abuse of authorization via network

V-9.1 Use of filtering for unsatisfactory input value

[V-9] Input value verification V-9.2 | Execution of random input code and command

V-9.3 | Exposure of error message

5. HOHY T Woto] M=y A T EAY HH i odlole] #AXML, TXT 5), 22| oFA44A <l
A ol SDCARD(Secure Digital CARD)E #RF%™ 7 5o 2
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Sl ANG TE @A meAF weke guine & (POCIMS AL, 2 $3E wuvledAel fd4 adl
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34974l 15 QtEmolmel M A= Hupd g 2R impartant iormtion in | | impertant miormgsion in | | imporiant inforracion in
}\1 E%% $1 9—1&@% %_ 6()7H o]]:]_ o gg‘}” ??]; {]- 2}4?—1}:@ 60 DB data file data SDCARD
Ask 2opel 9 879 B BARY AR SAE T \l/
Egetel o7kA FHom TR AL F glom ArHor P arccs (o | 021
157k41 9] Hk FHom ol 7+ 54 VCGE 49 s e
2 7 AtH6], Table 4 Vs inormaton stored
V-2.1 in device
51 28R HgdH(NERE V-1, V) CVE20U 1717 CVE-2011-1580  CVE 20114638
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oji E#¥= A w3t 2 W42 DB(Database) ¥, & Fig. 2. VCG of ‘File Information handling Threat Vulnerability”
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Table 4. Vulnerability List of Android Mobile App

App Status Code Type Vulnerable List
V-1 Handli f important . . . . .
. an mg Ot rmportan Exposure of important information stored in device
V-2 information
V-3 Maintenance of security Execution on Rooting devices
V-4 process Lack of security process
Static environment B B .
L Exposure of important information in source code
V-5 Source code identification -
Lack of source code Obfuscation
V-5 Check the Reverse App forgery
e} . .
engieering Abuse of resource data
Utilizati f i rtant . ..
V-6 . 1 19r1 Ot rmportan Information exposure via intent
information
V-6 Handling of network Exposure of important information via network
V-8 information Abuse of authorization over network
Dynamic environment V-7 Debugging information Exposure of important information in debug log
V-8 App authorization abuse Inappropriate use of app authorization
Execution of code and command
Input val ification and o -
V-9 nout v L.le vertication dr.l Possihility of DoS attacks
Inappropriate code execution
Error message exposure

Table 5. Security Verification Flow Table in Mobile App
development Process of “File Information handling

Vulnerability”

Process Security Verification Code
A-11
. Storage of important A-12
Analy.51s / resources (data) A-13
Design A-14

Process -
Restricted access to A-21
important resources (data) A-22
Development | App authorization and D-2.1
Process resource reference D-2.2
Handling of important x:i;
Test Process | information V-13
File access authorization V-2.1

52 x|aste] HotZ2MA FX|(AERAE V-3 V-4)
FE ANZCEEAA, ARA $)E AT mu
1o) A9 ARAE, AFA vEEs 5o FaARE 9
a7l gk oWl mebluE 2 AN WA wA 7)ol
P QA %S AT o Pl oJa FaA 45
= AAA Aol EART. 53 AFUA 4t E9
Y e BEy], AxEvely € rEmolE
)& AL 92 A olEd FAH Adel v
AAA HBE FEAR B9 AEA Fagne o 1
S8l Hade HALZHAE FAGE o] Fasih
Jol shgahs “worEEA s vAE Hopd", FHE W
JolAe] Ae Feb el VOGol mhe wukel o T3

ot 919 9 87 5E& Fig. 3, Table 69 2t).

Table 6. Security Verification Flow Table in Mobile App
development Process of “Unused Security Platform and
Programs Vulnerability”

Process Security Verification Code
Analy;ls / Handling of Error Message
Design and log management A82
Process e &
Development | Code verification for input D-3
Process resource (data) filtering
Virus / Malware Check V-3.1
Test Process | Check the Hacking(rooting) Vo4l
Mobile device ’
A-8.2
D-3

Don't Verification for
input data

Execution on unsafe
devices

V-4.1

Lack of security
process
(etc, Antivirus)

Execution on
Rooting devices

I

Potential Vulnerability - 1

Potential Vulnerability -2

Fig. 3. VCG of “Unused Security Platform and Programs
Vulnerability”
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A-7.2

Lack of source code
Obfuscation

!

Storage of important D-6
information in source
code

D62 /\ D63

Hard-coding of Comment code the
important important
information information

V*K / V-5.1
Exposure of important Lack of source code
information in 3
Obfuscation
source code

| CVE-2012-2567 |

Potential Vulnerability - 3 |

Fig. 4. VCG of “Source Code Decompile Vulnerability”

Table 7. Security Verification Flow Table in Mobile App
development Process of “Source Code Decompile Vulnerability

Process Security Verification Code
Analysis / Check the Reverse
Design engineering and integrity A-72
Process verification
Development Information disclosure in D-6.2
Process code D-6.3
. Check the Repacking App V-5.1
Test Process and Code verification V-5.2

et grzol= qhol A% Mg

He gas A9 =29 22 A FHkdolu 7]
e EF A= A T AT =EHol AUk oY
& Aol i3l k=rol= of A T e FA4 A
Zo e BHerEZ o] HQsH html ZE BE AAYHE
9 59 Aol 7t5d FUAY 22g ¢ A vpo|y
gol xIANA F J=F FAAY AW AT 2AoR
EFAA FHAJA AP dig nekxArF dasi ‘4
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wE 2okl ¢ 75 wAE FHF 99 2 Y 552
Fig. 5, Table 8¢} 2t}

A-7.1
D-1.2 A-4.3

Integrity verification of Alone execution of
Run-time App do not resource data(Etc, html
check and script file)

V-5.4 V-5.3

Abuse of resource
App forgery data

CVE-2012-0322

Potential Vulnerability - 4

Fig. 5. VCG of “Reverse Engineering Vulnerability”

Table 8. Security Verification Flow Table in Mobile App
development Process of “Reverse Engineering Vulnerability”

Process Security Verification Code
Adequacy of app
. authorization and resource A-4.3
Analysis /
Design reference
Check the Reverse
Process . . . .
engineering and integrity A-71
verification
Development | Inappropriate use of app
o D-12
Process authorization
Check the Repacking App V-5.3
Test P .
est Process and Code verification V-54
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Fok 99l ¥ 874 552 Fig. 6, Table 99 2t
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A-31

Using network
communications

A-21
A-41 A-6.3

Inadequate access
permissions of network
resources

Use of network session

D-5.1
D-5.2
D-5.3

Plain text transmission of
information over
network communication

V-8.2
Abuse of

authorization via
network

CVE-2008-7298
CVE-2012-2562
CVE-2012-2217
CVE-2011-4276
CVE-2011-3975

Exposure of
important
information via
network

CVE-2011-2344
CVE-2012-0326
CVE-2012-2567

Fig. 6. VCG of “Network flow Information Vulnerability”

Table 9. Security Verification Flow Table in Mobile App
development Process of “Network flow Information

Vulnerability”
Process Security Verification Code
Adequate resource (data)
control over transmission A-31
section
Analysis / Restricted access to important A1
Design resources (data) :
Process Adequacy of app authorization Adl
and resource reference ’
Ad ar 1
equacy of login A-63
authentication logic
e D-51
Development | Code verification for D-5.2
Process transmitted resources (data) =
D-5.3
Handling of important V-61
Test Process information :
Authorization abuse V-82
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Table 10. Security Verification Flow Table in Mobile App
development Process of “Intent Handling Vulnerability”
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Information
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Handling of Intent data

Information
exposure via
Intent

CVE-2012-5182
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Fig. 7. VCG of “Intent Handling
Vulnerability”
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Process Security Verification Code
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na XSIS / Restricted access to
Design . A-21
important resources (data)
Process
Development | Code verification for App
D-23
Process resources (data)
Test Safe use of important
. . V-6.2
Process information
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Use of debug code

D-6.1

Deletion of debugging code

during distribution

V-7.1

Exposure of important
information in
debug code
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Fig. 8. VCG of “Undeleted Debugging

Code Vulnerability”
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Table 11. Security Verification Flow Table in Mobile App Table 12. Security Verification Flow Table in Mobile App
development Process of “‘Undeleted Debugging Code development Process of‘Input data Check and Malicious Code
Vulnerability” execute Vulnerability”
Process Security Verification Code Process Security Verification Code
Analy.S15 / Handling of Error Message 43 Analysis / Adequacy of login A-6.1
Design and log management A8, nalyss authentication logic A-62
Process Design -
andling of Error Message -8.
Process Handl f E M A-81
Development : : : ’ and log management A-82
Information disclosure in code D-6.1 g g -
Process
— - D-31
Test Process | Debugging information V-7.1 D-32
e . D-3.
Code verification for input D*gi
58 oled 7t 4T ¥ BNEE 3= MY((AHAE V9 resource (data) filtering D-35
] Development O
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Table 14. Check List of Android App Vulnerability

Type

Vulnerable Checklist

Exposure of important information stored in Mobile device

Handling of important information

Inappropriate permission of file data

Lack of security process

Maintenance of security process

Check the Hacking(rooting) Mobile device

Lack of source code Obfuscation

Check the Reverse engineering and code

Storage of important information in source code

identification

Abuse of resource data

Checking of app forgery

Plain text transmission of important information over communication section

Safe use of important information

Information exposure via Intent

Debugging information

Log storage of important information and checking for excessive log storage

Inappropriate use of app authorization

Authorization abuse

Abuse of authorization via network

Use of filtering for unsatisfactory input value

Input value verification

Execution of random input code and command

Exposure of error message
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Table 15. Security Verification Result of Android Mobile App - 1

. A Company B Company C Company
T Vulnerable Checklist . . .
ype uinerable LACCKhS Mobile App Mobile App Mobile App
Handling of Exposure of important information stored in device secure Vulnerable secure
important
information Inappropriate permission of file data secure secure secure

Maintenance of
security process

Lack of security process

Not checked

Not checked

Not checked

Check the Hacking(rooting) Mobile device Vulnerable Vulnerable secure
Lack of source code Obfuscation Vulnerable Vulnerable Vulnerable
Check the
Reverse Storage of important information in source code secure secure secure

engineering and
code identification

Abuse of resource data

Not checked

Not checked

Not checked

Checking of app forgery

Not checked

Not checked

Not checked

Plain text transmission of important information

Safe use of L . secure secure Vulnerable
important over communication section
information Information exposure via Intent secure secure secure
Debuggin, Log storage of important information and checkin,
. 61ns s & Do g Vulnerable Vulnerable Vulnerable
information for excessive log storage
Authorization Inappropriate use of app authorization secure secure secure
abuse Abuse of authorization via network secure secure secure
Use of filtering for unsatisfactory input value secure secure secure
Input value . .
np. . d. Execution of random input code and command secure secure secure
verification
Exposure of error message secure secure secure
Table 16. Security Verification Result of Android Mobile App - 2
. A Company B Company C Company
T Vulnerable Checklist . . .
ype vinerable LAeckls Mobile App Mobile App Mobile App
Handling of Exposure of important information stored in device secure Vulnerable secure
important
information Inappropriate permission of file data secure secure secure
Maintenance of Lack of security process secure secure secure
security process | Check the Hacking(rooting) Mobile device Vulnerable Vulnerable e
Lack of source code Obfuscation Vulnerable Vulnerable Vulnerable
Check the
Reverse Storage of important information in source code secure secure secure

engineering and
code identification

Abuse of resource data

Not checked

Not checked

Not checked

Checking of app forgery secure secure Vulnerable
Plain text transmission of important information
Safe use of - L secure secure Vulnerable
important over communication section
information Information exposure via Intent Not checked Not checked Not checked
Debuggin, Log storage of important information and checkin,
. eeing & e P e Not checked Not checked Not checked
information for excessive log storage
Authorization Inappropriate use of app authorization Not checked Not checked Not checked
abuse Abuse of authorization via network secure secure secure
Use of filtering for unsatisfactory input value secure secure secure
Input value . .
put va Execution of random input code and command secure secure secure
verification
Exposure of error message secure secure secure
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Table 17. Security Verification Result of Mobile App development Process based

. A Company B Company C Company
Type Vulnerable Checklist . . .
P Mobile App Mobile App Mobile App
Handling of | Exposure of important information stored in device secure Vulnerable secure
important
information Inappropriate permission of file data secure secure secure
. Lack of security process secure secure secure
Maintenance
of security
process Check the Hacking(rooting) Mobile device Vulnerable Vulnerable secure
Lack of source code Obfuscation Vulnerable Vulnerable Vulnerable
Check the ‘ ) ; .
R Storage of important information in source code secure secure secure
everse
engmeenng | Apuse of resource data Vulnerable secure secure
and code
identification .
Checking of app forgery secure secure Vulnerable
Plain text transmission of important information
Safe use of icati i P secure secure Vulnerable
important over communication section
information . .
Information exposure via Intent secure secure secure
Debuggin; Log storage of important information and checkin,
. £eme s e D & Vulnerable Vulnerable Vulnerable
information for excessive log storage
Authorization Inappropriate use of app authorization secure secure secure
abuse Abuse of authorization via network secure secure secure
Use of filtering for unsatisfactory input value secure secure secure
Input value . .
p- . Execution of random input code and command secure secure secure
verification
Exposure of error message secure secure secure

Table 18. Security Verification Comparison

Security Checklist Type Verlafl\fifbriehst Verification results

Security Verification Guide for Mobile e-Government service App 13/16 Secure(10),
Source code Vulnerable(3)

A Company . T ) - Secure(10),
Mobile App Security Verification of SmartPhone Finance App 12/16 Valnerable(2)
. . e . . Secure(12),
Security Verification Result of Mobile App development Process based 16/16 Vulnerable(4)

Security Verification Guide for Mobile e-Government service App 13/16 Secure(9),
Source code * Vulnerable(4)

B Company . . R < . Secure(9),
Mobile App Security Verification of SmartPhone Finance App 12/16 Vulnerable(3)
Security Verification Result of Mobile App development Process based 16/16 Secure(12),
Vulnerable(4)

Security Verification Guide for Mobile e-Government service App 13/16 Secure(10),
Source code Vulnerable(3)

C Company . L . . Secure(9),
Mobile App Security Verification of SmartPhone Finance App 12/16 Vulnerable(3)
L. . . Secure(12),
Security Verification Result of Mobile App development Process based 16/16 Vulnerable(4)

KIPS Tr. Comp. and Comm. Sys.
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