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Abstract Agile development methods regards an interaction among software developers, operating softwares, and
cooperation with customers as its main value. Most of the developing processes undergo a procedure called
tailoring to meet the relevant project. Yet, in reality, projects run in disorder due to their overlap with other
methods and management processes. As a result, the advantages of agile process cannot be fully used. So, the
information system audit has an important role to detect these problems and improve the qualities of agile
application projects. Also, researches should be conducted on Agile-based Iformation System Audit Model in
order to enhance the effectiveness of agile projects. This paper suggests a model for an information system
audit that applied agile developing methods. This model proposes audit domains and check lists for agile-based
information system. In order to verify the suitability of the suggested model, more than 89.3% of the checklists
were verified as suitable in all domains.
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A Study on the Agile—based Information System Audit Model
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(Table 2) Inspection Items for an Information System
Auditing [11,12,13,14], Re—edition

Current Check Items Steps

Anal 01. Check whether or not there is a proposal
ysis of a solution plan after analyzing current|Requirement
of problems in business

Dem |02. Elicit users’ request items as well as|Requirement

Current Check Items

Steps

and

sufficiency and suitability of the analysis

03. Detail level and appropriateness of
Usecase model of the system functions

Requirement

04. Check if an analysis class of
concept-level is sufficiently elicited

Requirement

05. Check if a prototyping plan of users’
interface was appropriately established.

Requirement

Anal

ysis/

Desi
an

01. Check if an object work and detailed
analysis of users’ request items are
sufficient.

Architecture/
Construction

02. Check if the Usecase model was
sufficiently refined.

Architecture/
Construction

03. Check if a prototyping plan of users’
interface was appropriately established.

Architecture/
Construction

04. Check if the users’ interface and report
paper were designed to ensure convenience.

Architecture/
Construction

05. Sufficiency and appropriateness in a
refinement of analysis class and detailed
design of class

Architecture/
Construction

06. Sufficiency and appropriateness in the
analysis/design of the inner/outer interface.

Architecture/
Construction

07. Check if the analysis/design for the right
of approach and
regulation was appropriately performed.

Architecture/
Construction

08. Check if the detailed design for the
components’ introduction / implementation
were appropriately performed.

Architecture/
Construction

09. Check if an unit testing plan was
appropriately established/

Requirement

Emb
odim
ent

0. Sufficiency and completeness in the
implementation of work functions

Architecture/
Construction

02. Check if the users’ interface was
implemented to ensure convenience.

Architecture/
Construction

03. Sufficiency and completeness in the
implementation of inner/outer  system
interface

Architecture/
Construction

04. Check if a right of approach and
regulation  functions were accurately
implemented.

Architecture/
Construction

05. Check if the unit testing was performed.

Architecture/
Construction

06. Check if the integrated testing plan is
appropriately established.

Execution
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(Table 3) Comparison between a Current Audit
and Agile Method[10,11,12,13,14],
Re—edition

- perspective classifications are|

identical
- |- Diverse auditing perspective or
Inspecti orocedure, pro duction; standard§ 'fit for diffefent
on characteristics are  required
products  are

.. . loutcome .
Criteria| . . |because agile
- inspection standard :| .
based diverse.

lied i . i ' . .
on applied in a diversified ~Understanding of agile using]

.. [matts based
Auditin md'gr . ase Onprogress should be preceded
auditing field .
g because  agile  management]|
perspec process are diverse.
tives - A secured plan enabling the|
traceability of each product is

required.

Perspective

Current Audit Reformed Model

- Steps Analyze|

r e uests,| & .
a - Steps: define request, release|

Analysis/design, . .
nalysis/design plan, architecture/establishment,

implementation,| . .
P . '[testing, performance in 5 steps,

testing, development in| X . .
analysis/design in the

5 steps . .
ps - architecture/establishment — step,
- Definition of|. . .
. |implementation, etc. Repetitive
requests, design,

performance.
-point of time: Release plan,
. . architecture/establishment,
auditing if necessary]| . .. .
.. closing auditing and importance
or  additional  and N ;
of resident audit

resident audit are . .
. - Repetitive and progressive|
possible to be|
development
performed . .
- Analysis, design, development|

- Steps are clear and o
distinct such as steps are not distinct.

analysis, design etc.

Audit |Auditing in the final
Point |steps, step—by—step

- Classified into|- Flelds are the same but
system  architecture,jactivity in the change
application system,jmanagement sector is important
Audit |database, quality|-  Architecture, development
Domain|assurance activity, and|centered auditing is necessary
business management |- Activity for measuring sprint
periods and activity for qualities
are important
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(Table 4) Audit Time of the Current and Agile
Method Audit Model[11,13,14]

Classifi Audit Time

cation

Current . . Ope|
audit Pieqﬁ;ggin Anaii:;s/de Implementation | Test | rati

model n

Agile Requir Architecture/construction

method ement. Rele Spri Andl Spri Ope|

ology definiti | 3¢ nt sis/dz Develop Test nt | Test|rati
audit on plan| Jaun |~ -ment Revi n
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(Table 5) Check Lists deduced from the Change
Management[15,17]

.. | Audit
AP;iltt Do;nal Activity Remarks Rei(r;lar
Analyzing the interested
Launch Establishing |parties, - planni-ng N
/ plans for |scrum/agile education | Additi
Plan |Change change |training, assigning change|onal
management |management, and other
Manag planning
Execut |ement . |Distinguishing/eliminating
ion/ Pel"}fl(’)nmng organizational ~ obstacles|Additi
Regula ma;azzi‘?en ¢ according to the |onal
tion environment  of  Agile
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development and
performing  programmatic
change management

Evaluating

Measuring the team

Termin effectivenes |performance according to| Additi
ation s and |the Agile project| onal
performance |measuring index

of business
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(Table 6) Audit Viewpoint and Check Criteria of
Agile Model[11,15]

Audi

tVie | Inspecti . Re
le. = 0 Related characteristics 1
wpoi n rks

nt |Standard
Business management planning

Plan . . .
Reasona construction/management, evaluation of| Exist

bility suitability of establishing and following | ing

procedures

Establishing development/
management/maintenance procedure and
reasonable establishment of existi
risk/schedule/quality/form/human ng

Proc | Process
ess | Reasona

bility
¥ resources/change management
procedures
. Following plans and risk/schedule/ .
Complia . Exist
D quality/form/human resources/change | .
nce . ing
management procedures fairly
Function| Sufﬁcienc'}f, completeness, .agcuracy, Exist
alit interoperability, and connectivity of the in
Prod Y Functionality function e
uct Exist
. . . Xis
Integrity Data integrity and accuracy inlgb

. User convenience, management Exist
Usability . . .
convenience, and learning ing
. System stability, service continuity, |Exist
Stability | ilty, servic v B
quick restoration ng
X . . . Exist
Security | System confidentialness and safety inlg
Efficiency of using information resources
(human  resources, server, etc), work .
. .. . Exist
Efficiency efficiency, quick answers, system in
extendability, technology development e
compatibility
Complia Following criteria/procedure/ Exist

nce standard/methodology of  the product | ing

Consiste | Analysis, alteration, existing, traceability,|existi

ncy maintainability ng
N Satisfaction of work/technical .
Sufficien . L. Exist
oy requirements, achieving performance ing
goals, sufficient task scope
. .| Concreteness, feasihility, efficiency of .
Perf | Realizahi | . » Ieasibiity, Y Exist
. investment, achieving the performance | .
orm | lity o ing
ance goals, system availability

Speed and  receptiveness of Agile,
Producti | frequency of release and repetition, test | Addit

vity productivity, business accomplishment | ional
and productivity
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(Table 7) Check Lists of Application System in
Agile Audit Method[11,13,14]

Audit
Time
Require|01. Analyzing current work and checking|Existing
ment |[whether possible solutions to the problem are
Definiti | proposed or not.
on |02. Sufficiency and adequacy of deducing and|Existing
analyzing users’ requirements
03. Adequacy of use-case model specification|Existing
level about system function
04. Checking whether conceptual analysis|Existing
class was deduced sufficiently
05.  Checking  whether user
prototyping plan was set fairly
06. Checking whether test plan was set| Change

Basic Check Items Remarks

interface | Existing

appropriately
Release|01. Checking whether release planning was|Addition
Plan |set appropriately by analyzing requirements al
02. Setting repetitive plan and appropriate| Addition
selection of story for the release al

Archite [01. Sufficiency and completeness of work and| Change
cture/ |detailed analysis of user's requirement/|
Constru|design/implementation of functions

ction [02. Sufficient refinement of use—case model |Existing
03. Appropriate performance of user interface|Existing
prototyping
04. Designing for convenience of user| Change
interface and its report
05. Sufficiency and appropriateness of refining| Change
analysis class and designing class in details
06. Sufficiency and appropriateness of| Change
interior/exterior interface analysis/ design/|
implement
07. Appropriate analysis/design/implement of | Change
access privileges and control
08.  Detailed design for
implementing the component
09. Unit testing Existing
10. Sprint review for each sprint New

introducing/| Change

o 434 S 98 Wakae G #7h 1e 9
o= Akt 7 B wek A GRS At &
o e ZRAE ) out o] H5/AY, Ay
FA, 2 WAR RGN 29 wAE wa
AR 5, olslBAR A, Wa Bl M) %4
% A, A So] A4k £ HYLA F
A AARZOT A/ EA WA Asin AL w
o Age Fal, BAE T A Qe B9 F
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(Table 8) Check Lists of Change Management
in Agile Method[15,17]

Audit

. Check Items Note
Time

Activity

01. Is the alteration management|Addi
plan appropriately established? tional
02. Are the diverse related people|Addi
Establish |distinguished and filled out a list? |tional
ment of |03. Are continuous scrum/agile
Alteration |education training plans based on|Addi
Managem |repetitive developing environment |tional
ent Plan |appropriately established?

04. Is there a  specific
group/manpower that will be|Addi
responsible for the alteration |tional
mangement sector?

Launc
hing
Plan

01. Is the alteration management
appropriately performed based on
alteration management plan?

02. Did an activity to
distinguishing main
cause/elimination of gorup obstacle
due to changes in agile developing
environment performed?

Addi
Imple | Performa tional
menta| nce of
tion |Alteration
Regul | Managem
ation ent

Addi
tional

Effectiven
ess and
Close |evaluation
in
business

01. Was a measurement of team
outcomes according to an agile|Addi
project  measurement  indicator|tional
accurately performed?
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t&le] o} <Table 9> A% AEIES AAEA Product Detailed Inspection Items Note
integrated testing
Check if there is a description about defect
(Table 9) Check Lists for Main Products of Agile management (defect management steps, tools,| Existing
AUDIT Method[13,14,15,16] etc.)
Product Detailed Inspection Items Note Check if there is a description about progress
Check if the request lists related to system management (Progress management period, | Existing
(function, non-function, system interface) are|Additional targets, content, template, etc.)
elicited completely. Check if there is decriptions about test Existing
By giving descriptions of testing items, check ceasing and resuming standard.
if the people in charge of Check if there is a release schedule in the .
. . Additional
Users’ designing/developing can understand detalle':d Additionzl backlog of products
Story contgnts of - request l.t cms and. apply 1r,1 Release Check if stories for release are selected. Additional
practical use when implementing users Plan
stories. Check if users’ stories in the products’ Additionzl
Check if a priority in important work backlog were estimated.
functions or common functions are Additionel Check if users’ stories that a team will
understood  to enable smooth management implement are included in the sprint’s|Additional
process. backlog.
Check if a list of total functions that the team Check if a standard to complete users’ stories| , ... .
will implement are included in the products’ | Additional .~ |are clear and accurate Adcditional
backlog. Sprint Check if an operation time exceeded a sprint| , ...
Check if the alteration items based on back period Addtionzl
alteration lists and alteration request forms |Additional log Check if a work is split in detail to complete .
are included in the products’ backlog. work within 16 hours. Additional
Check if the defect lists from completed Check if alteration items are included in the
Product users’ stories are included in products’|Additional sprint’s backlog in case modification items|Additional
backlog backlog. : : occur during sprint operation time.
Check if the story point of users’ stories are Additional Sori Check if customers’ opinions through
assesed in an appropriate level. PNt - tomers’ participation are continuously | Additional
Check if danger assesment was performed Review applied
based on a danger priority ranking elicited| Additional Check if informations in the product backlog
from users’ stories. . or sprint backlog are accurately updated to|Additional
Check if the users’ stories are allocated in the E)‘(tht apply in extinction charts.
sprint according to danger ranking or|Additional Chart ey ook it sprint glance plans and records are| , . .
relations to implementations. managed based on users’ story. Additional
Check if modified records for testing plans Existing
are described. )
Check if an objective for total examination is| ., . .
. Existing
described. IV x_" ol._o_l 7.' =
Check if a testing performance group is Existing - = 0o
clearly stated. ) Je R 10 [, 2610
Check if testing steps(unit, function, system, Existing s /\]—.,] EH 42 <Table 10>J+ ZEO] /}qu O}Mﬂuﬂ’
factors) are defined. 7| 4464%), Z2AE FAe]/ALdde]/F 2 7] (7.14%),
Che'ck if a statement about a testing Existing TNEERH(17.9%), Ao A7)(14.3%), dlo]Emo] 2
environment 1S present.
Test Check if a statement about the tools that| . . . /DBA/5.H 31(357%)7 JNIZ}/SA/TA/EF/71EA 4
Plan . L. . Existing
would be used during testing is defined. (10.79) = :FL/\é]Qoq 9\}\1;}
Check if the testing schedule is stated. Existing
Check if detailed contents for each testing Existing T .
step are described. able 10) Results of a Survey on Understanding
Check if checklists for unit testing are Existing Characteristics of the Surveyers
defined. - Auditor| PM | Developer | Analyser DBA| TA | Total
Check for the presence of contents about Existi - ]
scenarios for integrated testing. xsting number| 13 2 B 4 1 3 2
Check if there is a statement about Existi percent| 464 | 7.14 179 143 |357| 107 | 100
. . xisting
procedures in build management for an
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o2} HPH RS A 85le] TR AES ¢t AIS (Table 12) Results of Check Items in Application
B ARdAE SRRk 75%7F 1 ~ 23] ojAH W System
29 7@ gon, 19 F D% ojAYd WHE =2 Appr | midd|| Inapp| » 32?»3
AEo| 7ha] Adlo] 9= Aoz ZAE AL Check items op:at e;rglgo rZi)en age | Devi
ation
(Table 11) Results of a Survey on Experiences Checking whether  test plan w | o | o |0z
of Agile Development Methods was set appropriately : 2
Count | None 1 2 |3 ~ 4 |above 5| Total Checking ~ whether  release
- planning was set _ _
number | 7 6 15 0 0 28 appropriately by analyzing| 28 | O 0 |45 1050
percent| 25 | 214 | 536 | 0 0 | 100 requirements
Setting repetitive plan and
appropriate selection of story 28 0 0 | 439|049
A PR A8 meAue] ge) Ba oy [for the release
o that Helo tiste] “Fasit#a eH3 HA-7) Sufficiency and completeness
L f work and detailed analysis
0 Q] upH 2ol AdFaF 7hg] o] = Aol oA o
100% = OHZ]—E [INE] Oﬂ l \:lt?j' ua ’] o oo] 1_]—1 of users requiremenv 5 0 0 450 | 050
Ha gl design/implementation of]
functions
(Table 12) Results of a Survey on Necessity of Designing for convenience of
Auditing in Agile Audit Model user interface and its report | 28 0 0 | 4431049
Auditor | PM |Developer | Analyser | DBA | TA | Total Sufficiency and
o appropriateness of refining
Necess| 43| 5 | 5 4 |13 3B analysis class and designing| 28 | 0 | 0 | 450 | 050
ary 100% . .
class in details
Unnec 0 —
0 0 0 0 0 0 5 Sufficiency and
essary 0% . L.
appropriateness  of  interior
/exterior interface| 28 0 0 | 450|050
analysis/design/implement
41 OfKIY WwHEs mgE meMeo| A
_ _ Appropriate analysis/ design/
HA st=o0f st 220 implement of access| og 0 0 | 439|049
2] A7) B0 tY AR 3PN Aok ofzpey  Privieees and contrel
WHe 2ERd o 4 3% 5 L wge gagy B Dealed desion for
B . B introducing/implementing the 28 0 0 | 4391056
Oﬂ FH—C—’}'O:] Z‘IL 601—%[1}- DH—?_%E—(5@), %—8—(4@!), —‘i (3 Component
d) = 3| & 2 Qo) 3| )
;ér), E—g—gj\q—(Z u), ;\ﬂd E—IOJ—HAEHlxn)Q] %kgi ﬁ7] O}' Sprint review for each sprint 5 0 0 146 | 050
L5 stk AE Adel i &5 A3 Hee BE =
° “mpow g . 3 Q"= A3 “g)
S 7| R “reda - dats AR, “Fagit Average Response Rates (100 (0(3/) (0(3/) 446 | 050
A8 Faglte 2A% Ao Qe o
4.1.1 SEAAH J[2HAEF0l 2e 220 412 H3pRE| 7|2HASS S M2z}
ozt 7] Rl e] SEA|2E JolA AelH olxpel 7ha] melo] o] Walvha) ololo] WA
AFEo] ek A3 =i AR Al A A g Agge 883 % wo SFoln BE 970
o 0, ko AP Al
2 100%% e o, AEZA3= ol <Table 12>9F 82%% MEAT= old <Table 13>3 2t}
page’
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(Table 13) Results of Check Iltems in Change (¥ 14) Results of Check Items in Agile

Management Documentation
. Apg sty iz Aver | Standard App| middl | Inap| S|
Check items ropri| —grou | prop .. . Avel ard
X age |Deviation Check items ropr] e-gro | prop| .
ate | nd |riate . |ragd Deviat
ate| und |riate ion
Is the alteration management 9% 9 429 075
plan appropriately established? . -5 Check if the request lists related to
system  (function, non-function, ,
Are the diverse related system interface) are elicited 2|0 047 043
people distinguished and| 23 4 421 | 077 completely.
filled out a list? . . -
By giving descriptions of testing
Are continuous scrum/agile items, check if the people in charge
education training plans of designing/developing can
based on repetitive| 24 3 421 0.77 understand detailed contents of| 28| 0 0 (471 045
developing environment request items and apply in practical
appropriately established? use when implementing users’
s - / stories.
s there a specific group, - . -
manpower that will be Check if a pnont} in important
responsible  for  the| 24 | 3 418 | 076 work functions or - common| pg || | 465 (47
alteration management functions are understood to enable
sector? smooth management process.
- Check if a list of total functions
Is the a!teratlon management that the team will implement are| 28| 0 0 475 043
appropriately  performed| o | 443 | 056 included in the products’ backlog.
based on alteration - —
management plan? Checl; if the al;tf:ratlon éterr;s ba;ed
on alteration lists and alteration
Did an  activity to request forms are included in the 810 0 |468 047
distinguishing main cause/ products’ backlog.
ehmm?mon th group| - o 1 432 0.71 Check if the defect lists from
0b§tace due to ¢ anges. m completed users’ stories are| 28| 0 0 |4.61] 0.49
agllfz develo?mg included in products’ backlog.
environment performed?
Check if the story point of users’
Was a measurement of stories are assesed in an| 28| 0 0 1461 049
team outcomes according appropriate level.
o an agie . p.mJeCt % 2 432 060 Check if danger assesment was
measurement indicator performed based on a danger
accurately performed? . . .. 1281 0 01471 045
priority ranking elicited from users
25.0 93 stories
Average Response Rates |(89.3 @® 2'% 25 | 4.28 0.70 Check if the users’ stories are
(y) .. () . . o .
0 allocated in the sprint aLco-rdmg to %l 0 0 468 047
danger ranking or relations to
implementations
4.1.3 OiXtY MESof cHst Al E =0 Check if modified records for %l 0 0 |468 047
3t Mz} testing plans are described ’ ’
= _ - Check if an objective for total N
o] 7} I dloj| A o] A=E B oA 1
oAt el A e} el tied AT HEY examination is described. 8|0 01464 048
ol tig A2 995 %2 =2 0]11], R k! Check if a testing performance %l 0 0 la64 048
o] 05 %= YEhto \:t]y AL A= o} <Table 14>9} group is clearly stated. ’ '
Fanel Check if testing  steps(unit,
function, system, factors) are| 28| 0 0 1493 0.26
defined.
(,he-ck if 'a statement about a %l 0o 0 |40 096
testing environment 1S present.
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App| middl | Inap e
. Avel ard
Check items Topri e-gro prog Deviat
ate| und |riate B . a
ion
Check if a statement about the
tools that would be used during| 27| 1 0 |4.86| 0.44
testing is defined.
Check if the testing schedule is 7] 1 0 lagol 047
stated.
Che'ck if detailed conto?nts for each %] 0 0 |49 019
testing step are described.
Check %f checklists for unit testing 71 1 0 | 486l 044
are defined.
Check for the presence of contents
about scenarios for integrated| 28| 0 0 4.8 031
testing.
Check if there is a statement about
procedures in build management for| 28 | 0 0 1493 0.26
an integrated testing.
21.8 015
Average Response Rates 99.| o 0 1477 041
o (05%)
5%)
42 Ofxtd =wHE Ziz|zgel Xgtd ZHE
=35t
od
Aol A AlRbE oAb HHE A BES 7k
o= Bay, el A%, el Gl e AE A,
96%~100%61 4 “BLY" % ‘9702 2AbsIglet

(Table 15) Results of Agile methodology Project Audit

Classification Yes No

Necessity of Agile applied projects 100% | 0%
Suitability of the audit time 100% | 0%
Necesgty of adding the change management 9%6.4% | 36%
domain
Contribution of quality improvement during the
audit, which is suitable to Agile methodology| 100% | 0%
applied projects

A4 FEo] Ao ek A AL AT S8 Al
S A RAARRE 1000 A, W RAALE
< 89.3% A3 oAY AEE AFAETE-S 995%

(Table 16) Total Results of Appropriateness in
Agile methodology Audit Model
Classification Items | Suitable | Average| Not
Suitable

Check lists of Application 10 100% 0% 0%

System
Check lists of Change 7 89.3% 9% 0%
Management
Review lists of Agile 20 | 9%95% | 05% 0%
products
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