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Abstract

Voice over IP refers to technology that enables routing of voice conversations over the Internet or a TCP/IP
network. VoIP communication costs cheaper than traditional analog phone. Phone calls can be made to
anywhere / anyone: Both to VoIP numbers as well as people with normal phone numbers. VoIP protocol
equipment available today follows the SIP standard. Older VoIP equipment though would follow H 323, MGCP,
Megaco/H.248. A SIP server is the main component of an IP PBX, dealing with the setup of all SIP calls
in the TCP/IP network. A SIP server is also referred to a Asterisk IP-PBX. A VoIP telephone, also known
as a SIP phone or a softphone, allows the user to make phone calls to any softphone, mobile or PC by using
App store. A VolIP telephone can be a simple software-based softphone. However, the SIP Server and the
program is vulnerable to VoIP attacks. In this paper, eavesdropping attacks tested by using the Asterisk SIP
server. Eavesdropping attacks and TLS security methods apply to VoIP system. TLS can be applied to
determine whether the eavesdropping available for VoIP Environments.
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J8 1. H.3239 7|5 M E[5]
Fig. 1. H.323 system block.
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2-1-1 H.323 ZTREZ 74
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% 2. H.3239 Z2EZE AH JAME[5]
Fig. 2. H.323 protocol stack system block.

2—2 SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= ITU-T<] H.3239])
HeHE B 793 22 e2e 7)E EAsy
(PSTN) A3} MHIAE Z & A B3 Ol
Yl §87]9 wHog dutsl FHojrlal Q= 1P 7]
1] VoIP(Voice over IP) AJH] 29 A|1dy 22 &
F2ZA Bo] ARHI Qe ZEEZo|THe).

SipE QY #E Z2EZ BF AIE 71K
31 Q)= IETFOlA] 19991 RFC 2543 0.2 #|oHe o] %
A AAS AdPste] 2002 7€ o] HATk

IETElA Aold SIPE SlEYl S8AuH29

Aell, ZAA] ; SIP(Session Initiation Protocol) 7]¥He] VoIP Ko T2 <1 423

Client-Server Edlof| ujg} A ojg]o] glom, AJ2H 9
TAHLAZE 74 ol|o]E(UA), SIP server, Proxy
server, Redirect server, Registrar”} 1T

Calling Side Calling Side

I8 3. H.3239| Server FAE[5]
Fig. 3. H.323 Server system block.
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Fig. 4. Relation Diagram of SIP stack and another
VolP.
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SRTP= RTP EZF3} RTPo|| that #] EgfgQl
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AR Q1F E AAE BA T Bl AulAE A
33l= RTPY] 8- o]th[7] SRTP= RTPY] H|o|EIS
ors3lsle] Falsle ZREEFo|W [28bit F&
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SRTPY] 7184& frAlst7] Halixe 719 718s

Ashe Ao BR A% WS AR, 152 34
U HMACS &3l AlFE 4 TS,

2—3—2 TLS(Transport Layer Security)

TLSE SSL 3.02 7]%Z IERFOIA 1999
RFC2246 B0 THE A0 Z A T 7l E28-4
ZZ2 AfoloA] FiQle] HHE T} HloJE 9] F
AXE AF87] Yl THEolH AL SSL 3.03 FrAls)

Sender Receiver i R-1

J8 5. sRTP #x[7]
Fig. 5. sRTP system block.

7k 53k 7] ghet) TLSY) 71508 HAA &
, HMACO] &gt WAIA] 724 AlE, AFSAE ©f
J server 2 FTPo|AES A3 QSAE, 458
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a9 63 Zo] TLS ATTEs} TREFY FF
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Protocol
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I I I

TLS/SSL Record Protocol
I
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I8 6. TLS AST=% Z2ZEE SF[9]
Fig. 6. Class of TLS Layer structure and
protocol.
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Table 1. Device of Test Environment.

Device Test Environment
Window 7 Ultimate
PC HDD 200GB
RAM 2.0GB
Android 2.3

Smart Phone

Fo30] 1.2GH:
(HTC Sensation) frddsol ’

9 W2 16G

SIP Centosb.6,
Server Asterisk PBX 1.6.2.7

/54 AP ipTime N6004

E 2. Testo] AF2El Program
Table 2. Program version of Test Environment.

Program Version

WireShark .
Version 1.6.2
Tool
Application Simple SIP Application 1.0
X-Lite Version 3.0
Soft Phone . .
PhonerLite Version 1.75
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Fig. 7. User Interface of SIP server
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Fig. 8. Screen of SIP server.

3-2 13! 1%

SIP serverE ©]&3}d VolP 3} W& =4S
71918} AHEARZE VoIP A8} 531 F fr/F-41 AP
A% PCo WireShark ToolS ©]-&3}] APE &
AEEHE HZE AASATE VoIP HF HA W)
I 99} 23, Y 10914 VoIP W3} E3lo] ¥
dE AN 27317 A8t SIP Server IPE ©]-&
of HT A|A VoIP M3} F&lo A 7t B
AXA 7S AT

o
2 rg o

]_

ol

o
o e ro



S=aa)ets] =A] A 178 A4 35 20139 89 (JKONI 17(4): 421-428, Aug. 2013)

a8 9. WireSharks 0|83t mj7l 24
Fig. 9. Analysis of packet using WireShark.

PR R BEERAES

Fliter. Ip.addr==192.168.94 253

AR L A I TR RS ]

v CExpression.. Clear Apply

7039 46.732276
7041 46. 747801
7042 46.752052
7043 46,767713
7044 46.773162
7045 46,787729

Destingtion

Source

192.168.94,253
192.168.94,223
192.168.94,253
192,168.94.223
192,168, 94,253
192,168.94,223

) -»‘T 3
11669423 kP
192,168, 94253 TP
190,168.%4.203 rIP
192,168.94,253 R
SLTALLA Tt B
102,166.94.283 114

Destination Prob

+108. 94, RTP
192.168.94.223 RTP
192,168.94.253 RTP
192.168.94.223 RTP
192.168.94.253 RTP
192.168.94.223 RTP
192.168.94.253 RTP

' =
P=ITU- T G I'CHU SSRC-OxBMEZ&. seq-uam T‘Ille-4173207779
PTEITU-T G.7L1 POMU, SSRC=04CTA16%A, SeqsT976, Tine=L001680
PT=ITU-T G711 POWU, SSRC=DA30CED6, Seq=63352, Tine=4173007930
PT=ITU-T G740 PO, SSRC-ONCTALE00, Seq=T377, Tine=1001840
PT=ITU-T G, 741 PONU, SSRC=DX309NE2E, 5eq=03353, Time=41732080%9
FI=ITU-T G780 M, SSb:wamiﬁm. Se0e74T8, 'fiae-iﬁﬂlm

a2l 10. FEA JLIE.IEI
Fig. 10. Packet Filtering.

E 3. SIP &=
Table 3. Method of SIP.
HAE &
INVITE AR AR
ACK INVITE dA1A)e] AF-SH thgk 54
BYE AR £8
CANCEL AR A
REGISTER AH&AF URI 5%
OPTIONS Aeigrel Ag 7Fs 715 dis 49
INFO 53 7 Aladd #E
PRACK Provisional Response Acknowledgement
UPDATE AR AR 54
REFER Al URI &%
SUBSCRIBE a4 9%
NOTIFY a4y JH FA
PUBLISH TR TE
* URI : Uniform Resource Identifier

AHE 97 24

A3} SIP Servers 3 X 33

22 SIP A4S P& INVITE, CANCER, ACK, BYE

SR REE

J,} 0/\40 A

Z3l= v]Ho] RTP )

21& 1T 4 JS Bt ofye} AEA T
Source [P} Destination IP, AM&-¥ Fulo] AHE &

2= ohq_

B A% ZAzelq RTP FEW ZEHES ol
Payload Type = X% G.711 PCMUZ AT H Ho]
222 ¥iebal leS YeEhlaL, SSRCTF 2om
2, TYS AN B SAYS g1 5
o} %3k Sequence NumberZ} 56090914 14 Z7}s}
Al ]3‘3%, olo] wt WIEH Al F7l &40
goldk 4 9tk TimestampES R,
Tlmestame]r Sequence Number= RFC 35509 @il
ARl wet A stA A E.

>£l‘

3-3 T3 Test

Eavesdropping TestE 3}7] ¥1&}¢] WireShark Tool
9] VoIP Calls 7]%5% ©]83F] G711 u-law=z tJZH

Al =™ Smart Phone ¥} PCY] X-Lite7tS] &3} U
£S5 55 F Atk

SianTime  « SlapTime  « Iniial Speaker ¢ From ‘ « Proocal ¢ Packets ¢ State <« Comments
%.2%29 55942700 192, 168,94.240 109" <sipi109@ 192, 168.¢ <sip: 11007192, 166,081 SIP 3 CANCELLED
28,28039 625875 192, 160.94.240 108" <sip:109@192,163,€ <sip:1 102192, 168,0,8:41.SIP 3 COMPLETED

7 VoIP Eavesdropping Test.pcap - VolP

(1 Fiam 152 159,04201 3014 s 192158856844~ Dlaion27 38 O af So OGL0%)” Wedng Timssiam 1001567
Jiter bufer [ms] 9] Use ATP timestamp [ Decode | [ Blay | : Close )
[

38 11. VolP Calls 7| S22 Sslig &
Fig. 11. Eavesdropping Test using of VolP Calls
Function.

Detacied | RTP streams. Choose on for forwand sad reverse direction for anslysis
1014 o E @eliCazF0  7HL 138 000 (ET

Sufoct a forward stream with feft m %
e s e P

SciPadd « Srpoi +0stiPaddr 4 Dstpod  { SSAC < Pavioad « Packuts « Lost « Max Dalia (ms) <

BT=TTU-T G711 PCHUC

cled 1338) Lost ATP, kets = 0 (0L00%)  Sequent s =0
14 conesponding to 105 He (-1.82%) sk

[ reetee |:n u:]aew Sl Serds || MaikPaciaa | Piepaa s | rsiyes [ e

|Savepayioaw. |[SaveasCsv.. || Bewesh | somptn || Graph ][ Player || Newtnon-ox | ciese

]

12 12. RTP AEg 24
Fig. 12. Analysis of RTP Stream.

TE8E RTP Stream Analysis %4 7]52 ©]8-3t4
RTP #§719] payloadS ZF3te] 427} rawsl A
WEE raw Ay GWSF raw S A4S Cool Edit
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il

Pro ZE 1S o] &3} G.711 PCMU codecS AH&-
sted O3 Al7|A Hd Hst F3F Ulgo] =4d
=3

3—4 SIP server TLS &2

T4 349 st Bt WO Z VoIp AH| 9]
F7e] Hto 2 TLSE A-&-3hth VoIP A3} 533t
of TLSE A&3l7] YallA= Asterisk7/} AXH
CentOSo A OpenSSL-1.0.0d.tar.gzS A |3}l Server
o} Client7toll A5 = AL S A3 &g
£ ARSI sip.conf BHUol TLSS HAE &5
2 FUKEthI0 328 132 TLS A8 ¥
SmartPhone@} PCZ+2] VoIP 3} F3}5 WireSharkE
ol-g3to] AA g U &olth

[@rmiseop - e =
e S Vew So G avyee Sais Tegphony ot
BEeeN EEXZE | ¢+0T2 [EE QAAD EBRK B

e [padito2 6694255 [ ——

No. [mime. source Destnaton provocol | nfo

Q8 13 TLS X8 17 24
Fig. 13. Analysis of TLS Packet Data.

1 602 42:180692 152.168.94 253 142,168 94 223 S51v2 Cllnt Hello

& Frame 6052 (187 bytes on wire, 187 bytes captured)

Ethernet II, src: Elitegro_22:92:79 (00:0d:87:22:92:79), Dst: Mototech_92:27:37 cﬂo:sn:b-'

Internet Protocol, Src: 192.168.94.253 (192.168.94.253), Dst: 192.168.94.223 (192.168.94

= Transmission Control Protocol, Src Port: 47982 (47982), Dst Port: sip-tls (5061), Seq: 1
source port: 47982 (47982)
Destination port: sip-tls (5061}
[Stream index: 225]
sequence number: 1
[Next sequence number: 122
Acknow]edgement number: 1
Header Tlength: 32 bytes

= Flags: 0x18 (PSH, ACK)

= congestion window Reduced (CwR): NOT set

... = ECN-Echo: Not set

.. = Urgent: Not set

T8l 14, TLS Hello HA|X|
Fig. 14. Message of TLS “Hello®.

(relative sequence number)
(relative sequence number)]
(relative ack number)

»5‘1 JM—% ®4 A3}, Feo|AEZ} LS 94

E WAIAQ Client hello
Sever hello WIA]A] 52 #Holaldt). el
OqEE TLS 1.0 HA-E AHE3l3 93 Seko]AET}

A4 Vst Hel M52 onlolES] T o
267HA17F €A oIt} ChiperSuite™ 7] 22
o} Al 18]31 MAC HH2jo] ¥AE o] Sit} Server
hello#| A Aol Eelo]AE7} A Ydl= Bt WA E

&3¢l AES CM 128 HMAC SHAIS AlEia}o]
AR Sl

B Tis peap - Vo calls

192.168.94.223

F"ﬁsm# VolP - RTP Player Time 19216894755  COmmer
36627 SEEELQM s1p From: sip:

36628 SIP Status
36629 SIP Request
36733 U s1p From: sip:

36734 SIP Status

35800 SIP Status

i 45353 @000 SIP Status
[T From 192.168.94.223:38490 to 192.168. 45 3gg RTP Hum pacl
45417 RTP Hum pacl
Jitter buffer [ms] |50 = [ Use RTP t\me’ 45.563 P Rt
SIP Request

I s7n71 SID Status

& 15. VolP Call % SIP Message Flow
Fig. 15. Flow of VoIP Call & SIP Message.

TLSE &3 &3 Testol| = SIP/SDP =, IP Al
INVITE, CANCER, ACK, BYES9] A
A HFE ol & & YA, =3 Souce P}

A3k

5
Destination IP%= 2+

Payload Type: ITU-T 6.711 PcMu (0)
Sequence number: 56169

[extended sequence number: 56169]
Timestamp: 883630240
synchronization Source identifier: Ox11c422f0 (298066672)
Payload: 3B363A3F2C3E45D2CH EFSD1BFC2CEBDADC! 173F7...

9f 09 bd 05 08 00 45 0
5a dc c0 a8 5e fO €0 a
b4 a2 di 80 00 db 69 34 5

3a 3f 2c Ze 45 d2 ce dl
o £5 dl B c7 ch da de AQ Ad ad A1 73 £7 da ¢
Payload type: ITU-T G.711 PCMU
Sequence number: 7964
[eExtended sequence number: 7350
Timestamp: 999760
synchronization Source identifier: Oxc74169da (334295292
Payload: 7FFF7FFF7F7FFF7FF FFEFFFF7F7F7F7!

79 UO S0
0 11

96 QO b4
9 da

a8 16. TLS M & ﬁ = RTP Payload
Fig. 16. Before & After ; TLS applying RTP
Payload Message.
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