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Abstract

The combination of biometrics and cryptography gains a lot of attention from both academic and
industry community. The noisy biometric measurement makes traditional identity based
cryptosystems unusable. Also the extraction of key from biometric information is difficult. In this
paper, we propose an efficient biometric identity based signature scheme (Bio-IBS) that makes use
of fuzzy extractor to generate the key from a biometric data of user. The component fuzzy
extraction is based on error correction code. We also prove that the security of suggested scheme is
reduced to computational Diffie-Hellman (CDH) assumption instead of other strong assumptions.
Meanwhile, the comparison with existing schemes shows that efficiency of the system is enhanced.
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1. Introduction

Biometric technology has been used to ensure a higher level of security. It is adopted in important
areas of the national infrastructure, such as electronic passports, visa application and immigration
control systems. Biometric keys have many advantages over common cryptographic credentials.
They are unforgettable, difficult to copy or share, un-transferable and do not need to be stored,
while typical keys can be forgotten, lost, stolen and can not provide non-repudiation [1].
Cryptosystems based on biometric characteristics of persons inherently provide solutions to these
problems [2].

Identity based scheme (IBE) [3] is a public key cryptosystem that allows the user to choose his
email address or telephone number as public key, instead of generating a random pair of
public/private keys. A private key generator (PKG) computes private keys from master secret key
and distributes these to the entities participating in the scheme. IBE system has its strengths and
weaknesses. The chief disadvantage of such schemes is that they did not allow human biometric
characteristics to be used as identities. Since the value of a biometric sample is often disturbed by
many noises and has distortion when sampled, we could not utilize available identity based
schemes.

In 2005, Sahai and Waters [4] proposed a new concept "“fuzzy identity based encryption™ in
which identities are regarded as a set of descriptive attributes instead of a string of social characters
in previous identity based encryption systems [5, 6]. In 2007, Burnett, Duffy and Dowling [7]
presented the concept of biometric identity based signature(Bio-IBS), where they used the
biometric information to construct the key yet has no concrete scheme. In 2008, Liu et al. [8]
proposed a new special Bio-IBS scheme. However, it focuses on the algorithm to generate key
string from a biometric measurement of signer rather than the construction of Bio-IBS. A toy
Bio-IBS scheme is presented in [8] without any security proof. Up to now, the existing Bio-1BS
scheme is very few.

In this paper, we present a new Bio-IBS scheme which possesses low communication overhead
and high security simultaneously. In our case, biometric measurements such as fingerprints [9], eye
retinas and irises [10], voice patterns [11] and facial patterns [12] are utilized to construct the key.
Using biometrics in cryptosystem however arouse a question that how to turn biometric data into
key and reproduce the key from noisy biometric information. There are three steps to overcome
this problem. First, extract biometric feature from raw biometric information with reader
equipment. Second, transform the data into identity utilizing an encoding function of error
correcting code [13]. Then, decoding function is used to reproduce the key string from biometric
information which may be disturbed by many noises and distortion when is sampled. Thus, our
construction has features of strong error tolerance and flexibility. We also present the concrete
scheme model and security model of Bio-IBS. Furthermore, under the Computational
Diffie-Hellman (CDH) assumption, our scheme is provably secure against existential unforgeable
chosen message attack (EU-CMA\). This assumption is more natural than the hardness assumptions
which have been recently introduced to other schemes. Hence, the proposed scheme is secure.

The rest of the paper is organized as follows. In section 2, we briefly outline the concept of
bilinear map, the harness assumption, threshold secret sharing and fuzzy extractor. In section 3, we
formally define a Bio-IBS scheme including the security model. A description of our construction
is followed in section 4 and in section 5 we discuss the security and efficiency issues. Finally, our
conclusion is drawn in section 6.
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2. Preliminaries

2.1 Bilinear Map

Let G and G, be two (multiplicative) cyclic groups of prime order p and g be a generator
of G. Abilinear map € isamap é:GxG — G, with the following properties:

*  Bilinearity: forall u,veG,a,be Z_, we have éu*,v°) =é(u,v)*;
* Non-degeneracy: é(g,9) #1;
*  Computability: there is an efficient algorithm to compute é(u,v) forall u,veG.
The modified Weil pairing and the Tate pairing are admissible maps of this kind. The
security of our scheme described here relies on the hardness of the following problems.
2.2 Computational Diffie-Hellman Assumption

Security of our Bio-IBS scheme will be reduced to the hardness of the CDH problem in the
group in which the scheme is constructed. We briefly recall the definition of the CDH
problem:

Definition 1 Given a group G of prime order p with generator g and elements g®,9° €G
for some uniformly chosen a,b e Z, as input, the CDH problem is to compute g®.

Definition 2 We say that (t,&) CDH assumption holds in group G if there is no adversary
running in time at most t can solve the CDH problem in G with an advantage at least ¢ .

2.3 Shamir’s Threshold Secret Sharing

In Shamir's (n,t) threshold secret sharing scheme, a secret s GF(p) is partitioned into
several parts s; as a share of the secret which are distributed among a set of participants
{R,---,P}. The secret s could be reconstructed by subsets with at least t participants.

Shamir’s solution utlizes polynomial interpolation to achieve threshold secret sharing. The
dealer confidentially selects a polynomial f(x) of degree t—1 with f(0)=s, i.e.

f(x) =s+§:aixi (mod p) .

If each participant P, is assigned a unique element ¢, the dealer sends P, the secret share
s, = f (). A participants' group S with |S|>t can recover the secret s by computing:
f(x)= ZA%S ) f(x) = ZA%S (X)s;
ReS ReS

where:

X—a;
A, ((X)= L mod p
" ijels_jgﬂ a; _aj

On the other hand, a group T of the less than t participants could not obtain the secret s.
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2.4 Generating Key Data from Biometrics

Extract cryptographic keys from biometric data is problematic since biometric information is
not perfectly reproducible. Recently, Dodis [14] demonstrates how such data can be used to
generate strong keys for any kind of cryptographic application. They propose the notion of
fuzzy extractor to describe the process of extracting a random string U from a biometric input
b . The extraction is error-tolerant in the sense that if the input changes slightly to b’ then the
extracted U will be the same. Dodis [14] describes three metrics to measure the variation of
input data: Hamming Distance, Set Distance and Edit Distance. Hamming Distance is defined
to be the number of bit positions that differ between b and b’ and is proved to be the most
natural and straightforward metric.

(1) Biometric Fuzzy Extraction

The fuzzy extractor construction using the Hamming distance metric is based on previous
work on the fuzzy commitment scheme in [15]. A comprehensive description appears in
[14,15]. Formally, a fuzzy extractor is defined as follows:

Let M be a finite dimensional metric space consisting of biometric data points with a

distance function dis:M xM — Z™ which calculates the distance between two points based
on the chosen metric. Let n be the number of bits of the extracted output string U and d be
the error tolerant parameter. An (M,n,d) fuzzy extractor is constructed with two functions

Gen and Rep. Genis a generation procedure. On input be M , the function outputs an

"extracted" string U €{0,1}" and public string V . Rep s a reproduction procedure allows

recovery of U from the corresponding public string V and any b’ that satisfying
dis(b,b) <d,i.e. Vb,b'e M with dis(b,b") <d, if Gen(b) - (U,V), then Rep(b’,V) »>U .

(2) Error-correcting Codes

Error-correcting code is an important part of the extraction process which will be mentioned in
the next subsection. A code is a subset C ={c,,c,,---,c,}<={0,5}", |C|= 2*, n>k which is
referred to as codebook and the elements c, in codebook are called codeword. Given a
codebook C , we define a pair of functions <C_,C, >. The encoding function C,:M —C
represents a one-to-one mapping of messages to codewords. The decoding function
C, :{0,3" — C is used to map the received arbitrary n-bit string to codeword. For instance,
the decoding function of [n,k,2d +1] BCH error-correcting code maps a given n-bit string x
to the nearest codeword in C with an error tolerant threshold of d . More details about BCH
code and other error-correcting codes can be found in [13].

(3) The Process of Extraction

We now describe the construction of a fuzzy extractor for the space M ={0,1}" under the

Hamming Distance metric.

*  Gen function takes the biometrics b as input, then returns @ and public parameter
V =b®C, (w), inwhich @ represents the identity of user corresponding to biometrics b .
Identity @ is used for private key extraction and V is used to recover @ when any other
b" is given.

* Rep function takes the biometrics b’ and V as input and computes:
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@' =C,(®V)=C,(®b®C, (w)=C, (' ®C, ()
where e'=b®b’. Identity o' =w if and only if dis(b,b") <d.
(4) Fuzzy Extractor from Sketches

A fuzzy extractor [14] extracts nearly uniform randomness R from its biometric input; the
extraction is error-tolerant in the sense that R will be the same even if the input changes, as
long as it remains reasonably close to the original.

Assume SS isa (M,m,m’, t)-secure sketch with recovery procedure Rec, and let Ext be
the (n,m'l,e) -strong extractor based on pairwise-independent hashing (in particular,
I=m'— 2log(1/¢) ). Then for uniformly distributed randomization strings X,, X, the
following algorithms (Gen,Rep) isa (M,m,m', t)-fuzzy extractor:

- Gen(W; X, X,):set P = (SS(W;X,),X,), R = Ext(W;X,), output (R, P).
- Rep(W',(V, X,)) : recover W = Rec(W', V )and output R = Ext(W;X,).

Theorem 1. [21]Let M,,---,M_ be nxn-matrices over GF(2) such that for every non-empty
subset | <[m] the matrix Ziel M, is invertible. Then the function Ext:({0,}")" —{0,3"
defined by

cto(Sinate )

s<t s<t

isa {g' - (k), &) -strong extractor, where log(l/ &) = k_;n -m+1.
Note: The efficient construction of suitable matrices M,, ..., M_ in the theorem is
discussed in [22].

Comment: The construction of a secure fuzzy extractor to resist various kinds of attacks is
an important research topic in biometric information and cryptography. For different
biometric characteristics and metrics, there are distinct designs of fuzzy extractors [23-34] to
be chosen according to the practical usage.

2.5 Formal Definition of Bio-IBS

2.5.1 Bio-IBS Scheme

A biometric identity based signature scheme consists of the following four algorithms Setup,
Extract, Sign and Verify. They are specified as follows:

* Setup: Given a security parameter k and error tolerant parameter d , the algorithm
generates the master secret key MK and the public parameters PK of the system.

e Extract: Given a biometric string b (identity o is obtained using a fuzzy extractor) and
master secret key MK, the algorithm returns the corresponding private key K .

* Sign: Given the public parameters PK, private key K, corresponding to identity o
and a message M , the algorithm outputs signature o .
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e Verify: Given the public parameters PK, a biometric string b’, the message M and
corresponding signature o, the algorithm accepts o if it is valid and outputs L
otherwise.

2.5.2 Security Model

Definition 3: A Bio-IBS is existentially unforgeable against chosen message attack

(EU-sID-CMA) if no attacker has a non-negligible advantage in the following game.

* Init: Adversary A outputs a challenge biometric data b*. Challenger C extract the
challenge identity " (corresponding to b") through fuzzy extractor.

e Setup : Challenger C runs the setup algorithm and sends adversary A the public
parameters PK .

*  Query Phase: Adversary A issues private key extract queries and signature queries.

a) Extract queries: A issues private key extract queries for biometric string b, where
b=b". In response, C obtains the corresponding identity » using fuzzy extraction
algorithm and then runs Extract algorithm to get the private key K, and sends it to
A.

b) Signing queries: A issues signature queries of identity »" and any message M . In
response, C runs the Extract algorithm to obtain the private key K . and then runs
Sign algorithm to obtain a signature o, which is forwarded to A.

* Challenge: Adversary A outputs a tuple (o",M*,c") where M* =M for all M got
from signing query phase. If " is a valid signature of (w",M"), then A wins.

Definition 4: We say that a Bio-IBS is (t,¢,0:,0s) -EU-SID-CMA secure if all t time
adversaries making at most q. private key extract queries, g5 signing queries have advantage
at most ¢ in winning the above game.

Note: The extract and sign algorithms in security model are identical to those in Bio-IBS
scheme. The extract and sign queries are used to simulate that the adversary has the ability to
obtain signature of any message that he wants, i.e., the process to choose message. Then,
adversary’s probability & to win the game means the probability that an adversary could forge
a new signature in a chosen message attack (CMA). When ¢ is negligible, the adversary
could not succeed in CMA attack. Then, the signature is existentially unforgeable (EU) against
chosen message attack (CMA).

3. An Efficient Bio-IBS Scheme

In this section, we define some notations for this paper and propose a secure and efficient
biometric identity based signature scheme. The proposed scheme involves three roles: a
system authority ( AU ), signer (SG ) and a verifier (VF ). We assume that AU is responsible
for a private key generation center. Due to the noisy nature of biometrics, the proposed
Bio-IBS allows for error tolerant in the verification phase, where a signature signed with the
identity o (extracted from biometric data b) could be verified by the identity o' that is
extracted from biometric data b’, provided that @ and o' are within a certain distance of
each other.
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3.1 Notations

*  E(F,.):asupersingular elliptic curve E:y? =x’—x+1(mod3")

* G :amultiplicative group of the elliptic curve E whose order is a large prime p
* g :agenerator of G whose orderis p

*  G,:amultiplicative group of the elliptic curve E whose order is p

e é:abilinear pair map, é:GxG -G,

* M : the content of a message

* C,: encoding function of error-correcting code

* C,:decoding function of error-correcting code

e d: the error tolerant parameter, which represents the distance that is allowed between
two identities for successful verification

e H:aone-way hash function, H:{0,1} -G

3.2 Proposed Scheme
3.2.1 Setup phase
AU selects a random g, €G . Next, AU chooses a master-key SEZ; and computes

S

9,=9°, A=€(g,,0,) . Randomly choose 7',z,,---,z, €Z, and compute V=gV, =g,
eV, = g™ . Then SG publishes the system's public parameters
PK={9,0,,9,,V' Vi,V , A},
the master key MSK =s is kept secret.
3.2.2 Extract phase

In this phase, signer SG performs the following steps to register to AU and obtain his private
key.

e SG sends his biometric b to AU .
* AU extracts identity @=(z4,--, 14,), 14 €{0,} from b through fuzzy extractor.
e AU generates SG's private key as follows:
a) Choose a random d —1 degree polynomial p(x)=a, +aXx+...+a, X" such that
p(0)=a,=s.
b) Foreach g e, compute d,, =(g,-g"“*)P“ d =g ",
¢) AU sends K, ={d;,.d,,
Thus, SG obtains his private key K that is corresponding to his biometric b.

<o 10 SG confidentially.

3.2.3 Signature phase

To sign a message represented as a bit string M =(m,,---,m, ) e{0,}" for identity ® using
private key K, ={d;,.d;,},.,, SG calculates V=b®C,(®) as fuzzy commitment [15]

used for verification. Then, SG selects a random s, €Z, for each x4 e w and outputs
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signature
O-:(Ul( ’Uél)’03l))yew_(dlll(VHV ) dIZ’g )

3.2.4 Verification phase

Given a signature o on amessage M for identity o, VF performs the following steps:

*  Obtain user's biometric information b’ and calculate @'=C, (b’ ®V) in order to obtain
@ = (' )

e If |[oN&'|<d, VF rejects the signature; if |@N@'|>d , go to the next step.

* VF chooses an arbitrary set S c w( @' such that |[S|=d . VF accepts the signature if

and only if the following equation holds, otherwise rejects it.
A| S(O)

[0, 9)-ec, g" ) - v Vil =A (1)
* If there is a dispute between SG and VF, VF can passes (M,o,w, ") to a third party

(the message M has no need to be secret). The third party can verify the validity of the
signature by Eq.(1).

3.3 Correctness

Forall 4 €S, we have g = '. Then, correctness of the scheme is justified as follow.

H[e<a<'>,g)-é(aé”,g“w)-e(aé'ﬁ(v'f‘”[v;“f»]Aivs“”
j=1
= E[[é(di,l(V’l:_m!VT’ )",9)-€(d; ;9" ™) -é(g™" ,(v’ljn‘m!vj”‘l NI ©
S [CCRRRDLEI0S ) N RN REDR-CRNY § (DR
S i=1 i
=[Tre(a!™, 0)-&(g" ") g)- e((vHv D)
S

TTr6Cg ™, g" @) -6(g ™, (Vrl—m[\,;n; N ©
S j=1

H P(/l. g) is( é(gl,g)zsAi,s(O)p(ﬂi)

S

=€(0,,9)°=A

3.4 Efficiency Analysis

The number of group elements in the public parameters grows linearly with the length of
message, i.e. N, +4 elements from group G and one element from group G,. The number of
group elements that compose a signer's private key and resulting signature o grows linearly
with the number of identities associated with the signer.

The number of scalar multiplications in group G for a signer to sign a message will be
linear with the length of signer's identity. The procedure of signing does not need any bilinear
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pairing computations. The cost of verification is dominated by 3d bilinear pairing operations.

4. Comparison of Existing Schemes

4.1 Notations

We first define some notations for the comparison.
* size of PP: size of public parameters

* n: length of identity

* n,: length of message

* |G|: bit-length of an element in G
* |G, |: bit-length of an element in G,
* | Z,|: bit-length of an element in Z

+ p:time of one exponentiation in G,

* 7: time of one scalar multiplication in G
* t,,, : time of one pairing operation in G
* (k+1) -EP: (k +1) Exponential Problem

4.2 Comparison

(1) By comparing the features of our scheme with other signature schemes [7, 8, 16-20] in
Table 1, we can see that our scheme not only satisfies the security properties for signature
scheme but also eliminates the certificate problem. Furthermore, biometric data is utilized to
derive user's public key and private key.

(2) Table 2 shows the performance comparison between the Burnett et al.'s Bio-IBS
scheme [7], Liu et al.'s Bio-IBS scheme [8] and ours in terms of system parameter size, private
key size, signature size, private key extraction cost, signing cost, verification cost, hardness
assumption and security proof.

a) In [7], Burnett's scheme has no concrete construction of Bio-IBS, let alone security
proof.

b) Liu's scheme [8] focuses on how to extract identity from biometric data and presents a
toy scheme without any security proof.

c¢) To the author's knowledge, our scheme is the first Bio-IBS scheme with concrete
construction and detailed security proof.

(3) Since fuzzy IBS possesses similar error-tolerance property as Bio-IBS, we compare
the classical fuzzy IBS schemes [16, 17] and our Bio-IBS scheme in Table 3. We can see that
our scheme achieves higher efficiency and stronger security.

a) The security of our Bio-IBS scheme is reduced to computational
Diffie-Hellman(CDH) assumption, as well as the scheme in [16]. While in [17], the scheme is
secure if (K +1) -EP assumption holds. Since the hardness of CDH problem is stronger than

(k +1) -EP problem, the security of [16] and ours are stronger than [17].

b) Compared with [16], our scheme has shorter sizes of public parameters. Hence,
communication overhead is decreased in our scheme. Moreover, [16] requires more
computation in the private key extraction. Thus, our scheme has better performance than [16].

¢) The chief drawback of [17] is that large amount of bilinear pairing operation is required
in the private key extraction process. As well known, pairing operation is the most time
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consuming operation in group G . It means that a user has to spend long time to get a valid
private key. Moreover, high security could not be achieved in [17] which is mentioned in (a).

To sum up, our scheme achieves higher efficiency and stronger security compared with
the existing schemes. As a result, the communication overhead of the network is decreased and
the computation at the users and system authority is reduced.

Table 1. Features comparison of different signature schemes

[7] [8] [16] [17] [18] [19] [20] Ours
Unforgeability X X O O X O O O
Non-repudiatioin O O O O O O O O
Biometric identity O O X X X X X O
Without certificate O O O O O X X @)
Security proof X X O O X O O O
Table 2. Comparison of existing Bio-IBS schemes
[7] [8] Ours
Security proof No No Yes
Size of PP -- 2|1Z,| (n,14)|G|H G|
Size of Private Key -- |Z,] 2n|G|
Size of Signature -- 2|1Z,| 3n|G|
Cost of Extract -- P n(2p+7)
Cost of Sign -- 20+7 n, (2p+7)
Cost of Verify -- 20+7T 3d-tp,;,+d - p
Hardness Assumption -- -- CDH
Table 3. Comparison of our scheme with different fuzzy IBS schemes

[16] [17] Ours
Biometric identity No No Yes
Hardness Assumption CDH (k+1)-EP CDH
Size of PP (n,n+4)|G|+|G| (2n+2)|G| (n,+9)|G[H G|
Size of Private Key 2n|G] n|G] 2n|G|
Size of Signature 3n|G] (n+1)|G] 3n|G|
Cost of Extract n3p +27) n(tpair +P+7) n(2p+7)
Cost of Sign n(2p+7) 2n-r n(2p+7)
Cost of Verify 3d-tpy+d - p d-tp+d-p 3d-tp,;,+d - p

5. Security Analysis

5.1 Non-repudiation

Any third party can be convinced of the message's origin by step 4 in Section 3.2.

5.2 Unforgeability

Theorem 2. Suppose the (t',&") CDH assumption holds in G, then the constructed Bio-IBS
scheme is (t,&,0;,0s) UF-sID-CMA secure, where
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&'=&l(Qe +Gs), ' =t+0(d(p +7)q +(p+7)0s))
p is the time for an exponentiation, 7 is the time for a multiplication and d is the error

tolerant parameter.
Proof: Suppose there exists a (t,&,0-,0;) adversary A against our scheme, then we

construct an algorithm C that solves the CDH problem with probability at least &' and in
time at most t'. The challenger C is given a tuple (g,g%,g°) of the CDH problem. The game
between A and C proceeds as follows.
e Init. Adversary A outputs a challenge biometric data b", C can extract the challenge
identity @" = (14',--+, 14,) through fuzzy extractor.
e Setup.
1) Challenger C sets |, =@, +0s and randomly chooses integer k € Z . Select at random
€z .

2) Define functions for message M as follows:

X\ Xy X 020,200, 2

N

F(M)=—kl, + x’+ixjmj, J(M) = z’+nzmzjmj,
j=1 j=1

<y -1° x'JrJZml:xjmj =0(mod 1)

1, otherwise.

3) Then challenger C calculates a set of public parameters as follows:
9,=0% 0,=0", A=6(g,,0,).V'=0,""9", v;=9,g"

where 1< j<n,_.

4) We can also obtain

Nw M KX 7 N Xz m —klm+x’+zr,":x-m- 7'+ nr:"zm- E(M) = 3(M
VIT v =g ]/, (9'9")™ =g, g S =g fMgt

=1 |
5) Challej:nger C outputs the public parameters {g,0,,9,,V',V;,---,V, , A}
*  Hash Queries. Adversary A is allowed to issue hash query in any phase. Upon receiving
a query on @, , if there exists (@,1,, g") in H-list, return h, . Otherwise, do the following.
) If @ =", choose I" € Z, at random and compute g" =g".
2) Else, randomly select |; € Z ) and compute 9" =g"/g,.

3) Add (@,l.,g") to H-list and return g" as answer.
*  Phasel.
Extract queries. Upon receiving a biometric b for private key extract query, challenger
C do the following to simulate the private key.
1. Challenger C extracts identity y of b with fuzzy extractor, where y = (24, -, 44,) -
2. C judges the relationship between y and o :
-If |[yNo" |<d, challenger C sets I'=y(1®" and let I'" be any set such that
I'cIl'cy,|I"|=d-1. Then, let S=T"U{0}.
-If |yNw" |=d, challenger C sets I'=y (1@ and let I'" be any set such that
I"'clcy, |T'=d-1. Then, let S=T"U{0}.



KSI TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 7, NO. 8, Aug. 2013 2021
Copyright (©) 2013 KSII
3. Challenger C constructs the private key.
- For every g eI, run the above hash query to get (7,l.,g") in H-list. Then, pick
4 €Z, atrandom and compute (d, ,,d; ,) = ((9,0")*,9%).
Now define A = p(g) for a random polynomial p(-) of degree d —1 such that
P(0) =b. Thus challenger C has successfully constructed (d; ,,d;,) for z eI"".

- For every g e y\I", run the above hash query to get (»,l,9") in H-list and
compute:

di,l = (H (glghi )7#1',3 (44)2; )ggfo,s (/Ji), di,2 :(H gi.llj,S (44)2; )g;),s(,ui) ‘

ujer’ pier”
Note that g,g" =g" for g € ¥ \I', then we have
4 - (gIi(Z#J_E,.,Ay,.,swi)p(ﬂm)g.m ()b _ gli (2B 5 (1) Pty +80 5 (44) PO))
il -

— (gli)p(yi) — (glghi)p(ﬂi) z(glgH(}’:ﬂi))p(#i)

d B (gzxqsl"A*’j s (/‘i)p(/‘j))ng‘s ()b gzy]er,A,‘j s () p(uy)+Ags (14) p(0) _ g o(u)
i2 - -

Thus, challenger C has successfully simulated the private key K, =(d;,,d;,), ., of
identity y .
*  Signing queries. To answer the signing query on o for M= (my,---,m, ), if
F(M)=0(mod I ), the challenger C aborts. Otherwise,
1. C selects a random set ' such that 'e " and |[T'|=d —1. Let S =T U{0}.
-For 4 €T, randomly pick I, € Z, and define q(i) =r, for a random polynomial q(")
of degree d —1 over Z such that q(0)=b.

-For 4 e »" \T', challenger C computes:

d-1

d-1 . _ 215 (a()+os (Da(0)
iUis )y ~Dos (Db 45 _ a@)
(9" " Mg =g’ =g
1]
2. Challenger C chooses random s; € Z for every 1 € @ and calculates:

_I(M)
O.l(l) — (QQ(I)) F(M) _(QQ(I))l ,(gJ(M)glF(M))Si’ Gél) — g*Q(l), Gél) :(gq(l))llF(M)g_si

3.Set §, =s,—q(i)/ F(M). Since gh* =g" for identity @, we have that
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I _
O.(l) :(QQ(I)) F(M) '(gq(l)) (g glF(M )
L . 0
:(g ) CF(M) (gq(l))l ( F(M )F ( M)gF(M)) F(M)
-2 M at)

= (QQ(I)) F(M) | (gq(i))l* . (gq(i))F(M) ) gf(l) . (gJ(M)glF(M))SFF(M)
= (gl* )q(i) . glq(i) . (g glF(M )

=" g ] [
i=1

1™ B
— (glg H(w ,#i))q(l) . (V’Hvimi )Si
i=1
O'S) — gfq(i)

_1 _r o al
(i) :(gqa))F(M)g_si :(gq(l))F(M)g F(M)g_§| :g_gl'
It shows that o”, 05') ,a are correctly simulated.

*  Challenge. Adversary A generates a valid forgery o =(c{"”,0{"",o '*))# _,; for
identity " on message M"=(m,---,m *), where M"#M for all M got from
signing query phase.

1. Challenger C define:
F(M*):—Zlmk+x’+zm:xjmj, J(M*):z'+zm:zjm’;,
=t j=1
. 0, x'+ y x:m:=0(mod | )
K(M ): ; 1)
1 otherwise.

2. If F(M™)=0(mod p), challenger C aborts. Otherwise, the signature must be the
following form:
Gl(i,*) _ glq*(i)(gl*)q*(i) gJ(M*)s;, Géi,*) _ g—q*(i), O'?(,i'*) — g-S?

for some s €Z,. Since h™ = g", then:

(l*) glq JO! (g )q (i), gIM7)s]

_ gl 9’ (i) ,(g )q " (i) ,(gJ(M*)glF(M*))S.*
_gi O (gH@myr @)y - Vim?)sr
1 [

3. Challenger C selects a random set A such that A c w” and | A|=d and calculates:
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TN ()
[T

ieA
I Alw*(i)q*(i) Alwa(i)‘](M*)si*
=[NH9)' gt
ieA
|) A, )(l)J(M*)s,*

ieA ieA
oy (l) A (I
SHICH g )
ieA
. VOl -I'A, L ()a" (i)
o =104 =Hg ,
ieA ieA
« i -A L (D)
( & )) ot g "
where W = gl OO
4. Challenger C could solve the CDH problem by computing
o, 03403 ™) =g/ =g”.

*  Probability Analysis: Let abort be the event that the simulated game aborts.

1. We require F(M)#0(modl, ) in signing phase which means that
K(M)=1(mod |_,) and occurs with probability (1-1/1_)% .

2. We require F(M")=0(modl,) in challenge phase which  means that
K(M*)=0(mod I,) and occurs with probability 1/1,, .

3. Then:

Pr[abort] = (1—i)qs (i) =(1- 1 )® - 1 5 1
" 0 +0s°  Ge +0s Qe +0s
&' =Pr[abortle=¢/(q: +q5)
* Time Analysis: The running time of the simulation is dominated by the multiplication
and exponent operation in the query phase. Then we have

t'=t+0(d(p+7)qe +(p+7)0s)

5. Conclusion

Biometric technology has been attracting considerable attention in recent years and mainly
been for highly secretive environments. In this paper, we have proposed an efficient biometric
identity based signature scheme. With the adoption of Shamir's threshold secret sharing and
error correction code, the suggested scheme is error tolerant and flexible. Moreover, this
scheme is proved unforgeable against adaptive chosen message attack. Compared with the
previous works, the proposed scheme is more secure and efficient. Meanwhile, the scheme
will decrease the computational costs and improve communication efficiency of the system.
An open problem is to construct efficient biometric identity based signature scheme in
standard model.
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