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ABSTRACT

Internet banking service has a advantage that is unrestricted by time. If automated programs are able to attack Internet
banking services, a number of accounts can be attacked at the same time and as a result, damage will be considerably
increased. To cope with such attacks, two methods, VPS and MS watermark, were introduced by Arcot and MS respectively.
The methods use text-based CAPTCHAs in the process of transfer approval to distinguish automated programs from legal
human users. In this paper, we point out the security threats of the methods when those are applied to Internet banking
services. Especially, we consider the attack that are performed by extract specific string from text-based CAPTCHAs and it’s
countermeasure. Also we suggest a method of enhancing security of internet banking services. Our method is based on
contents-based CAPTCHAs that are consist of known transfer information between user and server.
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