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ABSTRACT

Recently application of open protocols and external network linkage to the national critical infrastructure has been growing with
the development of information and communication technologies. This trend could mean that the national critical infrastructure is
exposed to cyber attacks and can be seriously jeopardized when it gets remotely operated or controlled by viruses, crackers, or
cyber terrorists. In this paper virtual Honeynet model which can reduce installation and operation resource problems of Honeynet
system is proposed. It maintains the merits of Honeynet system and adapts the virtualization technology. Also, virtual Honeynet
model that can minimize operating cost is proposed with data analysis and collecting technique based on the verification of attack
intention and focus-oriented analysis technique. With the proposed model, new type of attack detection system based on virtual
Honeynet, that is Cybertrap, is designed and implemented with the host and data collecting technique based on the verification of
attack intention and the network attack pattern visualization technique. To test proposed system we establish test-bed and evaluate
the functionality and performance through series of experiments.
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—— 188.8.18.188 ping statistics —

2 packets transmitted, 2 packets received, 0.8% packet Lloss
round-trip min/avg/max/stddev = 8.244/8.252/8.250/0.008 ms
CMC—B13:~ mcchae$ ping 188.8.108.168

PING 184.8.1@.168 (18@.8.18.168): 56 data bytes

64 bytes from 10@.8.108.168: icmp_seq=8 ttl=63 time=4.B57 ms
64 bytes from 108.8.18.168: icmp_seg=1 tt1=63 time=8.373 ms

——— 180.08.18.168 ping statistics —

2 packets transmitted, 2 packets received, 8.8% packet loss
round-trip min/avg/max/stddev = 8.373/2.615/4.857/2.242 ms

(MC-B13:~ mcchae$ GET http://188.8.18.168

-bash: GET: command not found

CMCMB13:~ mcchae$ wget http://18@.8.18.168

—2811-89-86 12:84:47— nhttp://108.8.18.168/

Connecting to 18@.8.18.16B:88... failed: Connection refused.
CMC-MB13:~ mcchae$ wget http://188.8.18.168

—2811-89-86 12:84:51— http://108.08.18.168/

Connecting to 18@.8.108.16B8:88... connected.

HTTP request sent, awaiting response... 208 0K

Length: 38 [text/html]
Saving to: “index.html®
108% [=== == e ==  —

2811-89-86 12:84:52 (1.38 MB/s) - “index.html® saved [38/38]

C(MC—MB13:~ mcchae$ vi index.html
(MC-MB13:~ mcchaes
[MC-MB13:~ mcchaes
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Fig. 10 Launched Multi-Get Request
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2011/09)06 10:13:59 6 Patket Inected 18 bytes attacksting from 10,1 10.10.0.100 100.0.10.168

2011/09/06 10:13:59 6 PacketInected 18 bytes attackstring from 10,1 10.10.0.100 100.0.10.170
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Fig. 11 Detection of packet Injected behaviour
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