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Abstract

A convertible undeniable signature requires a verifier to interact with the signer to verify a
signature and furthermore allows the signer to convert a valid one to publicly verifiable
signature. In 2007, Yuen et al. proposed a convertible undeniable signature without random
oracles in pairings. However, it is recently shown that Yuen et al.’s scheme is not invisible for
the standard definition of invisibility. In this paper, we propose a new improvement by using
extended Euclidean algorithm that can overcome the visibility attack. The proposed scheme
has been evaluated based on computation and communication complexities and the
performance comparisons of Yuen et al.’s scheme and various convertible undeniable
signature schemes are provided. Moreover, it has been observed that the proposed algorithm
reduces the computation and communication times significantly.
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1. Introduction

The concept of undeniable signature was first introduced in 1989 by Chaum and van

Antwerpen [1]. In this setting, one has to interact with the signer in order to be convinced of
the validity or invalidity of a given signature. Undeniable signature has found various
applications such as in licensing software [1], electronic cash [2] [3] [4], confidential business
agreement [5], electronic voting and auction [6][7]. The popular application is in licensing
software. For instance, software vendors might desire to sign on their products to provide
authenticity to their paying customers. Nevertheless, they strictly disallow dishonest
customers who have illegally duplicated their software to verify the validity of these
signatures. Undeniable signature plays a significant role here as it allows only legitimate users
to verify the validity of the signatures on the software. So far, many undeniable signature
schemes were discussed.

In order to link undeniable signature to regular signature, Boyar et al. [8] introduced
convertible undeniable signatures which allow the signer to convert his undeniable signatures
into publicly verifiable signatures. Their signatures provide individual and universal
conversions of the signatures. Two types of conversions were introduced: individual
conversion which enables the signer to individually convert signatures, and universal
conversion which enables the signer to convert all (existing and future) signatures.
Unfortunately, the scheme was later broken and improved by Michel et al. in [9] with no
security proof given.

Gennaro et al. [10] proposed the first RSA-based convertible undeniable signature and
described several extensions of it. Their scheme was later shown to be visible in [11].
Kurosawa and Takagi [12] proposed a scheme which they claimed to be the RSA based
scheme secure in the standard model, but it was shown by Phong et al. [13] that the scheme
does not provide full invisibility. Furthermore, Phong et al. [13] proposed a new convertible
RSA based scheme secure in the standard model.

Recently, Yuen et al. [14] presented the first convertible undeniable signature without
random oracles in pairings. By using more standard assumptions in the security proofs, Yuen
et al.’s scheme is better than the existing undeniable signature scheme without random oracles
by Laguillaumie and Vergnaud [15]. Yuen et al. proposed variant of undeniable signature is
proven unforgeable by the computational Diffie-Hellman (CDH) assumption and anonymous
by the decision linear assumption. Therefore, by removing the protocol for convertible parts,
their undeniable signature scheme is the first proven secure scheme without using random
oracles and without using a new assumption in discrete logarithm settings.

However, Phong et al. [16] and Zhao [17] pointed out that the scheme of Yuen et al. [14] is
not invisible for the standard definition of invisibility, respectively. The adversary can decide
whether the challenge message-signature pair is valid or invalid by constructing and
submitting another message-signature pair to the confirmation/disavowal oracle. In [16],
Phong et al. showed that if the strong definition of invisibility is used, the scheme in [14] is
totally insecure; while if the weaker definition is used, then the invisibility proof provided in
[14] is incorrect. In [17], Zhao also thought how to define exactly the security model for
cryptographic primitive is an important work. In the full version of [14], Yuen et al. have
revised this visibility problem of their scheme in [18]. Yuen et al.’s scheme [18] uses two
Waters hashes along with a strong one-time signature [19].



1514 Horng et al.: Secure Convertible Undeniable Signature Scheme Using Extended Euclidean Algorithm

In addition, Phong et al. [16] proposed two efficient schemes which are claimed to be the
first practical discrete logarithm based convertible undeniable signature schemes in the
standard model. Later, Huang and Wong [20] presented a scheme with even shorter signatures
than the schemes by Phong et al. [16], but only prove the scheme to be invisible according to a
weaker definition of invisibility. Recently, Schuldt and Matsuura [21] proposed another
convertible undeniable signature scheme in the standard model. Their scheme combines linear
encryption and Waters signature, and has unforgeability based on CDH assumption and
invisibility based on decision linear assumption.

In this article, we will propose a new improvement of convertible undeniable signature
scheme that can overcome the weakness of invisibility. In the next section, we explain some
knowledge and the security models of the undeniable signature scheme. In Section 3, we show
the existing scheme and its weakness. In Section 4, our scheme will be presented in detail. The
security proofs and the performance evaluation of our scheme will be shown in Section 5.
Finally, the conclusion will be given in the last section.

2. Preliminaries

In this section, we describe the bilinear maps with certain properties, some hard problems and
the concepts of mathematical tools. Further, we give precise definitions and security models
for the undeniable signature scheme.

2.1 Pairings and Some Computational Problems

We briefly review the necessary facts about bilinear pairing. We consider two groups G and
Gy of the same prime order p. Let g be a generator of G. A bilinear mapisamape:G X G -
G satisfying the following properties [22].
1. Bilinear: We say thatamap &: G X G — Gy is bilinear if 2(x%,y?) = &(x, y)* forall x,
y€Gandalla, b € Z,.
2. Non-degenerate: The map does not send all pairs in G X G to the identity in G;. Observe
that since G, G are groups of prime order this implies that if g is a generator of G then
e(g, g) is a generator of G.
3. Computable: There exists a polynomial time algorithm to compute é.
Definition 2.1 The computational Diffie-Hellman (CDH) problem is that, given g, g*,
g> € G for unknown x, y € Z;, to calculate g*¥. The CDH assumption states that it is
computationally intractable to compute the value g*¥.
Definition 2.2 The Decision Linear [23] problem is that, given u, u%, v, vP h, h¢ € G for
unknown a, b, ¢ € Z, to output 1 if c = a + b and output 0 otherwise. The Decision Linear
assumption states that it is hard to distinguish ¢ = a + b.
Definition 2.3 The discrete logarithm problem is that, given g, g% € G, to calculate a.

2.2 The Extended Euclidean Algorithm

Let a € Z,,. The modular multiplicative inverse [24] of a modulo n is defined: it is the number
x such that ax = 1 (mod n). If such an x exists, then it is unique, and a is said to be invertible;
the modular multiplicative inverse of a is denoted by a~1. The extended Euclidean algorithm
may be used to calculate it. We describe the concept of the extended Euclidean algorithm as
follows.
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The extended Euclidean algorithm [24] is an extension to the Euclidean algorithm. Let a
and b be non-negative integers. Besides finding the greatest common divisor of integers a and
b, as the Euclidean algorithm does, it also finds integers x and y satisfying ax + by = d,
where d = gcd(a,b). If d > 1, then a~! mod n does not exist. The extended Euclidean
algorithm is particularly useful when a and b are coprime, since x is the multiplicative inverse
of a modulo b, and y is the multiplicative inverse of b modulo a. The concept of the extended
Euclidean algorithm is very useful in our scheme construction.

2.3 Security Notions

The undeniable signature scheme consists of the following algorithms.

Setup. It is a probabilistic algorithm which takes as input k. The outputs are the common
parameters which are shared by all the users in the system.

Key Generation. It is a probabilistic algorithm which takes as input the common
parameters and generates a secret/public key pair (sk, pk) for a user in the system.

Sign. It is a probabilistic algorithm which takes as input a secret key sk, a message m and
common parameters, generates the undeniable signature o.

Confirmation/Disavowal. It is a protocol between the signer and a verifier which takes as
input a message-signature pair (m, o), a pair of keys (sk, pk) and common parameters. This
protocol allows the signer to convince the verifier that the given message-signature pair is
valid or invalid, with the knowledge of the corresponding secret key sk.

The following algorithms are only for the undeniable signature scheme with convertible
property.

Individual Conversion. It is a deterministic algorithm which takes as input a secret key sk,
a message-signature pair (m, a) and common parameters, generates the individual receipt r.

Individual Verification. It is a deterministic algorithm which takes as input a public key
pk, a message-signature pair (m,o), an individual receipt r and common parameters,
generates L if r is an invalid individual receipt. Otherwise, outputs 1 if ¢ is a valid signature
of m and outputs 0 otherwise.

Universal Conversion. It is a deterministic algorithm which takes as input a secret key sk
and common parameters, generates the universal receipt R.

Universal Verification. It is a deterministic algorithm which takes as input a public key
pk, any message-signature pair (m, o), an universal receipt R and common parameters,
generates L if R is an invalid universal receipt. Otherwise, outputs 1 if o is a valid signature
of m and outputs 0 otherwise.

2.4 Unforgeability
The unforgeability is defined by using the following game between a simulator § and an
adversary A.

1. § sends the public keys and parameters to A. (For convertible schemes, § also gives
the universal receipt to A.)

2. A performs a series of queries.
® Signing queries. Fori =1,2,-:+,q, for some q,, A queries a message m; to the
signing oracle adaptively and receives a signature o;.

® Confirmation/disavowal queries. For j =1,2,---,q, for some q., A queries a
message-signature pair to the confirmation/disavowal oracle adaptively. If it is a
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valid pair, then the oracle returns a bit © = 1 and proceeds with the execution of the
confirmation protocol with A. Otherwise, the oracle returns a bit u = 0 and proceeds
with the execution of the disavowal protocol with A.
3. A succeeds in strong forgery if (m*,¢*) is valid and (m*, ™) is not among the pairs
(my, 0;) generated during the signing oracle queries.
A wins the game if ¢* is a valid undeniable signature for a message m”.
Definition 2.4 A (convertible) undeniable signature scheme is said to be existential
unforgeable under adaptive chosen message attack if no probabilistic polynomial time (PPT)
A has a non-negligible advantage in the above game.

2.5 Invisibility
The invisibility is defined as follows. Consider the following game between a simulator § and
an adversary A.
1. § delivers the public keys and parameters to A.
2. A executes a series of queries.
® Signing queries, Confirmation/disavowal queries: the same as unforgeability.

® (For convertible schemes only.) Receipt generating oracle. Fori =1,2,--, g, for
some q,, A queries a message-signature pair (m;, g;) to the receipt generating oracle
adaptively and receives an individual receipt r;.

3. A chooses a message m™ which has never been queried to the signing oracle, and sends
itto §. S selects a hidden bit b. If b = 1, then § calculates ¢* using the signing oracle,
otherwise § chooses a* uniformly at random from the signature space.

4. A is not allowed to query m* to the signing oracle and the receipt generating oracle. In
addition, A is not allowed to query (m*, ¢*) to the confirmation/disavowal oracle.

5. At the end of this game, A outputs a guess b'.

A wins the game if b = b’. A’s advantage is Adv(A) = |Pr[b’ = b] — % l.

Definition 2.5 A (convertible) undeniable signature scheme is said to have the property of
invisibility under adaptive chosen message attack if no PPT A has a hon-negligible advantage
in the above game.

2.6 Impersonation
The impersonation is defined by using the following game between a simulator § and an
adversary A.

1. § sends the public keys and parameters to A.

2. A executes a series of Signing oracle and Confirmation/Disavowal oracle, which are
the same as the one in unforgeability.

3. A outputs a bit b and a message-signature pair (m*,¢*). If b = 1, A performs the
confirmation protocol with §. Otherwise A executes the disavowal protocol with S.
A wins the game if S is convinced that o* is a valid signature for the message m* if b = 1,
or is an invalid signature for the message m* if b = 0.
Definition 2.6 A (convertible) undeniable signature scheme is said to be secure against
impersonation under adaptive chosen message attack if no PPT A has a non-negligible
advantage in the above game.
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3. The Yuen-Au-Liu-Susilo Scheme and Its Weakness

In this section, we first review the Yuen-Au-Liu-Susilo scheme [14] in brief using the same
notations, and then show a weakness [16][17] on invisibility of their scheme.

3.1 Review of the Yuen-Au-Liu-Susilo Scheme

The Yuen-Au-Liu-Susilo scheme consists of the following algorithms.

Setup. Let G, G be groups of prime order p. Given a pairing: &: G X G = G. Choose
generators g, g, € G. Generator u’ € G is randomly selected, and a random n-length vector
U = (u;), whose elements are chosen at random from G.

Next, choose an integer d as a system parameter. Denote £ = 2¢ and k = n/d. Let
H;:{0,1}" - Z; be collision resistant hash functions, where 1 < j < k.

Key Generation. Randomly choose a, g’, f; € Z, for 1 < i < £. Compute g, = g%,
v' = gP" and v; = ghi. The secret keys are (a,B’,B1, B2, B;). The public keys are
(gl,U’,Ul,UZ,"',Ug).

Sign. To sign a message m = (my,my,---,my) € {0,1}"*, denote m; = H;(m) for
1 < j < k. The signer selects r € Z;, and calculates the signature

n T
51 =97 (ull_[u:ni> )
i=1

r

The undeniable signature of a message m is (51,52,1,52,2, ""Sz,k)-

Confirmation/Disavowal. On input (Sy,S51,S22,++,S2x), the signer calculates for
1<j<k

L =§(g,gz),
M :é(gngZ)J
4 .
A m;
sze v v, 1,92 |
i=1
{ n
~ ! ml, ~ ! i
0j=¢lv nvl 7,8 /e(SZJ,u nu:n>
=1 =1

Then, the signer executes the 3-move WI protocols [25] of the equality or the inequality of
discrete logarithm a = log; M and logN]. 0;j in Gr.

Individual Conversion. Upon input the undeniable signature (51,5271,52,2,---,52_,() on
the message m, the signer calculates m, = H,(m) and
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! 12 o
Sé — 521,/1(ﬁ +Zl=1ﬁlm1)'
Output the individual receipt S; for the message m.

Individual Verification. Upon input the undeniable signature(S;, S, 1,522, +,Sa ) for
the message m and the individual receipt S3, calculate m; = H;(m) for 1 < j < k and check
if

¢ .
m
8(9,5,;) =@ Sé,v’nvi /

i=1

If they are not equal, output L. Otherwise compare if

n
e(g,51) =¢2¢(91,92) € (Sé'ull_[u;n")_

Output 1 if the above holds. Otherwise output 0.
Universal Conversion. The signer publishes her/his universal receipt (8', B1, B2, -+, Br)-
Universal Verification. Upon input the signature (51,52,1,52,2,---,52,,{) on the message
m and the universal receipt (8', B1, B2, ***, B¢), check if
v =gF,

Ui = gBi,

for 1 < i < ¢. If they are not equal, output L. Otherwise calculate m; = H;(m) for1 <j <k

and compare if
V(B3 Bl) T m
~ A A i= i 1’ i
e(g,51) =e(g91,92) & 52']- 7 u | |ui .

i=1
Output 1 if the above holds. Otherwise output 0.

3.2 The Weakness of the Yuen-Au-Liu-Susilo Scheme

In this subsection, we show a weakness [16][17] on the Yuen-Au-Liu-Susilo scheme [14] and
point out that the Yuen-Au-Liu-Susilo scheme actually does not satisfy the security model of
invisibility the authors presented [14].

Weakness. Let {m*,o*} be the challenge in the attacking phase of the security model for
invisibility where ¢* = (5;,5;,1,5;,2, ---,S;,k). After the adversary A obtains the challenge,
not querying the signing oracle, she/he can pick r’ € Z;, and calculate

’ T’ T’

n r f ; ' ;
I __ ! m; ! mj * /] mj
o' =[5 (u | |ui ‘) ,S21| v | |vl. s Sak| v | |vl.

i=1 i=1 i=1
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r+r’ r+r'

n r+r’ ? _ ? ‘

—1 —1

_ a ’ m; ’ m] ’ m]
=1 g3 <u| |ui ‘) , v| |vi L, v| |vl.

i=1 i=1 i=1

Then, the adversary A sends ¢’ to the Confirmation/Disavowal oracle. It is obvious that if
o™ isvalid, then o' is valid, and vice verse. Therefore, the adversary A can decide whether ¢*
is valid or invalid according to whether ¢’ is valid or invalid. That is to say, the adversary A
can break the invisibility of the Yuen-Au-Liu-Susilo scheme.

4. Our Scheme Construction

We describe our convertible undeniable signature scheme. The scheme consists of the
following algorithms.

Setup. Let G, Gy be groups of prime order p. Choose generators g, g, € G. Generator
u' € G is randomly selected, and a random n-length vector U = (u;), whose elements are
chosen at random from G. Given a bilinear pairing &: G X G — Gr.

Next, choose an integer ¢ as a system parameter. Let H:{0,1}" — Z; be a collision
resistant hash function. The system parameters are (g , g, u', U, H).

Key Generation. Randomly choose a, B', p; € Z,, for 1 < i < ¢. Compute g, = g,

v =gP and v; = gPfi. The secret keys are (@, B, By, Ba -, B;) .The public keys are
(91, V', 1, 02,0+, 0p).

Sign. Suppose that a signer wants to sign a message m = (my, my, -+, my) € {0,1}". The
signer’s secret keys are (a,f’,B1,B2 :+,B;) and the corresponding public keys are
(g1, V', v1,04,++,v,). The signer picks a random number r € Zy, such that gcd(a,y) = 1 and
calculates two integers x and y satisfying xa + yy = 1 by extended Euclidean algorithm [24].
The signer calculates S as

r

Finally, the undeniable signature o of the message m is (S, S, S,).

Confirmation/Disavowal. Upon input the undeniable signature o = (S,S;,S,) on the
message m, the signer calculates

L =2(g,92),

M = ,é(gl' gZ))
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The signer performs the 4-move proof of knowledge of discrete logarithm or the
non-interactive zero-knowledge proof system for bilinear groups by Groth and Sahai [26] of
the equality or the inequality of the knowledge @ = log; M and logy O.

Individual Conversion. Upon input the undeniable signature o = (S,S5;,S,) on the
message m, the signer calculates m = H(S,m) and
s) = S;/(ﬁ’+2f=1ﬁiml)_

Output the individual receipt S; for the message m.

Individual Verification. Upon input the undeniable signature ¢ = (S,S;,S,) for the
message m and the individual receipt S5, calculate m = H(S, m) and verify if
?

é(g,S,) = @ Sé,v’l_[vimi :

i=1
If they are not equal, output L. Otherwise check if

n
é(Sé,S) ' é(g: Sl) = é(glng) ) é <Sé’u,1_[u:ni>.

Output 1 if the above holds. Otherwise output 0.

Universal Conversion. The signer publishes her/his  universal receipt
R = (B B1, B2, o)

Universal Verification. Upon input the undeniable signature o = (S,S5;,S,) on the
message m and the universal receipt R = (B', B1, B2, -+, Be), verify if

v = g'r”’,
v = gﬁi’

for 1 < i < ¢. If they are not equal, output L. Otherwise calculate m = H(S, m) and check if

n
1oyt pomi T4yt gyml ;
o sy TP 5) 2(g,50) = 2(91.92) -2 (Sz” (4Tt ).u’]_[u?“)-

i=1

Output 1 if the above holds. Otherwise output 0.
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5. Discussion

In this section, the security analysis of our proposed scheme is given first and then the
performance evaluation is given.

5.1 Cryptanalysis Result

The security analysis of the proposed scheme is examined as follows. As with Yuen et al.’s
scheme [14], the level of security is quite desirable. The related proofs of our scheme are
similar to that of Yuen et al.’s proofs. Moreover, our scheme can satisfy the security model of
invisibility.

Theorem 5.1 (Unforgeability.) Our proposed scheme is secure against forgeability without
random oracle model if and only if the CDH problem is hard.

Proof. Let A be a (¢, t, qs)-adversary. Using A, we shall construct another probabilistic
polynomical time (PPT) B to solve the CDH problem.

B will take a CDH challenge (g, ga,gb). In order to use A to solve for the CDH problem,
B needs to simulate a challenger and the oracles for A. B runs A executing the following
steps.

Setup. Let [, = 2q,. B randomly chooses an integer x such that 0 <k <n. Also,
suppose that [,,(n + 1) < p for the given values of g, and n. It chooses the following integers
at random.

x' € le.

y' €7,

d; € Zp,for t=12,,1p.

X; € le,fori =1,2,-,n.Let X = {x;}.

Vi € Zp,fori =12, ,n.Let? = {y;}.

We further define the following functions for binary strings m, = (m;1, M2, -+, My ) aS
follows

n
F(my) =x"+ zximt,i —LyK,
i=1

n
Jm) =y + z yime.
i=1

B randomly selects ', ; € Z;; for 1 < i < ¢. Letv' = g and v; = gFi. B makes a set of
common parameters as follows: g, g, = g%, u' = gz_l”'”x g u=glig¥ifor1<i<n.
The signer’s public keys are (g; = g% v',vq,U5, -+, Up).

Denote G(m,) = B’ + X¢_, Biimt where m, = H(g~%F(m, m,). Note that we have the
following equations
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n

u 1_[ u’.nt"' = gg(mt)g](mt)
i )

All common parameters and the universal receipt (8', B1, B2, -+, Br) are passed to A.
Oracles Simulation. B simulates the oracles as follow.
(Signing oracle.) Upon receiving the t-th signing oracle query for message m; =
(mt,l,mt_z,---,mt_n), although B does not know the secret key, it still can construct the

signature by assuming F(m,) # 0 mod p. It selects r; € Z,, at random. Then, calculate the
signature as

S = g_th(mt)’

(‘é((ﬁg_df) F(me) _j(my) 4dF(my) ) ¢
S1=9 (gz g’ g f),

1

1 G(my)
S, = <91 F(mt)grt) )

By letting 77 = 1 — —2__ it can be checked that (S, S, S,) is a signature, shown as follow:

F(my)'
_th(mt)’

where m; = H(S, m;).

S=g

(_tjv(grrrlft))_dt) F(my) _j(my) odiF(mp)\'t
S1= 91 (gz g vgTt t )

J(my) _a __a
_ g(—ap(mtt)—adt> (g;‘(mt)g](mt)gth(mt))F(mt) (gg(mt)g](mf)gdf”mf)) F(my) .

(gg(mt)g](mt)gth(mt))rt

J(my) J(my) -
— < g‘“p(mi) g—adt> ( gg g“—F(mtt) gadt> ( ng(mt) g J(my) gth(mt))Tt

= g8 guFmoT (gFmo gj(mt))ﬁ

7t
n t

— a ,deF(M)T; l| | me,j
_gzgt(t)t u u]
j=1
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1 G(my)
F
S = (gl (mt)grt>

rpml G(mye)
= (g F(mt)grt>

G(mp)ft

=9

B outputs the undeniable signature (S,S;,S,). To the adversary, all undeniable signatures
given by B are indistinguishable from the signatures produced by the signer.

Output. Finally, A sends the undeniable signature (S*,S;,S;) for the message m,. B
checks if F(m,) = 0 mod p. If not, B aborts. Otherwise B calculates m, = H(S*, m,) and
outputs

St g8gn T T Y
S* ](m*)/G(m*) ' —i f](m*)/G(m*)
21 (U Hf=1vim)
gg(gl(m*))f
— T gim)
— gab

which is the solution to the CDH problem instance.

Theorem 5.2 (Invisibility.) The invisibility of the proposed scheme holds under decision
linear assumption without random oracle model.

Proof. Let A be a (e, t, q., g, q5)-adversary. We construct another PPT B that makes use of
A to solve the decision linear problem.
B is given a decision linear problem instance (w,v, h, u%,v?, h¢). In order to use A to

solve for the decision linear problem, B needs to simulate the oracles for A. B does it in the
following steps.

Setup. Letl, = 2(qs + 1). B chooses an integer k randomly such that 0 < k < n. Also,
assume that [,(n + 1) < p for the given values of q., q,, g5 and n. It randomly chooses the
following integers.

x, € le.

y' € Zy.

d; € Zy, fort =1,2, --~,lp.
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X € Zy,fori =12, ,n. Let X = {x;}.
Yi € Zp,fori=1,2,--,n.Let¥Y = {y;}.

We further define the following functions for binary strings m, = (mm, Meo, ", mt,n) as

follows:
n
F(my) =x"+ inmt,i — K,
i=1

n
Jm) =y + z}’imt,i — k.
i=1

Then, B randomly selects a set of distinct numbers C = {c;,¢c3, -+, cs} € {Z;}°. We further
define the following functions for any binary string m
S

6mo) = | |me—0 =) yimi and

i=0

ieC
£ f-s

K(m,) = 1_[ (me—1) = Za’imé
i=1,i¢C i=0

for some y;, a; € Z;,, where i, = H(g~%Fmd), m,).
B generates a set of common parameters as
—Lyr+x' _ ' — . . s .
! PETT gk Yy = gotg¥ifor 1 < i < n. The signer’s public keys are: g; = u?,

u' =g,
v =v%gh,y, =v¥igriforl <i<sandv; =v%fors+1<i<¢.

follow: g=u , g,=h ,

Note that we have the following equation:
n
w 1_[ ut = gy glmo),

i=1

<3

b= gGmoyK(mo),

where i, = H(g~%Fm, m,). All common parameters are passed to 4. B also maintains an

empty list L.
Oracles Simulation. B simulates the oracles as follows.

(Signing oracle.) Upon receiving the i-th signing oracle query for the message m; =
(mt,l'mt,z'"'!mt,n)v although B does not know the secret key, it still can generate the
undeniable signature by assuming F(m;) # O modp and K(m;) = 0mod p. It selects

1 € Zpat random and calculates the undeniable signature as
S = g_th(mt)'
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(_IJV((Trilztf))_df) (ng(mt)g](mt)gth(mt))rt,

Slzgl

1 G(my)
Sz = <g1 (mt)grt) .

Same as the above proof, (§,S;,S,) is a valid undeniable signature. B stores (mg, S, S1,S5)
into the list £ and then outputs the undeniable signature (S, S;,S,). To the adversary, all
undeniable signatures given by B are indistinguishable from the signature generated by the
signer.

(Confirmation/Disavowal oracle.) Upon receiving a undeniable signature (S, S;,S,) for
the message m, B compares whether(m,, S, S;,S,) is in £ or not. If so, B outputs Valid and
performs the confirmation protocol with A, to show that (L, M,N,O) in Equation 1 are
Diffie-Hellman (DH) tuples. It can simulate the interactive proof perfectly, because B knows
the discrete logarithm of N with base L.

If the undeniable signature is not in £, B outputs Invalid and executes the disavowal
protocol with A. By Theorem 1, the undeniable signature is unforgeable if the CDH
assumption holds. B performs the oracle incorrectly only if A can forge a undeniable
signature. However, if one can solve the CDH problem, it can also solve the decision linear
problem.

(Receipt generating oracle.) Upon receiving a undeniable signature (S, S;,S,) for the
message m, B calculates m = H(S,m). If K(m) # Omodp, B aborts. Otherwise, B

calculates S; = Szl/G(m), which is the valid individual receipt for the undeniable signature.
Challenge. A sends m, = (m*'l,m*'z,---,m*,n) to B as the challenge message. B

randomly selects an integer d, € Z,,. Denote m, = H(g;d*,m*). If F(m,) = 0 mod p,
J(m,) # 0mod p or G(m,) # 0 mod p, B aborts.
Otherwise, B computes
* _d*
§$*=g, ",

St = ke,

5; — UbK(m*)/(F(m*)+d*)’

and returns (S*,S7,S5) to A.

Output. Finally, A outputs a bit b’. B returns b’ as the solution to the decision linear
problem. Notice that if c = a + b, then

* _d*
S'=g, ",
S; =gz’

Fim.y+d,\D/(FOm)+d)
= g¢ (g5™*%)
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b/(F(m,)+d.)

n
4 *,1 d*b F * d*
=gg<u nu;n > g/ Fma),

i=1
S; — UbK(m*)/(F(m*)"'d*)

b/(F(m,)+d.)

Theorem 5.3 (Impersonation.) Our proposed scheme is secure against impersonation
without random oracle model if and only if the discrete logarithm problem is hard.

Proof. Let A be a (g, ¢, q., q5)-adversary. We construct another PPT B that makes use of A
to solve the discrete logarithm problem. B is given a discrete logarithm problem instance
(g9,9%). The remaining analysis is similar as the proof of Theorem 1 and Yuen et al.’s scheme
[14], so we omit the proof here.

5.2 Performance Evaluation

In this subsection, we show the results of the comparison between Yuen et al.’s scheme and
our scheme in terms of computational complexity and communication cost. In the full version
[18] of [14], Yuen et al. have totally revised their scheme. Yuen et al. use the generic
construction of strongly unforgeable signatures in [19] to solve the security problem
mentioned in [16]. In [19], we consider the Schnorr-based one-time scheme to create the
one-time scheme. Key generation in the Schnorr-based one-time scheme requires two
exponentiations. Signing requires only one hash computation and an multiplication, and
verification requires two exponentiations and one multiplication. The comparison results are
given in Table 1 and Table 2.

Table 1 shows the comparison on computational complexity between Yuen et al.’s scheme
[18] and our scheme. The scheme [18] is the revised version which does not suffer from the
visibility attack in [16][17]. The performance evaluation notations are defined as follows.
Texp: time for a modular exponentiation computation, Tp45: time for a pairing computation,
Tyyy: time for a modular multiplication computation, T: time for computing a one-way hash
function H(+), Tgg4: time for an extended Euclidean algorithm computation. As introduced in
[27][28], we also learn a relationship as follows. Tgxp = 2Tpar, Texp = 240Tyy, and
Texp = 600Ty . Moreover, Tyy, = 0.5ms and Ty = 19Ty in [29][30] where Ty
denotes the time for an inverse operation computation. We assume that Tgg4 = Tyny- Fig. 1
shows the relationship between the computation time and process algorithms if we set
n = 160 and ¢ = 160.

Table 2 shows the comparison on communication cost between our scheme and the
recently proposed convertible undeniable signature schemes [13][16][18][20][21]. All
schemes are instantiated to provide approximately 80-bits of security. The RSA-based
schemes are assumed to be instantiated with an RSA group with a 1024 bit modulus and the
pairing-based schemes are assumed to use an elliptic curve group equipped with an
asymmetric pairing using group elements of size 170 bits. The Yuen et al.’s revised scheme
[18] in Table 2 fixes a flaw in the proof of invisibility [14]. Moreover, the scheme [18] requires
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both a verification key and a signature of a one-time signature scheme to be included as part of
an undeniable signature, which leads to a slightly larger signature size.

In the assumptions column in Table 2, the abbreviations CDH, DLIN, OMDL, tdm-RSA,
SRSA, DNR, DIV, g-SDH, g-HSDH, g-DHSDH and ¥ -CDH stands for computational
Diffie-Hellman assumption, decisional linear assumption, one more discrete logarithm
assumption, decisional two moduli RSA assumption, strong RSA assumption, decisional N-th
residuosity assumption, division intractability assumption, g strong Diffie-Hellman, g hidden
strong Diffie-Hellman assumption, g decisional hidden strong Diffie-Hellman assumption and
computational y-Diffie-Hellman assumption. Fig. 2 shows the relationship between the size of
signature and some existing convertible undeniable signatures.

Hence, our proposed scheme provides the smallest signature size of the convertible
undeniable signature schemes which provably satisfies all desired security requirements.
Furthermore, the security of our scheme rests more natural security assumptions compared to
all of them.

Table 1. The comparison on computational complexity

Algorithm

Yuen et al.’s scheme [18]

Our proposed scheme

ATgyp+(n + €+ D) Tyy, +Ty+Tgga

Sign = (n+{ + 1204.4) Ty, = (n + ( + 983.4) Ty,
. . . 5Tpar 6Tpar
Confirmation/Disavowal = 6007}, = 7207, 0,
i - Tgxp*Ty Tgxp + Ty
Individual Conversion = 240.4T,, = 240.4Tyy;

Individual Verification

2Tgxp+5Tpagt(n + €+ D)Tyy +Ty
= (n+ 0+ 1081.4) Ty,

6Tpapt+(n+ OTyy,+Ty
= (n+ £+ 720.4)Tyy,

Universal Verification

5Tgxp+3Tpapt(n + DTy, +Ty
= (n+1561.4)Tyy.

3Texpt4TpartnThy+ Ty
= (n + 1200.4)Tyy,

Compnuiation time (mx)

Process algorithms

mYuenet al’s scheme

B Our proposed scheme

Fig. 1. Computation time evaluation in process algorithms
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Table 2. The comparison on on communication cost
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Scheme Signature size Assumptions
Yuen et al.’s revised scheme [18] 1020 CDH+DLIN+OMDL
Phong et al.’s SCUS, scheme [13] 1024 RSA+dtm-RSA
Phong et al.’s SCUS; scheme [13] 2128 SRSA+DNR
Phong et al.’s SCUS, scheme [13] 2048 SRSA+DIV+DNR
Phong et al.’s SCUS; scheme [16] 580 g-SDH+DLN
Phong et al.’s SCUS, scheme [16] 680 g-SDH+DLN
Huang-Wong’s scheme [20] 510 g-HSDH+q-DHSDH
Schuldt-Matsuura’s scheme [21] 680 1p-CDH+DLIN
Our proposed scheme 510 CDH+DLIN
2500
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! ® ® e 4
Some existing convertible undeniable signatures

Fig. 2. Signature size evaluation in some existing convertible undeniable signatures

6. Conclusion

In this paper, we have proposed a new convertible undeniable signature scheme using
extended Euclidean algorithm that can overcome the visibility attack by Phong et al. [16] and
Zhao [15] presented. The security proofs of our scheme are equivalent to those of Yuen et al.’s
scheme without random oracles by using more standard assumptions such as the
computational Diffie-Hellman assumption and the decision linear assumption. We show the
results of the comparison between Yuen et al.’s scheme and our scheme in terms of the
computational complexity and the communication cost. The computational complexity for the
most algorithms and the communication cost in our scheme are better than that of Yuen et al.’s
scheme. Moreover, our scheme has the shortest signature size to the best of our knowledge.
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