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Abstract 
 

This paper studies the problem of secure information exchange between two sources via 

multiple relays in the presence of an eavesdropper. To this end, we propose a relay 

beamforming scheme, i.e., relay beamforming with artificial noise (RBwA), where the relay 

beamforming vector and the artificial noise vector are jointly designed to maintain the 

received signal-to-interference-ratio (SINR) at the two sources over a predefined Quality of 

Service (QoS) threshold while limiting the received SINR at the eavesdropper under a 

predefined secure threshold. For comparsion, the relay beamforming without artificial noise 

(RBoA) is also considered. We formulate two optimization problems for the two schemes, 

where our goal is to seek the optimal beamforming vector to minimize the total power 

consumed by relay nodes such that the secrecy of the information exchange between the two 

sources can be protected. Since both optimization problems are nonconvex, we solve them by 

semidefinite program (SDP) relaxation theory. Simulation results show that, via beamforming 

design, physical layer secrecy of two-way relay networks can be greatly improved and our 

proposed RBwA outperforms the RBoA in terms of both low power consumption and low 

infeasibility rate.   

 

 

Keywords: relay beamforming, artificial noise, two-way relay, physical layer secrecy, optimal 

design 
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1. Introduction 

Because of the broadcast nature of wireless medium, secrecy, especially the secure 

transmission in the presence of eavesdroppers, has become a fundamental problem in wireless 

networks. Up to now, there are two main strategies to improve the secrecy of communication 

systems. One is the data encryption strategy at the network layer/application layer of networks, 

and the other is the signal encryption strategy at the physical layer. In this paper, we focus on 

the encryption at the physical layer, which is also referred to as the physical layer secrecy. As 

for physical layer secrecy, it can be traced back to Wyner’s work in [1], which provided some 

theoretical results of establishing security communications.  

Recently, physical layer secrecy has attracted growing attentions, especially for 

multi-antenna systems [2][3]. With multi-antenna, the eavesdropper’s interception can be 

degraded by the spatial degree of freedom achieved by beamforming techniques. However, 

due to energy or size limitations of mobile devices, equpping multiple antennas may not 

always be available in practical systems. Fortunately, through the cooperation among multiple 

single-antenna nodes, a virtual multi-antenna system can be constructed. By doing so, the 

system with multiple single-antenna nodes are also able to enjoy the benefits of 

multiple-antenna architecture. Some works recently have reported the secrecy with relay 

beamforming design, e.g., see [4][5][6]. In [4] and [5], the secrecy enhancement for two-hop 

relay networks were discussed, where Amplify-and-Forward (AF) and Decode-and-Forward 

(DF) relaying protocols deployed at relay nodes. In [6], the secure relay beamforming design 

was investigated, where jamming approach was applied for two-hop relay systems.  

However, so far, most of existing works on secure relay beamforming have only been done 

for one-way relay networks, see e.g., [4][5][6]. To the best of our knowledge, only the work in 

[7] studied the secure relay beamforming design for two-way relay networks. Thus, in this 

paper, we also fucus on the the secure relay beamforming design for two-way relay networks. 

Compared with the works in [7], the main differences of our work can be listed as follows: 

Firstly, the authors in [7] aimed to achieve the maximum secrecy sum rate by relay 

beamforming vector design under total power constraint, while our goal is to optimally design 

relay beamforming vectors to minimize the total transmission power consumed by all relay 

nodes while satisfying the secrecy requirement of the system. Secondly, with the assumption 

that the eavesdropper’s Channel State Information (CSI) is known at the transmitters, the 

authors in [7] designed the relay beamforming vector in the null space of the eavesdropper’s 

channel to eliminate the information leakage to the eavesdropper. In their design, they thought 

that the information can not be overheard by the eavesdropper only when no useful signal is 

received at the eavesdropper. In our opinion, these assumptions may be too strict for secure 

transmissions, because when the eavesdropper can not correctly decode the overheared 

information the transmission also can be considered to be secure. To keep the eavesdropper 

not correctly decoding the overheared, it only requires the received 

Signal-to-Interference-Noise (SINR) at the eavesdropper below a certain threshold. With this 

consideration, in this paper, we design the relay beamforming vector under such a security 

constraint, i.e., the received SINR at each source is kept higher than a predefined Quality-of 

Service (QoS) threshold while the received SINR at the eavesdropper is kept lower than a 

predefined secrecy threshold. Thirdly, like most existing works on artificial noise based 

beamforming design, in [7], it assumed that no eavesdropper’s CSI is known by transmitters. 

Under such assumption, in their work, the artificial noise was just kept isotropic and its 
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spatiality was not fully utilized. Very recently, some works have began to utilize the spatiality 

of artificial noise, e.g., see [8][9], and showed that one may utilize the eavesdropper’s CSI to 

steer the artificial noise towards eavesdropper’s direction for more efficient secure 

beamforming design. Hence, in our work, we utilize the eavesdropper’s CSI and jointly design 

the optimized artificial noise vector and the beamforming vector to achieve the minimal total 

power consumption of the relay nodes.  

The rest of this paper are organized as follows. Section II describes the system model and 

then present two relay beamforming methods, i.e., Relay Beamforming without Arificial noise 

(RBoA) and Relay Beamforming with Arificial noise (RBwA). Section III formulates the 

optimization problems for both RBoA and RBwA, where our goal is to design 

energy-minimized relay beamforming vectors such that the received SINR of each source is 

kept higher than a predefined QoS threshold while the received SINR of the eavesdropper is 

kept lower than a predefined security threshold. Since the formulated problems are nonconvex, 

in Section III, we solve them by using semidefinite program (SDP) relaxation theory. In 

Section IV, we present some simulation results to demonstrate the effectiveness of our 

proposed schemes and show that RBwA outperforms RBoA in terms of both low power 

consumption and low infeasibility rate. Finally, Section V summarizes this paper.  

2. System Model 

Consider a two-way relay system as shown in Fig. 1, where two sources, A and B, exchange 

their information via K  relay nodes in the presence of an eavesdropper E. It is assumed that 

all nodes are equipped with single antenna and all channel matrices of the links are known to 

the transceivers. We assume that the eavesdroppers’ CSI can be obtained when the 

eavesdroppers are active in the network [10], and this is applicable particularly in networks 

combining multicast and unicast transmissions, where terminals play dual roles as legitimate 

receivers for some signals and eavesdroppers for others. Furthermore, half-duplex constraint is 

cosidered, so that two phases, i.e., the Multiple Access (MA) phase and the Broadcast (BC) 

phase, are involved to complete a round of information exchange between A and B. In the MA 

phase, A and B send their signal to the K  relays simultaneously, and in the BC phase, each 

relay amplifies the received signals and then broadcasts them to A and B simultaneously. 

Since A and B know their own transmitted signals, the self-interference is able to be canceled 

and the desired information can be extracted from the received mixed signals. However, since 

the eavesdropper E resides in the system, the information exchange between A and B may be 

overheard by E in both the MA phase and BC phase, resulting in the insecurity of the two-way 

relay transmissions.  

We assume that there is no direct link between A and B. Therefore, to keep the secrecy of 

the two-way relay transmission, the relay nodes should: 1) help the information exchange 

between A and B, and 2) prevent the information leakage to the eavesdropper to enhance 

security. In order to meet these two goals simulatenously, we adopt the received SINR as a 

measurement of QoS and secrecy, where the received SINR at each source node should be 

kept higher than a predefined threshold to keep the QoS of the information exchange between 

the two sources, and the received SINR at E should be limited below a predefined security 

threshold to avoid the information overhearing by the eavesdropper.  
Let 

1 2R R R R[ , ]
K

h h h h  and 
1 2R R R R[ ]

K
f f f  f  and 

1 2R R R R[ ]
K

g g g  g  denote the 
quasi-stationary flat-fading channel coefficient vectors between A and the relay nodes, 
between B and the relay nodes and between E and the relay nodes, respectively. Denote the 
channel coefficients between A and E and B and E with Eh  and Ef , respectively. To keep the 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 7, NO. 6, Jun. 2013                                 1421 

Copyright ⓒ 2013 KSII 

secrecy for the two-way relay transmissions, we propose two beamforming schemes, i.e., 
RBoA and RBwA as decribed in the following two subsections.  

1Rh

2Rh

R Kh
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1Rf

2Rf

R Kf

Ef

R1

R2

RK

B
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E

signal transmitted in the MA phase
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R Kg

 
Fig. 1. System model and the illustration of secure relay beamforming with artificial noise 

2.1. RBoA 

In this subsection, we describe the RBoA scheme. In the MA phase, A and B send their 

information to the K  relays, simultaneously. Thus, the received signals at the relays and at E 
can be respectively given by  

 R A R A B R B RP x P x  y h f n  ,                                           (1) 

 
MA MAE A E A B E B Ey P h x P f x n    ,                                       (2) 

where Ry  is a 1K   complex vector of the received signal at the K  relays and Ey  is the 

received signal at E in the MA phase. Let AP  and BP  denote the transmit power of A and B, 

respectively. Rn  is a 1K   complex vector of Additive White Gaussian Noise (AWGN) at the 

relays and 
MAEn  is the AWGN at E in the MA phase.  

In the BC phase, the i-th relay amplifies the received signal by a complex beamforming 

weight iw . Thus, the processed signal vector at the relay nodes can be written as  

 (RBoA)
RR x Ωy ,                                                      (3) 

where ( )
R
RBoA

x  is a 1K   complex vector and 1 2diag([ ])Kw w w  Ω . After this, the K relays 

broadcast the processed signals to A and B, simultaneously. So, the signals received at A, B 
and E can be expressed as  

(RBoA) (RBoA)
R A R R A A R R A B R R B R R AA

noiseself-interference desired signal

T T T T Ty n n P x P x n       h x h Ωy h Ωh h Ωf h Ωn ,       (4) 

 (RBoA) (RBoA)
R B R R B A R R A B R R B R R BB

noisedesiredsignal self-interference

T T T T Ty n n P x P x n       f x f Ωy f Ωh f Ωf f Ωn ,           (5) 

 
BC BC BCBC

(RBoA) (RBoA)
R E R R E A R R A B R R B R R EE

noise

T T T T Ty n n P x P x n       g x g Ωy g Ωh g Ωf g Ωn , (6) 

where An , Bn  and 
BCEn  are the noise received at A, B and E, respectively.  

Since A and B know their own transmitted signals, i.e., Ax  and Bx , respectively, they can 
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cancel the self-interference. Thus, in terms of (4) and (5), the end-to-end received SINR at A 
and B can be respectively given by 

B AB(RBoA)
A 22

A

SINR

HP

 


H

w G w

w D w
 ,                                               (7) 

 A AB(RBoA)
B 22

B

SINR

HP

 


H

w G w

w D w
,                                                (8) 

where AB R R R Rdiag( ) (diag( ) )HG h f h f , A R Rdiag( )(diag( ))HD h h , B R Rdiag( )(diag( ))HD f f  and 

1 2[ ]H
Kw w w  w . 

For E, it collects the signals in both phases, we assume that the Maximal Ratio Combining 

(MRC) is used at E to extract the desired signals. Therefore, the received SINR for the signals 

transmitted from A and B at E can be given by  

 
A

2
A E A AE(RBoA)

E 2 2 2 2
B E B BE E

SINR

H

H H

P h P

P f P  

 
 

    

w G w

w G w w D w
,                 (9) 

  

 
B

2
B E B BE(RBoA)

E 2 2 2 2
A E A AE E

SINR

H

H H

P f P

P h P  

 
 

    

w G w

w G w w D w
,               (10) 

respectively, where AE R R R Rdiag( ) (diag( ) )HG h g h g , BE R R R Rdiag( ) (diag( ) )HG f g f g and 

E R Rdiag( )(diag( ))HD g g . Actually, the first terms in (9) and (10) are the received SINRs for 

the signals transmitted from A and from B to E in the MA phase, respectively, and the second 

terms in (9) and (10) are the received SINRs for the signals transmitted from A and from B to 

E in the BC phase, respectively.  

2.2. RBwA 

In this section, we introduce the proposed RBwA. The process in the MA phase of RBwA is 

the same with that of RBoA, so we do not repeat the description of it again. In the BC phase of 

RBwA, the so-called artificial noise scheme [8] is adopted, where the relay nodes transmit 

artificial noise (interference) to mask the concurrent transmission of information bearing 

signal to the eavesdroppers. Thus, the transmit signal vector x  at relay nodes can be expressed 

as  

 (RBwA)
RR   x Ωy                                                         (11) 

where   is the 1K   artificial noise vector and it follows the zeros-mean complex Gaussian 
distribution with covariance matrix 0Σ± . Thus, the signal received at A, B and E can be 
expressed as  

(RBwA) (RBwA)
R A A R R A B R R B R R A RA

artificialnoisenoiseself int erference desiredsignal

T T T T Ty n P x P x n 



      h x h Ωh h Ωf h Ωn h ,           (12) 

  (RBwA) (RBwA)
R B A R R A B R R B R R B RB

artificialnoisenoisedesiredsignal self-interference

T T T T Ty n P x P x n       f x f Ωh f Ωf f Ωn f ,              (13) 

 
BC BCBC

(RBwA) (RBwA)
R E A R R A B R R B R R E RE

artificialnoisenoise

T T T T Ty n P x P x n       g x g Ωh g Ωf g Ωn g ,        (14) 

respectively. In terms of (12) and (13), the end-to-end received SINRs at A and B can be given 

by  

 B AB(RBwA)
A 2 2

A A

SINR
tr( )

HP

 


 H

w G w

w D w H Σ
,                                 (15) 
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 A AB(RBwA)
B 2 2

B B

SINR
tr( )

HP

 


 H

w G w

w D w H Σ
,                                 (16) 

 

where A R R
HH h h , B R R

HH f f . With MRC method, the received SINR at E for the signal 

transmitted from A and B can be respectively written as  

 
A

2
A E A AE(RBwA)

E 2 2 2 2
B E B BE E E

SINR
tr( )

H

H H

P h P

P f P  

 
 

     

w G w

w G w w D w F Σ
,            (17) 

 
B

2
B E B BE(RBwA)

E 2 2 2 2
A E A AE E E

SINR
tr( )

H

H H

P f P

P h P  

 
 

     

w G w

w G w w D w F Σ
,           (18) 

where E R R
HF g g .  

Based on the description above, in next section, we will find the optimal w  for RBoA and 

the joint optimal w  and Σ  for RBwA, respectively.  

3. Optimization Design for RBoA and RBwA. 

In this section, we design the optimal beamforming vector w  for RBoA and the jointly 

optimized beamforming vector w  and artificial noise vector Σ  for RBwA to minimize the 

total transmit powers of all relay nodes. To meet the security requirement of the system, two 

constraints are considered. Firstly, the received SINR at both A and B should be higher than 

predefined QoS thresholds, i.e., Aγ  and Bγ , respectively. Secondly, the received SINR at E 

should be kept below the predefined secure thresholds, i.e., 
AEγ  and 

BEγ , respectively. Then, a 

uniform optimization framework for the two schemes, RBoA and RBwA, can be 

mathematically given by  

 

A BA B

R

A BA B

E EE E

min

s t γ γSINR SINR

γ , γSINR SINR

P

    

 

w

.                                      (19) 

3.1. Optimal Design for RBoA 

In RBoA, (RBoA) (RBoA) (RBoA) 2
R A A B BR R R{ ( ) }H H H HP P E P P     x x w D w w D w w w , and ASINR , 

BSINR , 
AESINR  and 

BESINR  can be found in (7), (8), (9), (10), respectively. Let 

A

2 2 2
E A E B E/( )P h P f        and 

B

2 2 2
E B E A E/( )P f P h       . According to the problem in 

(19), we have that  

 

A A

A A

2
A A B B

B AB
A22

A

A AB
B22

B

A AE
E E2 2

B BE E

A AE
E E2 2

B BE E

min

s t γ

γ

γ

γ

H H H

H

H

H

H

H

H H

H

H H

P P

P

P

P

P

P

P



 

 


 


 

 

  





 
 

 
 

w
w D w w D w w w

w G w

w D w

w G w

w D w

w G w

w G w w D w

w G w

w G w w D w

.                                (20) 
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In fact, 
AE  and 

BE  are the received SINRs for the transmission from A to E and from B to E 

in the MA phase, respectively. Note that SINR must be nonnegative, so when 
A AE Eγ  , the 

problem will have no solution. The case 
A AE Eγ   actually implies that only by the 

overhearing in the MA phase, E can decode the signal transmitted from B. This also applies to 

the case 
B BE Eγ  . Therefore, in this paper, we just focus on the case 

A AE Eγ   and 
B BE Eγ  .  

Since the problem of (20) is nonconvex, we handle it using SDP relaxation theory. By 

introducing a new variable HW ww , the problem of (20) can be transformed into  

 2
A A B Bmin tr( ) tr( ) tr( )P P  

W
D W D W W                                                      (21a) 

2 2
A A B AB As t γ tr( ) tr( ) γ 0P     D W G W                                                     (21b) 

2 2
B B A AB Bγ tr( ) tr( ) γ 0P   D W G W                                                      (21c) 

A A A A

2 2
A AE E E E B BE E Etr( ) (γ )tr( ) ( tr( ))(γ ) 0P P        G W D W G W    (21d) 

B B B B

2 2
B BE E E E A AE E Etr( ) (γ )tr( ) ( tr( ))(γ ) 0P P        G W D W G W     (21e) 

0W±                                                                                                      (21f) 

rank( ) 1W                                                                                              (21g) 

 

From problem (21), it can be observed that the resulting objective function is linear, and all 

constraints are convex sets except the rank-one constraint. Following the SDP relaxation 

theory, if we drop the rank-one constraint, we have that  

 

2
A A B Bmin tr( ) tr( ) tr( )

s t (21b),(21c),(21d),(21e),(21f).

P P  

 

W
D W D W W

,                                      (22)  

which is a convex SDP, and therefore can be efficiently solved to obtain the global optimum 

by the available solvers, e.g. CVX [13]. 

It also should be noted that, since the rank-one constraint is dropped in (22), the optimal 

solution W*  is not necessarily rank-one. Based on the rank reduction results for general SDPs, 

namely, Lemma 3.1 in [12], we can derive that rank(W*)=1 or rank(W*)=2. Therefore, if 

rank(W*)=1, the optimal beamforming vector w* can be retrieved from W* exactly. If 

rank(W*)=2, Gaussian randomization method [11] can be applied to obtain an approximated 

w*. Interestingly, the optimal solution W* in our simulations are all rank-one, which means 

that w* can be retrieved from W* exactly. 

3.2. Optimal Design for RBwA 

In RBwA, (RBwA) (RBwA) 2
R A A B BR R{ ( ) } tr( )H H H HP E P P     x x w D w w D w w w Σ . Compared with 

the RP  of RBoA, the RP  of RBwA has one more term, i.e., the last term tr( )Σ , which actually 

is the power of artificial noise. Similarly to the analysis for RBoA, by substituting (15), (16), 

(17) and (18) into problem (19), we have that   
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A A

2
A A B B

B AB
A22

A A

A AB
B22

B B

A AB
B22

B B

A AE
E E2 2

B BE E E

B BE

2
A AE E E

min tr( )

s t γ
tr( )

γ
tr( )

γ
tr( )

γ
tr( )

tr( )

H H H

H

H

H

H

H

H

H

H H

H

H H

P P

P

P

P

P

P

P

P



 

 

 


 



  

  
 


 


 

 
  

  

w,Σ
w D w w D w w w Σ

w G w

w D w H Σ

w G w

w D w H Σ

w G w

w D w H Σ

w G w

w G w w D w F Σ

w G w

w G w w D w F Σ
B BE E2

γ 


 

.                        (24) 

Here, we also focus the case when 
A AE Eγ   and 

B BE Eγ  . It can be observed that when 0Σ , 

problem (24) can be degenerated into problem (20), which implies that the feasible set of 

problem (20) is a subset of the feasible set of problem (24) and (RBwA) (RBoA)
R RP P  .  

Since problem (24) is also nonconvex, by using the SDP relaxation theory, problem (24) 

also can be relaxed to be convex. Let HW ww , problem (24) can be relaxed as  
2

A A B Bmin tr( ) tr( ) tr( ) tr( )P P   
W,Σ

D W D W W Σ                                                            (25a) 

2 2
A A B AB A A As t γ tr( ) tr( ) γ tr( ) γ 0P      D W G W H Σ                                             (25b) 

2 2
B B A AB B B Bγ tr( ) tr( ) γ tr( ) γ 0P    D W G W H Σ                                              (25c) 

A A A A

2 2
A AE E E E B BE E E Etr( ) (γ )tr( ) ( tr( ) tr( ))(γ ) 0P P         G W D W G W F Σ (25d) 

B B B B

2 2
B BE E E E A AE E E Etr( ) (γ )tr( ) ( tr( ) tr( ))(γ ) 0P P         G W D W G W F Σ  (25e) 

0W±                                                                                                                  (25f) 

rank( ) 1W                                                                                                                     (25g) 

Following the SDP relaxation theory, the hard constraint rank( ) 1W  also can be neglected 

and the then the new relaxed problem is given by  

 

2
A A B Bmin tr( ) tr( ) tr( ) tr( )

s t (25b),(25c),(25d),(25e),(25f)

P P   

 

W,Σ
D W D W W Σ

,                           (26) 

which is a convex SDP, and the global optimal solution can be obtainedby the available 

solvers. Futhermore, the beamforming vector w* can be retrieved from W* exactly, since W* 

is always rank-one in our simulation, although it cannot be proved theoretically. 

It should be noted that the two schemes proposed in our manuscript can be extended to the 

case of existing multi-eavesdropper scenario directly. When there are multiple eavesdroppers 

in the system, the number of the secure constraint will be two times of the eavesdropper’s 

number for the optimization problem and the SDP relaxation method can also be applied to 

solve the optimization problem. 

4. Simulation Results 

In this section, we provide some simulation results to validate the effectiveness and the 

performance of our proposed schemes. As mentioned previously, when the received SINR at 

E in the MA phase are higher than the predefined threshold, i.e., 
A AE Eγ  or 

B BE Eγ   the 
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secrecy of the communication cannot be achieved. We therefore just consider the cases that 

A AE Eγ   and 
B BE Eγ  . The relaxed convex optimization problems (22) and (26) are solved 

by CVX tools [13].  

Firstly, we select an example to show the effectiveness of the proposed schemes. The 

number of relay nodes K  is set to 4. The uniform linear array (ULA) channel model is 

adopted to keep the space between successive array elements being half of the carrier 

wavelength, where the channel vectors Rh , Rf  and Rg  poss a Vandermonde structure. 
( 1)( ) [1 ]

Tj j KV Ke e     , sin( 180)      and [ 90 90 )   . The direction of A, B 

and E are set to be 10 , 85  and 25 , respectively. Therefore R (10 )Vh , R (85 )Vf  and 

R (25 )Vg . Other parameters are set as follows. E E 0 7h f    , A B 11dBWP P  , 

A BE E 2dBW   , and A B 15dBW   . 
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Fig. 2. Optimal beam patterns of RBoA with R (10 )Vh , R (85 )Vf , R (25 )Vg  

Through solving the problem in (22) and (26), the total transmit power consumed by the 

relay nodes in RBoA and RBwA are 20.6dBW  and 17dBW , respectively. This apparently 

demonstrates that RBwA consumes much less power than RBoA.  

Moreover, the beam patterns of Rdiag( )
w h  and Rdiag( )

w f  for problem (22) are shown in 

Fig. 2 and the beam patterns of Rdiag( )
w h , Rdiag( )

w f  and 
Σ  for problem (26) are shown in 

Fig. 3. Actually, the beam patterns of Rdiag( )
w h  and Rdiag( )

w f  represent the total power 

consumed by the relay nodes associated with the transmissions from A to B and from B to A, 

respectively. From Fig. 2 and Fig. 3, it can be seen that in the two proposed schemes, the 

obtained main power (information) of beam patterns Rdiag( )
w h  and Rdiag( )

w f  focus 

towards B and A very well, respectively. Meanwhile, both Rdiag( )
w h  and Rdiag( )

w f  

degrade sharply along the direction of E. It also implies that using our proposed schemes, the 

main power (information) can be focused towards to B and A with less leakage power towards 

E. Moreover, from Fig. 3, one can see that *
Σ  focus its main beam power (interference) 

towards E, and the artificial noise power towards A and B are relatively very low. Since *
Σ  

actually represents the power consumption of the designed artificial noise at the relay nodes, it 

demonstrates that the designed artificial noise can greatly bring down the received SINR at E 

while only causing extremely small impact on the received SINR of the two sources. 

Therefore, secure two-way relay transmission can be achieved.  
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Fig. 3. Optimal beam patterns of RBwA with R (10 )Vh , R (85 )Vf , R (25 )Vg  

Secondly, we compare the infeasibility rate, i.e., the percentage of infeasibility (%) of 

problems (22) and (26) out of 1000 simulation trials, and power consumption of the two 

proposed schemes. In these simulations, the channel vectors are generated as complex 

zeros-mean Gaussian random vectors. The channel covariance for Rh  is set to 7dBW , and the 

other channel covariances are all set to 5dBW . The transmit powers of AP  and BP  are set to 

12dBW, the predefined security thresholds are set to 
A BE Eγ γ 2dBW  , and the QoS 

thresholds are set to A Bγ γ γ  . Fig. 4 shows the infeasibility rate versus γ  when K  are 

selected to be 6, 8 and 10, respectively. It can be observed that the infeasibility rate of RBwA 

is always lower than RBoA and infeasibility rates of both schemes decrease with the increase 

of the value of K .  

Furthermore, Fig. 5 plots the total consumed power RP  by the relay nodes versus γ  when 

both of two proposed schemes are feasible. It can be seen that the power consumption of 

RBwA is always less than that of RBoA. Additionally, the power consumption gap between 

the two schemes becomes gradually larger with the increase of γ . It also shows that the total 

power consumed by the relay nodes decreases with the growth of the number of relay nodes. It 

therefore can be stated that more relay nodes could lead to low power consumption and low 

infeasibility rate, and by introducing optimally designed artificial noise, secure bemforming 

performance can be improved.  
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Fig. 4. Comparison of the infeasibility rates of RBoA and RBwA, when K =6, 8 and 10, respectively 
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Fig. 5. Comparison of the total power consumed by the relay nodes in RBoA and RBwA, when K =6, 8 

and 10, respectively 

Thirdly, we also compare the performance of our two proposed schemes with the null space 

based beamforming scheme. In Section I, we introduced a beamforming scheme proposed in 

[7], which designed the beamforming vector in the null space of eavesdropper’s channel to 

maximize the secrecy sum rate of the two-way relay system. By the null space based relay 

beamforming design, the secrecy of the two-way transmission can also be enhanced. In the 

following simulations, we will compare the power consumption and infeasibility rate 

performance of such null space based method with our schemes. Moreover, the relay 

beamforming scheme without security constraint is also considered as a benchmark in our 

comparisons. Specifically, in the simulations, the channel vectors are generated as complex 

zeros-mean Gaussian random vectors. The channel covariance Rh  is set to 7dBW , and the 

other channel covariances are all set to 5dBW . The transmit powers of AP  and BP  are set to 

12dBW. We also set the QoS threshold to A Bγ γ 22dB   and security threshold to 
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A BE E Eγ γ γ  . Fig. 6 shows the infeasibility rate of the two proposed schemes versus Eγ , 

where the null space based scheme and the relay beamforming scheme without security 

constraint are also simulated. It shows that the relay beamforming scheme without security 

constraint always has the lowest infeasibility rate among the four schemes. The reason is that 

no security constraint gives rise to more feasible solutions. It also shows that the infeasibility 

rate of RBwA is very close to that of the scheme with no security constraint, where, however, 

in more than 99% cases RBwA meets the security requirements, which implies a very good 

performance of RBwA. It also shows that, with the increase of Eγ , the infeasibility rate of 

RBoA decreases from 74% to 40%, while the infeasibility rate of null space based scheme is 

unchanged with the varying Eγ . The reason is that, in the null space based scheme, 

A BE Eγ γ dB   , which is independent with Eγ .  

Besides, the curves of the consumed power versus Eγ  for the four schemes in feasible cases 

are plotted in Fig. 7. It can be seen that, compared with the three secure relay beamforming 

schemes, the total power consumption of relay beamforming scheme without security 

constraint is always lowest, which implies that the secure relay beamforming schemes enhance 

the secrecy of the two-way relay networks at the expense of more power consumption at relay 

nodes. From Fig. 7, it also can be observed that, RBwA scheme always achieves the lowest 

power consumption among the three secure relay beamforming schemes and the power 

consumed by the two proposed schemes decreases with the growth of Eγ . Additionally, one 

can also see that the power consumption of the null space based scheme seems constant. The 

reason is that the null space based scheme’s performance is independent with Eγ , which was 

explained previously.  

From the simulations presented above, it consequently can be stated that, the two proposed 

schemes outperform other secure beamforming design methods in terms of low power 

consumption and low infeasibility rate. Moreover, RBwA always has better performance than 

RBoA.  
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Fig. 6. Comparison of the infeasibility rates of the proposed schemes and the scheme in [7] 
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Fig. 7. Comparison of the total power consumed by the relay nodes of the proposed schemes and the 

scheme in [7] 

5. Conclusions 

This paper studied the relay beamforming design for multi-relay two-way relay networks in 

the presence of an eavesdropper. We presented two beamfoming methods, i.e., RBoA and 

RBwA. The received SINR at the receiver was used as the security and QoS measurement. We 

formulated optimization problems for the two methods to optimally design beamforming 

vectors and artificial noise vector to minimize the total energy consumption. SDP relaxation 

theory was used for solving the problems. Simulation results demonstrated the effectiveness of 

our proposed schemes and showed that RBwA outperforms RBoA in terms of high power 

efficiency and low infeasibility rate, which indicated that by jointly design the artificial noise 

and beamforming vector, the performance secure bemforming for two-way relay systems can 

be greatly improved. 
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