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Abstract

The traditional key exchange protocols are transmitted by using the cryptographic. However, these protocols are
compromised by the attacker. To solve this problem, this paper proposes a key exchange protocol based on the
steganography with the QR code. The steganography technique embed secret information to the images, documents, videos,
and MP3 files and transmit to the others. The attacker can’t know that the transmission data is the secret data.
Therefore, the sender transmits efficiently and safely the secret data to the others. In additional, the cover image is using
the QR code image to insert the secret key. If attackers scan the QR code, then they just read the information or connect
URL. They can not be recognized that the QR code image is hiding the secret key. The experiments compare the QR
code image with the well-known image about the distortion and the safety.
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Fig. 1. Diffie-Hellman Key Exchange Protocol.
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Table 1. The capacity of 2-D barcodes.
A | Lot Byte Kanji

QR Code 7089 4296 2953 1817
Data Matrix 3116 2355 1556 778
Aztec code| 3832 3067 11914 0
Maxi code 138 93 0 0
Shot code 0 0 40 0
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Fig. 10. The recognition of the embedded QR code.
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