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<#5. DASH7 Certification Test Cases and Test Methods>
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No Wakeup Signal

The tag shall initially be Asleep. Send a Collect with UDB command without a wakeup
signal and verify that the tag does not respond.

Read Tag ID
and Manufacturer 1D

Send wakeup signal immediately followed by Collect with UDB command code and Max
Packet length of 20 (i.e. no UDB data included in tag response). The interrogator shall
receive the Broadcast response of the tag and shall extract the tag manufacturer ID
and tag serial number.

Tag Awake for
at least 30 seconds

Wait 29 seconds and resend a Broadcast command with Collection with UDB and max
packet length of 20. Verify using interrogator that the tag responded and the response
is valid (i.e. tag ID and serial number are correct).

Tag sleeps after

Wait 31 seconds from last interrogator command and validate that the tag does not

30 seconds respond to subsequent interrogator commands.
BEEP First send wakeup signal followed by BEEP QN command to verify that the tag beeps.
Send BEEP OFF command to turn off beeping.
If Test Case 5 is not performed, issue a Wakeup Signal and then a Read UDB command
Sleep to ensure the tag is awake. Send a Sleep command and verify that the tag does not respond

to subsequent interrogator commands by sending a Read UDB command.

No response to
Broadcast commands

Send Wakeup signal immediately followed by an invalid broadcast command (e.g. 0x20).
Verify the tag does not respond for duration of 1 second.

Unlock

Send a point-to—point command with Unlock and invalid password (use 00000000 as passwo
rd). Use interrogator to verify that the tag responded with an error code of Ox08.

Password functionality

Send a point-to-point command with Unlock and valid password (i.e. FFFFFFFF) and verify
the tag responds with no error. Next send a Set Password P2P command with new password
0000FFFF(hex). Engage password protection by sending the Set Password Protect Mode
command with the new password and observe a valid response from tag. Send Write Memor
y command with 4 bytes of data at starting address 4(hex). Observe the tag replies with
the valid error code (i.e. 0x08)

Password functionality

Next unlock the tag with the correct password (i.e. 0000FFFF) and try writing with the same
parameters as in previous test case. Observe valid response from tag (i.e. command code OxEQ).

Tag is locked
after waking up

Put tag to sleep by issuing Sleep command. Then Awake tag and write to memory. Observe
the tag responds with a valid error code 0x08 (i.e. tag is locked).

Write to User ID

Send User ID Write command with data lengths of 9, 60 and 61 bytes. For length of 61
an error code 0x02 is expected from tag. For lengths of 9 and 60 bytes no error is expected
from the tag. Send a User ID Read command and verify the data is the same as was written.

Write to Routing Code

Send Routing Code Write command with different lengths as specified. For length greater
than 50 an error code 0x02 is expected from the tag.

Read Unknown UDB Type

The reader sends a Read UDB with invalid UDB Type. An error message with error code
0x02 and sub-code 0x01 is expected from tag.

Read Transit UDB

Send Read UDB command with UDB Type Code 0x00. This will read Routing code and
User ID previously written during testing. Verify these values are the same.

Read Capabilities UDB

Send Read UDB command with UDB Type Code 0x01. This will read Capability data of the tag.

Read Query Results UDB
with Valid Query

First create table (Table ID 0x0001) with predefined data records (these pre—defined data
records shall be at the discretion of the test system developer). Then send Read UDB
command with UDB Type Code 0x02. Should receive tag response with UDB Element Type
0x15 and Query Status 0x01 and correct number of records and index.

Read Query esults UDB
with Results invalidated
(add record)

First send Table Add Records command to add record to existing Table. Then send Read
UDB command with UDB Type Code 0x02. Should receive tag response with UDB Element
Type 0x15 and Query Status 0x01

Read Query Results UDB
with Results invalidated
(update record)

First send Table Update Records command. Then send Read UDB command with UDB
Type Code 0x02. Should receive tag response with UDB Element Type 0x15 and Query
Status 0x01
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Read Query Results UDB
with Results invalidated
(update field)

First send Table Update Fields command. Then send Read UDB command with UDB Type
Code 0x02. Should receive tag response with UDB Element Type 0x15 and Query Status 0x01

Read Query Results UDB
with Results invalidated
(delete records)

First delete a record from table using Table Delete Record command. Then send Read
UDB command with UDB Type Code 0x02. Should receive tag response with UDB Element
Type 0x15 and Query Status 0x01

Read Query Results UDB
with Query on Invalid Table

Send Read UDB command with invalid parameters. Should receive error code 0x02 and
optional suberror code 0xO01.

Read Hardware Fault UDB

Send Read UDB with UDB Type 0x03. Should receive tag response with UDB Element Type Ox16.

Create Table
with too Many Fields

Send Table Create command with 33 fields. Should observe error code 0x02 and optional
sub-code 0x03 (Too many parameters)

Create Table
with Zero Length Field

Send Table Create command with 0 fields. Should observe error code 0x02 and optional
sub-code 0x03 (Too few parameters)

Create Table
that Already exists

Send Table Create command to create an existing table. Should observe error code 0x06
and optional sub—-code 0x02

Create Table Zero

Send Table Create with Table ID 0. Table 0 is reserved for Query Results Table. Therefore,
should observe error code 0x06 and optional sub—-code 0x04 or 0x02

Create Table Retry

The purpose of this test case is to try and create the same table that has already been
successfully created. The test case shall first create a new Table with Table ID 0x0002.
Then immediately following this the reader shall try to create the same table. The tag shall
respond with the same response from the previous successful Table Create command.

Get Properties
Non-Existent Table

Send Table Get Properties command with invalid Table ID. Should receive an error code 0x04.

Get Properties (Normal)

Send Table Get Properties command with valid Table ID. Should receive proper Table Get Properti
es response with total number of records and max number of records possible for given table.

Get Properties
After Adding a Record

Add record to existing table using Table Add Records command. Send Table Get Properties
command with valid Table ID. Should receive proper Table Get Properties response with
updated total number of records and max number of records possible for given table.

Add Zero Records

Add record to existing table using Table Add Records command with number of records
as zero. Should receive error code 0x02.

Add Records
to non-existent table

Try to add record to non—existent table by sending Table Add Records command with invalid
Table ID. Should receive error code 0x04

Add Record to Table Zero

Try to add record to Table O which is read-only. Should receive error code 0x09.

Add Too many Records

Try to add more records than the amount of max records allowed for the given table. Should
receive error code 0x41 with optional subcode Ox01.

Add Records
with too much Data

Send Table Add Records command with more data than allotted for the table. The tag
should respond with error code 0x41 and an optional sub-code 0x03

Normal Add Records

Add valid records to valid Table ID. Should receive proper response (i.e. response shown in Table 87).

Read Records
from non-existent Table

First send Table Get Data command with Invalid Table ID. Should receive error code 0x04
with optional sub-code 0x01

Read Records from Table 0 wit
h No Query

First send Table Get Data command with valid Table ID 0. Observe error code 0x04 with
optional sub—-code 0x01 from tag since no records exist.

Read non-existent Record
from Normal Table

First send Table Get Data command with non-existent record number. Should receive error
code Ox41 with optional sub—code 0x02.

Normal Read Records

First send Table Get Data command with valid parameters. Use valid Token to issue Table
Read Fragment command. Should receive proper response from tag.

Read Field
from non-existent Table

Send Table Get Data command with invalid Table ID. Should receive error code 0x04 and
optional sub—code 0x01

Read Field from Table Zero
with No Query

First send Table Get Data command with Table ID 0. Observe error code 0x04 with optional
subcode 0x01.

Read non-existent Field
from Normal Table

First send Table Get Data command with non-existent Field number. Should receive error
code Ox41 with optional sub—code 0x04.

Normal Read Fields

First send Table Get Data command with valid parameters. Use valid Token to issue Table
Read Fragment command. Should receive proper response from tag.
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Read Fields with Starting
Field >=32

First send Table Get Data command with Starting Field Number greater than 32 (example,
35). Should receive error code 0x41 with optional sub-code 0x04. Error code 0x02 and
optional sub—code 0x01 is also valid.

Update Records in Table Zero

Send Table Update Records command with Table ID 0. Should receive error code 0x09.

Update Zero Records

Send Table Update Records command with Number of Records 0. Should receive error
code 0x02 with optional sub—code 0x01

Update Too many Records

Send Table Update Records command with Number of Records greater than max allowed.
Should receive error code 0x41 with optional sub—-code 0x02. Error code 0x02 and optional
sub-code 0x01 is also valid.

Update Records
in non-existent Table

Send Table Update Records with invalid Table ID. Should receive error code 0x04

Update Record
non-existent Record

Send Table Update Records command with invalid Starting Record Number. Should receive
error code 0x41 with optional subcode 0x02

Normal Update Record

Send Table Update Records with valid parameters. Should receive valid tag response.

Update Fields
with Number of Fields Zero

Send Table Update Fields command with Number of Fields as zero. Should receive error
code 0x02 with optional sub—code 0x01.

Update Fields with Number of
Fields > 32

Send Table Update Fields command with Number of Fields greater than 32 (example, 33).
Should receive error code 0x41 with optional sub—-code 0x04 from tag since the Number
of Fields can not be greater than 32.

Update Fields
in non-existent Table

Send Table Update Fields command with invalid Table ID. Should receive error code 0x04
with optional sub-code 0xO01.

Update Fields
in non-existent Record

Send Table Update Fields commands with the Number of Records greater than the total
amount of Records in the Table. Should receive error code 0x41 with optional sub-code
0x02. Error code 0x02 and optional sub-code 0x01 is also valid

Update Fields in Table Zero

Send Table Update Fields command with Table ID 0. Should receive error code 0x09.

Normal Update Fields

Send Table Update Fields command with valid parameters. Observe valid tag response
(i.e. Table 93)

Delete from non-existent
Table

Send Table Delete Record command with invalid Table ID. Should receive error code 0x04
with optional sub-code 0x01

Delete non-existent Record

Send Table Delete Record command with invalid Record Number (i.e. record number greater
than the total records in the table). Should receive error code 0x41 with optional sub-code
0x02. Error code 0x02 and optional sub—code 0x01 is also valid.

Delete from Table Zero

Send Table Delete Record command with Table ID 0. Should receive error code 0x09

Normal Delete Record

Send Table Delete Record command with valid parameters. Observe valid response from
tag (i.e. Table 96).

Table Query with Invalid
Logical Operator

Send Table Query with invalid Logical Operator. Observe error code 0x02 with optional sub—c
ode 0x01

Table Query with Invalid
Relational Operator

Send Table Query command with invalid Relational Operator. Observe error code 0x02 with
optional sub—code 0x01

Table Query with
Comparison Data Length > 32

Send Table Query command with invalid Data length. Observe error code 0x02 with optional
sub-code Ox01.

Table Query Send Table Query command with invalid Table ID. Observe error code 0x04 with optional
on non-existent Table sub-code Ox01.
Table Query Send Table Query with Field Number greater than the number for Fields in the Table. Observ

non-existent Field

e error code Ox41with optional sub-code 0x04.

Table Query Read Table 0

Send Table Query command with valid Query Element (i.e. data matching existing data
in a Table). Verify that the Number of Records Matched is correct. Then send Table Get
Data command with Table ID 0. Then send Table Read Fragment command and verify
that the returned data matches the Query Element data.

Table Query with Multiple
Query Elements

Send Table Query command with valid multi-element Query (i.e. data matching existing
data in a Table). Verify that the Number of Records Matched is correct. Then send Table
Get Data command with Table ID 0. Then send Table Read Fragment command and verify
that the returned data matches the Query Element data
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