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Abstract
should have high quality and no defects when DRM is added to digital contents. It can be a basis for the

To make the DRM technology protect adequately the copy right of digital contents, DRM software

effective protection of the copyright of digital contents to develop a quality evaluation model of DRM SW.
First of all, the security of DRM SW is the most critical quality characteristic that DRM software must have.
In this paper, we conducted research on how to measure the quality of security of DRM SW.
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(Table 1) Sales Trends of Contents Security
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S Yo o006 | 2007 | 2008 | 2000 | 2010 | 2011 |CACR(0)
Division

DRM | 11,784 | 15,796 |19,006(22,215] 25,425 |28634| 24.28
Total | 32,554 | 37,779 |42,202|46,624| 51,047 [55469| 12.52

(Note) CACR : Compound Annual Growth Rate
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(Table 2) The skills necessary for document

secu

rity

Security
technology

contents

Encryption of
the document

Perform file-level encryption at the same
time as the creation and storage of
electronic documents

Folder Encryption Support

Setting of usage

Setting of the detailed right such as setting
the view of a document, the number of

right of outputs and edit
document - support of setting of usage rights according
to users, groups and document security level
Editing - interception of copy & paste and print
control screen function in a important document

Output control
and insert the
printer marking

~ the control of print marking insertion in the

- It is possible to insert some variety of

the control of use of printer according to
User/group/PC

output according to user/group
different types of watermarks such as

print Information, security levels, and a
warning message

automatic
discard of
electronic -
documents

Auto-destructive functions of important
documents at expiration, exceeding the
number of output and reading

Provides the function of destory which is
not being recovered with a general
document recovery program

support of safe
external transfer
of electronic |-
documents

creation of security file for an encrypted
external transmit with a document usage
right

Only users who have passed authentication
can use the security file for external
transfer

control of
storing to the
external storage

write control to portable storage devices
such as floppy disks(FDD), CD-RW, USB
memory

medium
- Management of all records for user
authentication and the history of use of
logging important documents
(record) - Management of all records for
administrator authentication, policies, user
management, etc.
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(Table 3) DRM function for music

Function Name contents

Blocking Voice
Capture

Blocking the capture program such as
Sound Forge

Blocking URL link | Blocking of URL Copy and watch

Even if you copy a file, because of its
encrypion, it will not run without the
real-time authentication of operators

Block runs after
the illegal copying

Blocking of Blocking a copy method intercepting the
Network Hooking | data that is passed to the Internet line

Blocking of video | Blocking of illegal copies of the files that
memory copy are copied to the user PC's video memory

Blocking of cache | Protection of temporary files that are

file copy created in the process of running a file
. . We can be tracked by the insertion of
Fingerprint I . .

. user-specific information on the file to
Function

download
Real-time control | Even if users already downloaded a file,

Function disable it not to run by real-time control
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(Table 4) DRM function needed to provide for

the videos
Function name contents
ID Marking Blocking copies to use a video camcorder
Function by displaying of user ID on a video
Blocking of

Blocking various video capture programs
Capture Program e D prog

Blocking URL link |Blocking of URL Copy and watch

Even if you copy a file, because of its

encrypion, it will not run without the

real-time authentication of operators

Blocking of cache |Protection of temporary files that are
file copy created in the process of running a file

Real-time control |Even if users already downloaded a file,
Function disable it not to run by real-time control

Block runs after
the illegal copying
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(Table 5) Quality Characteristics System of
Functionality

Quality | Quality

Charact | Subcharact

eritics eritics

Concept

The capability of the software product
to provide an appropriate set of
functions for specified tasks and
user objectives.

The capabhility of the software product
to provide the right or agreed results
or effects.

The capabhility of the software product
to interact with one or more specified
systems.

The capability of the software product
to protect information and data so that
unauthorised persons or

systems cannot read or modify them
and authorised persons or systems are
not denied access to

them.

The capability of the software product
to adhere to standards, conventions or
regulations in laws and

similar prescriptions.

Suitability

Accuracy

Interoperab
ility

Functio
nality

Security

Compliance

]_
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(Table 6) System of Quality Testing Module

4 g e
Concept of The basic concept of evaluation
metric modules
wha We h
Meastrement at you want to get throug] Fhe
. measurement of the evaluation
Outline purposes

module
where the metric belongs

Metric category

Term .
. explanation of related terms
Explanation
application target such as document or
target software
Necessary Tools/resources required to apply
resources the metric
Coverage . Testing techniques that can be
Techniques .
applied
Relevant  information to  be
Considerations | considered when apply evaluation
modules
Related Documents that metrics
Reference .
are derived
Measurement .
. Data items to be measured
items
. Measurement | specific measure for the measure
Metric . . .
method item to configure the metric

definition of expression using the

Expression .
D data items

Description on specific procedures

Application Procedures and method to perform the test

Mappi f th .
apping of the The range of metric results

measurements
Interpretation of
Results . .
. the Provide guidance about how to
Interpreta .
. measurement interpret the measurement results
tion and
reporting results
Reportin items to be reported as a
X s document on the measurement
requirements

results
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(Table 7) The contents of test modules about
security of DRM Software

Subchar
acteritic Item Related Items
S
Only one who have duly issued
Use control license can use the contents
according to the rules
Prevent illegal use by the date
Temper change for the contents with the
Security ;
Resistance specified period
. To ensure the integrity of license
License . . .
. information to prevent unauthorized
Integrity e
modification
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. Blocking access for users who
Encryption . .
technolo are not licensed for use by using
ey encryption technology.
. A specified user can use the
Se‘th‘g Contents  only  within  the
Permissions i .
specified rights
Securely manage and distribute
Symmetric Key| symmetric encryption key (CEK)
Management | used for encryption of digital
content
Blocking of ‘Whether to block the function
Function which needs blocking
Pr i f .
evention o prevent arbitrary use or the
document extraction of decrypted document
extracts v
Blocking the path for illegal
Persistent document distribution and use of
Protection document by an unauthorized
party
Trace of path to contents move
Usage L
. through monitoring of content
monitoring
usage
5.2 SEAAHE
FAAANEE AREEC AoE HERS VFoR
AA FA AEE FYshs GHolA AYsA 28
F S Bed AP AFES FEse Ho
w2 e} A, 248, Wege) A, 2
o] 9, Agh EAH 7] FiE 5o FAE 9
o} o]y gk FAHANES ol & <Table 8> YERNAT

(Table 8) An example of quality inspection table

Measure name

Diversification of| Is it possible to choose packaging
the packaging | method depending on the need?

approach
The number of packaging approach
A - Pre-Packaging
- On-the-fly packaging
Measure -
ment The number of Packaging method to
items support in the software
B A measure of the number of packaging
approach  supported by the DRM
software to be tested.
—— Diversification of the packaging
approach = B/A
The range of | 0 < Diversification of the |result
results packaging approach < 1 | value
problem

FARATNE AR 0% ELY) a0l

%
Faa sk vl g £go] EakElo] k. 24

{0

4

[¢]

B S B VELS TG LA 1) o
Aol anz T G2 )ash 54 el tig ]
&9 2R A3 dole Al el AE = 2t
of Jerd & gl ooz WS AAHo2 03
jole] gem A 4 JEs delaelt

AAF £EFS DRM L2ZEg o] wekie Hat

ST RAE FEETE DRM 2z Eg0fe] Wty
-

2
=
=2
r <
<
to
1
>
>
o
o
i)
At
oX,
o,
<
k1
=2
o
i

(Table 9) Checklist of Blocking of Function

No Item name s
result
1 Copy / paste in the document security is v
limited?
9 Is it limited tf) save the original in the N/A
document security?
3 Is it limited to capture screens in the v
document security?
4 Is Copy & Paste function being blocked in v
the Important documents?
5 Is the use of printer controlled-in a specific v
User, group/p and PC?
6 Is the insertion of print marking controlled-in v
a specific User, group/p and PC?
7 Is voice capture being blocked in online v
music?
Is the download through URL link being
8 . . .. N
blocked in online music?
Is the copy method being blocked that
9 | intercept network transmission data in online Y
music?
Is the copy using a camcorder being blocked
10| . . Y
in case of a video?
1 Is the copy using a capture program being v
blocked in case of a video?
The number of Y
The number of N
Result
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