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Secure User Authentication Scheme Based on Facial Recognition
for Smartwork Environment
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Abstract

Smartwork is future-oriented work-environment to bring swift business transaction and convenient for users.
In domestic and foreign various countries, It's already prompting introduction of smartwork. Users process work
to access frequently from the outside in smartwork that's a similar client/server environment to existing Cloud
Computing environment. Necessary of user authentication is increasing to be solvable to security vulnerability
because there is possibility that malware flows in and leaks company's confidential information by unauthorized
users especially in smartwork environment. Therefore we propose User Authentication scheme based face
recognition is applicable to smartwork environment to analyze established User Authentication scheme.
environment.
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Table. 1. Analysis of Security Problems
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