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ABSTRACT

ZigBee is a wireless sensor network protocol recognized as a next-generation standard infrastructure for WBAN and Smart
Grid. Security plays an important role in several ZigBee applications. Especially, strict membership control should be enforced
when the membership is changed during the join and leave operations in ZigBee. In this paper, we investigate the security
weakness of the current leave operation in ZigBee and propose a new security scheme to address it as well as its security and

performance analysis.
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Coordinator
(Trust Center)

(a2l 1) ZigBee UWEHZ

2.1 ZigBeeHl EH32| M

ZigBee W|ESZ+= & 7§29 ZC(ZigBee Coordi-
nator)dl| th=¢] A7t AA AR HeHR FA =
Al ZColE ZigBee VIES =] HakS el
TC(Trust Center)7} $1*&c}. ZC= ZR(Zig-
Bee Router)®2 ZED(ZigBee End Device)<}
AA4E 4 glen ZED2 tiA ZR¥ A= A=
T2E YA}

ZigBee VIEYaE FARA Eo] 7}1aA 3}
SIS AMpt U ESH A A8 53
itk AR AR MEHAE A
on FrH R QIEAAIA] AX okt VEIE
AbgsE & glr) (23 2)& ZigBee UWlEY oA
7k AX 5] AeE vepd Aot}

Join
Out of Network
[ Join & Authentication
Unauthenticated

( Join &
Authenticated

2 2

Network Leave

(32 2) ZigBeeHIERIT0IM | ZX|4EH(3)

ZigBee?] A5 274 Out of Network A}
B2 A WESZ 718l (oin)dHAl =R
Join&Unauthenticated Atel7} Hel o] 7F
A AR AR o} UEHAE AT
k. Q1% (Authentication)7}#] ErpA= =
Join&Authenticated Ael7} =o] WEHZE A
43 5 A =t AE F 2Eso 9 A
A =" 2E (Network Leave)& 71x4] Bk} 2
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2.2 ZigBee?| 7| 781}l Pre-installation
221 2535} 7| 7Y

ZigBeeolA Algsh= twslyl= whaE7] MK,
237 LK, YEH= 7] NK7} gJor] AR50
g} of2 A Alg-"o), (23 3] ZigBee M EY=
oA ALEE= 718 Z¥E Aolr}.
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(E 1) 80 Notation

4o 2] 0]
= IDE /M=

2.

TC% ZigBeed7} ¥l

= MK =+ LK

ZigBeeAx| 7ol 431

MK =+ LK

A, BE IDZ 7K+ F A=A

7} st 7

Zy (X=AB.C..) ZigBee

TC - (MK or LK)

AP - (MK or LK)

MK, or LK,

dubd e g 7= ZRE, Z,+ ZEDE v
U ES = wEbe F3kel ZRe] il ZC2 ZED
wo g FAEE ASE EAE] g, o]F W
Lol AA Y ZAE 7,9 Z7hs AREEte] e
RIMER=

ZigBeeWEH F oA 9] MK+ HEYH =] 27 A
A A LK S 918 A=t LKe MK
2 7o g SKKE(Symmetric Key Establish-
ment Procedure)® 715AA 5 4 °1°U%
$-87A%(Application Layer) OJ]H LM E
AGE = vAAE hssiditt. LKoY MKE 718 ¥
frabe el whebx] oA AR FiEe] A
g Qlth. TCs} ZHzke] AA] Aele =& 715
TC-MK¢} TC-LK=kar 319, i+ 719 ZigBee 4]
Abolell F-f-== 718 AP-MKe} AP-LKeka gk}
NK& vEH=zZA49] BE ﬂzlﬂ A Ffrehs 1
5 712, vEYZ A9 Bets deksiy o)

222 ZigBee 7| &M% 7Y

ZigBeedlA] AM4E = BE 7158 Key-transport
1} Key-establishment, %+ Pre-installtion %

& AHEste] 53 4= glt}. Key-transports
AEAE Fole] A8E 718 TCEYE A4nte w
Wog 7)o AL oM A3zl oJg FAlEA ]
7hsstrls 913AS 71X 2 9t} key- establish-
mentE F A7} Fake HolHE A1 A2
715 A3k Wleltt ZigBeedlME MKE AH-
3lo] LKE 53k AA A A8-€c). Pre-instal-
lation APl A9 wimeld 715 A4 F9
7} 27] 71% Aol AHEsle whgelr)

ZigBee FAEL ¢u3ylES AHEste] dagh
2l sk, 47 e A= tE ‘:‘é%
F3t] FE= A S 9} (& 2)+& ZigBeeolA
A 7150 E5E] A 4 ol S vEld

Zelet.

MK LK NK
key-transport YES YES YES
key-establishment NO YES NO
Pre-installation YES YES YES

ZigBeeH|EHZ ol = | 7|5 oW whos
g E3stertel web 271449 2T o] th2A
vehd 4= glt}d. 22y Key-transports AE3A
oo $1§Ade] EAS] witel, dubA]l A
Pre-installation®] W< o] A&3c} Key-es-
tablishment®] 7% LKZ At 7ot A&
=7] wjitell dubA]l 270 2= s ¢t )
Awk dubd o 7 Al4-% = Pre-installation®] 7%
o= ARl Al 719 FRell weka] AlRAQl
A @A ol 2po]7} WAEIT} MKE AA6lF9 e
AMEEHE 57 dubE ol AW F 8o wEhA = 2]
A& 2A4-L Aekslz vi2 LKy NKZ Pre-instal-
lation¥ 4% 9lch. (5)

o] oA ZigBeeWEYAAe] nE HA 3}
Aol gk AL #A3HE AL vlEEFo]7] wjie,

o] %o 8- EAT shte] VS w2 AR
g}, ey 7)1 2708 o3 R
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4 EE
%5 91 AT A83te] AZE 7]
kaf () T e B4

Key& AHE-3le] Ale]iatel digt <l
SHlelElE A= dl4lgr

[] KeyE AHE3te] (Jeke] 4 k3
ey shal= 3

Keys AHEslel MIC(Message
Intergrity Code)& A= &4

h(Key)

MIC(Key)

3.1 SKKE & MEA

ZigBeeelA= SKKE(Symmetric-Key Key
Establishment Protocol)E 433t MK=ZH ¥
LKE g53t) A%5E Axshe x5 2,9 IDE

A, $E3= A4 2,9 IDE Blw & o, 7,9} 2,
7} Az kel B8k ole AP-MKQ MK, 5 AHE-
3to] B=7]| LK, & G55k Aot & wellA
Al 7124 el MKE vlg] A=l #A o]
Hojglelel 37| wlitel, SKKEeIA AMSH=
ME, = 2] Ao A7g=]o] gleh. weba 2F 2=
= A=Y e MK, o A3t AdEE dg

(RN RN )94— 71—?} D (A B)_E_ 7]]:1}_‘9& .5.}_0:]
‘LK4BE AR}, AArE LK B-E— Aatol Al A d-s)
WA el E SR A0 1K, & AN

A A9 Bl b FUT A T

= A AR FelEA = A z,9) 2z,
A2 1D} RN(Random Number) & Adslx,
Aetyl ID9} RNS AMgste] 1k, 5 E53th LK
EZ 5 kdf()E AHEEEe ALk

K8 AREA S thesh 2ok (3

Jﬁ o e r{r
i

LK, ,= kdf (A, B RN, RN, MK, ;)

AL LK thA] Az zbel] A=) o] zpilo] AXt
gk LKe} 5dgA] #elsle A8 AX) ol & &
ste] F AR = STt FUg 77t AXE A=
5-’1'0 a ‘l‘ /\}\E]-

MEA(Mutual Entity Authentication)+
ZigBeeollx A3l A el ZERZR 7,9
2,7 BUF NKE A2 slefe 2 rlkez 4
39155 a5k Aol MEALR SKKES} »H3t
7= Az kel ID9} RNS Faber}, Ags 1D
9} RN, NKE ¢]|-43o] galdle|e & A4t o] =
A3 7t Adsle] Td3l dlo]Elr} 7:”45]0437]_1
vl o 2 EAd3 NKS 7IA| 2 9l ZigBee Yl
E e A= Zitg: ghalsh= Wgolrt. (3]

3.2 71 & 21

(23 4)+= ZigBee<] 7}%}4243} Z3138
g3t Aol 7,7} A4S AR E 3}04 7+e) %
(association)& 38t (29 2] °1W«Uom &
Unauthenticated ez} €lc}, o] Aldle UES
Fof| 7} o] QAT AF2 HA] 92 AER o}
A HEYZE AHE £ gluh 7RlzEe] Eub
Z, = Zyol U7t A5 f15te] TColA X535l
&k 7§41 2 A (update-device) sl ). TCE

&

o, Kl

Key

| H
TCLK ¢ | TCLK <-4
|

1
1 |
NK )
|
|

|

|

r Transport-Key

| (FCre, (INKSeq, NKILEg, MIC(LES)), MIC(LED)] NK
: {INKSeq, NK| LKy, MIC(LKR)} *

I )

Né—— entity Authentication —3

(&l 4) Secured UWESRZ2 71T (5)
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7,9} Key—establishmenté
Cs} 2,7} SKKES $=33le] A3
8 53k erﬂc’l‘ﬂr g53 TC-LK
Aeste] eslE ALTre Adsd o] Pk
F3tel NK7} TC21H 7,2 % %%E} Ak
FollA AdE= dlolele] AAWES o} 2,
(6)

o rﬂlo il ri ril‘

dlo 1:;4
oo

{FCTC,([NKSG(], N[(]L S MIC(LK, )) ]LﬂC(LK )}

FC,.(Frame Counter)+= dl°o]E]®] freshness
= ®Asl] 93 depdee]a, MIC(Message
Integrity Codes)e A=E+& dlole]e] FHAS
A7) glstel F7kE dlelgeltt. MICE A4 A
Sahs A wAA] o] A oA Wz} o] o]
2 skt A& ®As] ffeltt. MICE &4
T hkey) st FARS At = volH S 23}
of At A wleledlA mic(Lk,) = TCet 2,
Abololl AAE TC-LKE key® A3l MICE Al
ok yA] el tigk FAAE BAE] H3 &
ol dlelgjolel. Lk, += TC-LKel7] wlitel o] 7%
B2 ol AElelA dioleE Wxdhw =3 914
oA At Az} Li, & AHEF MICE] ko] of=
7] Wil dleole]e] Wz t-E ¥ 5 glrh. NK
o} NKSeq &4 vIEf] =24 AR 3L Sl NK
o} 1 £AE Adshe FebdE el NKe 7715
7 aL A2 NKZ 734le] =7] wiie], dA)9
NK7} 2 ##e] NKIA| 3171 918 A wst
desir} vl FHARE NKeb o] dds]ok
s, o]®l 93 sh= debelEl7l NKSeqoltt.
TCoA z, 2 ALd dole] F AL oA Z,=
Ad=le] NKE AAsked 143 7,248 2,
2 ALE = deole= tha3 2l (6)

{ [NKSeq, NKILK,, , MIC(LK,) }

o] WAAZFA] Awts UH Z,+= NKE 253
4 92, Join & Authenticated Atel7} S]] v
E8]29] Aol 7hssl "ok w3t 7,9k 7= NK
< 7IRke2 MEAS aisto] A37tel| 155 #H
A Ha dE]ZA A4l qaks et

3.3 Key-distribution

ZigBee®] 7] #u] TREZF2 7 9 2z 7} 3HE
AP-LKE TCZH¥ Hul w2 HH ARg-EIT) 7] El
Z2EZ2 9] HAAE Adsle] 2= 247t
o] WAAEE TCe A=A 7ol 35+ TC-LK
(LK,, LK,)& A-&3te] stssisnt. (2d 5w 7
P2 e oA AdE= 39 wAA|e] A £
AE ZHZ Aot}

1. Request Key

3. Transport Key

. Transport Key

(22| 5) ZigBee 7| &8l

WA z,7F TClA 2z, 2573 715 2Ase

Key-Request commands A=t}

L. Key— Request(Z,, TO):{Z,, FC,, MIC(LK )}
Zy= ks 715 Sk el Fo,
= 2,4 Frame Countere|™, MIC+= XA 9] F
AAE BAsE7] €8 dlo]gleoltt. TCE: 7] &) &
Aol s}y Transport-Key commands AF&-3}
o z,% Z,7k 3% 719 LK, 5 22 ALsA 2
t}.  Transport-Key commanddlr] AHgE+=
{ o, © keys ARSIl 2ok vlolHE 53}
s ghpolnt. Wb LK, = (LK 5  pe 0 O 3
2 A}

2. Transport — Key(TC, Z,) :
(2, FCpo { LK, } LK, MIC(LE )}

3. Tr(msport—KPy(TCZ ):
{2y, FCpoy { LK, 5 Y LI, MIC(LK,) }
Agol vpEhbe seleE e 71E 2 A 2
Ze] IDelw, F WA sleieel= TCS Frame
Counterelth. Al WA deprlel= 2+ A9} TCAF
o]l TC-LK& stasbel F-f7lolaL, vkA|q} siet
e FAAS A7) $7 geldelyolt}

=
=
L
T
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7ZigBee V|E$ =z gEIAAL wAAS 453}
= FAo| ulba] 2712 ] wie] ¢jon mA A2 A
@nleko] 2o},

L 4 ¢

TC-LK TC-LK
:— Remove-device command —):
| |
| |

Leave

(3% 6) Secured HIES{T2| ELEZFH(TCANM Z,2) ()

(28 6) TC7t 2,5 2847 #H-S vepd
Aolrt, TCx= BHA7H= A3 7,9 IDE #AH4l9]
AAEEo 2] AAELAL,  Z, oA A A A gt
Remove-command¥ %%t Remove-com-
mand= TC9 z,7bell ¥-f¥l= TC-LK LK, =
tzslEle] AEE 7,5 A2 commandell
w2l z, 5 UEHIAA AASA =HH, z0A
Leave-command& H=3lo] V|ES|Fel|A wjifof
S o9}t Leave-command® AHite z =
ApAle] 7R A ol NK 2 LKE AHAIsk | o] 7h
JAAE AA7| A7A = U EHZE AT 5 A

e},

® & @

|

|

| NK
| le—— Leave command ———
| |

TC-LK TC-LK
1 1

[€— Update-device command —>|
|

(a& 7) Secured HERA
23)(5)

o EE|IY(Z,25E{9

p

(29 7)& z,7F A vIES =2E 23t 7

= A& vehd Zelrh. (2F 6]

A Aekpspo] Wil AaEch webgael 2

7h @A A Fl NKE AHste] 7,2 VEY 23S

2gstl= Leave-commands s z,&
o|7& Flstx, TColAl g=st= A=]7} glt

& oe]+= Update-device commandE 23

O
&

lr

o 7]
o

lo

command s A=k vl (27 6)llAek vt
A% Z,= Zle] ZRA AL QlWl 715 AHAlskA ®lot
7,7} A28l Update-device command® LK,
2 gtustete] Ad=Ey, TCE 39 commandE
Ao AXE5lA S5 24T ZXE A4

34w}

an

V. £ ful-y

—_

B
od

|OkI
A=

4.1 Leave-command0| CHEH F|24A

ZigBee WEHFoA FALRE ALE= o fE
o] dolele NKE ARste] stasigict 2
commands AFE W= NKE ARt} 247k
A= NK2 3318 25 commandE 43
liﬂtﬂ NK9Hs AHg-3te] &5 commandE 2HA3
ol A7} Y commandE A EA =
& F7) doh ole Fagk wAQld, AlEAe]
25 TCollA 28 command 2Hd3k= A 24|
oA command 2HAdAF] digt EAI7E GIA]
at, 7éi17} WA & commandE A3k F HA
Holl M= command AAd=7F el 7ol digt 2
%Zﬂzé‘ﬂ ARt} o g A9 IDE ARt §
Z command¥ 53] HEeAS gl szt
= Z, v TCollM = a9 1D A7} commandE
2 A A= G 71 9l7] wlEelt)

@ 4

|
|
| NK NK
|
|

oL
oL
_9_,

Leave command |

(use another node Z.'s id)

1
le Update-device command _ﬂ

|
|
TC-LK TC LK :
|
| (Leave Z.) |

|

(a2 8) IDY=of| ofst =9 LA EtE|

(28 8)9} 2] 2,7} A4} 2 V=] 9]

e AHQl 7.9 IDE AHEste] &8 command
= 28t 7, oA Adsiriete z,u TCeolA+ o]
AL oW A7} AAF commandelAE eldt
7} 9lch. ZigBee MIEY I A= NKZ 535}
g=rpt el 4 9l7] wliol| command® 2HA
sto] AEgE Ao dsir= hol #rkssiet.
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o] ZigBee HWIEY |2 2E commandel A W 2 AFx9] IDE 4143 9% commandr}
3 =& A23AE NKolrt o &3l e g wrEol4 EABIE LR o] & Fslte] AAE 4 917 wiwe]
7] wiolt}l. ZigBee H]Eﬂimm‘— Y EY A gk o} AW ZFEEZEEZAHY NK#HS A3t
s AASo] AoTtel AZL AEsN= Ao commandd¥ WO R AAAE Ads U 4
A IDE Fa7] witell A Aduke] IDE ¥53 At
T itk wpekA] koAl BAE s = AR EA B =iolAs o]d Aldel dig wAlE slAs]
g o} A9 1S Amsle] Ak 1D Aste] A=A z,9} zyabe] Ffdle HEe 79l
£ 853 oy, o] IDE AFS3ke] 2E command LK, 5 A3t abES Algkit. 1k, = 2,9 2,
< S1xske o] of®A| vk ek NKelRk o& gk Z8als AP-LKE 5 #A]uke- 9lsle] AAE =

She ETZREZY H“ﬂ‘_‘i“ TC7} $1& com-
mandE TE3 ¥ F gl whe] gl =A% &
¥ command+& ?sixH A Fol NKE ARS-slod oF
33} spderbt #elEr] el $x% 2
commandzte NK=& sts3iat sojglehd A4
o] HAEA ¢r=r} &b $1%2% command’} &=
FAjtjzte Z,+= olF AHANeR <AEe] TCel
Update-device command® A€sHA =9, TC
= % commandel Yehtes Al ZE U ES
ZellA AAEA et

oA FEA AAE Z+= Ale] 2EE A&
o 5 §7] wtell o] riR AR M EH A A}
45 A=A =) Z= A 2H5F<el NKE 29
2 75 o] wiEell NK7F qilo] E57] A7kA] =
VIES = dlelA dlelg]e] Ado] rbssict. v
v EY =] AAEFolA = d5 A27F AlA" 72
2 AgHr] el Z7F AEshs dlolel= vES
= WellA] F=5o] WAAZ| L dlolE o] ARk o A]
Al71—?s]- [s] = = ﬂ}——o}»ﬂr/]_

ufetr] she] A7} 2Rl FAIE 4 gle
o] nE AxE| dgle] €& commandE $E3
A "obd WEYZS dAFES vXA 5
ZigBeeolA= Atiute] IDE ol AL ©
7] witel b ool el EBAE Al A7
EA golA AAE & i FHAA e 1D
£ 3538 vg 25 commandE &3 Hcopd
EH =] o8] i £AHeR mhXAE £ ¢l
o} A o]'l Age] uiRHciH VB3 AA} &
&A=}

4.2 WM Z2EE

AT 4,104 AAF HeS Az gad=
command®] A& FAel|A command 2 Aol o
g AES Fo 7 g} 2Rzl digk A 7t

LKe17] wiitel ok A= o] 715 ot ¥ 471 ¢l
o} webs K, 5 AHEsle] commandE ¢tE 3}
ol& s =W commandE Akl A=
she Aol Wigh o] sbsslAA "t AR
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