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Abstract: Wireless Sensor Networks consist of small, inexpensive, low-powered sensor nodes that 
communicate with each other. To achieve a low communication cost in a resource constrained 
network, a novel concept of signcryption has been applied for secure communication. Signcryption 
enables a user to perform a digital signature for providing authenticity and public key encryption 
for providing message confidentiality simultaneously in a single logical step with a lower cost than 
that of the sign-then-encrypt approach. Ring signcryption maintains the signer’s privacy, which is 
lacking in normal signcryption schemes. Signcryption can provide confidentiality and authenticity 
without revealing the user’s identity of the ring. This paper presents the security notions and an 
evaluation of an ID-based ring signcryption scheme for wireless sensor networks. The scheme has 
been proven to be better than the existing schemes. The proposed scheme was found to be secure 
against adaptive chosen ciphertext ring attacks (IND-IDRSC-CCA2) and secure against an 
existential forgery for adaptive chosen message attacks (EF-IDRSC-ACMA). The proposed scheme 
was found to be more efficient than scheme for Wireless Sensor Networks reported by Qi. et al. 
based on the running time and energy consumption.    
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1. Introduction 

A wireless sensor network [1-3] is constituted by a 
large number of small-sized sensor nodes with limited 
resources, such as communication capabilities, short 
coverage distance and limited processing power. With the 
progression of wireless sensor networks in wide-ranging 
applications and its adaptability to real life application 
scenarios, security is a prime concern in such networks. In 
addition, sensor based applications are often deployed in 
hostile environments, where the nodes can be captured by 
an adversary, which can lead to a revelation of data or 
other hidden material. Ring signcryption is one of the 
techniques used to address the issues of confidentiality, 
authentication and data integrity. 

Identity-based ring signcryption is a collaboration of 
different security techniques, such as identity-based 
cryptography, ring signature and signcryption. Identity-
based cryptography provides a variant to certificate-based 
public key cryptography; ring signature provides 
anonymity along with authenticity in such a way that even 

a verifier does not know who has signed the message but 
can verify that one of the ring members has signed it. 
Signcryption provides the encryption and signature in a 
single logical step. 

Section 2 reviews the literature on identity-based ring 
signcryption. Section 3 addresses some preliminaries, 
which includes notations used throughout the paper, basic 
concepts of bilinear pairing and basic definitions of 
complexity assumptions. The formal model and security 
notions are discussed in section 4. Section 5 proposes the 
ID-based ring signcryption scheme. The security analysis 
of the proposed scheme is discussed in section 6 and is 
subsequently analyzed in section 7, followed by a 
conclusion of the proposed work. 

2. Related Work 

The concept of identity-based cryptography was 
introduced by Shamir [4] in 1984 to remove the need for 
the certification of public keys, which is required in a 
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conventional public key cryptography setting. On the other 
hand, Shamir only proposed an ID-based signature and left 
the ID-based encryption as an open problem. Boneh et al. 
[5] presented the first Identity Based Encryption (IBE) 
scheme that uses bilinear maps (the Weil or Tate pairing) 
over super singular elliptic curves. Rivest et al. [6] 
introduced a ring signature, which is a group oriented 
signature with privacy concerns: a user can anonymously 
sign a message on behalf of a group of spontaneously 
conscripted users, without managers including the actual 
signer. Zheng et al. [7] proposed the first ID-based ring 
signature scheme with bilinear parings. Yuliang Zheng [8] 
introduced the concept of public key signcryption, which 
fulfils both functions of the digital signature and public 
key encryption in a logically single step, and with a lower 
cost than that required by the sign-then-encrypt approach. 
On the other hand, Zheng did not prove any security 
notions, which was further proposed by Baek et al. [9], and 
described a formal security model in a multi-user setting.  

Xinyi Huang [10] combined the concepts of an ID-
based ring signature and signcryption together as identity-
based ring signcryption. They provided formal proof of 
their scheme with the chosen ciphertext security (IND-
IDRSC-CCA) under the Decisional Bilinear Diffie-
Hellman assumption. On the other hand, Huang et al.'s 
[11] scheme is computationally inefficient because the 
number of pairing computations grows linearly with the 
group size. Huang et al.'s scheme needs n+4 pairing 
computations, where n denotes the size of the group. The 
scheme lacks anonymity and had a key escrow problem 
because the scheme was based on ID-PKC. Wang et al. 
[12] eliminated the key escrow problem in [10] by 
proposing a verifiable certificate-less ring signcryption 
scheme and gave formal security proof of the scheme in a 
random oracle model. On the other hand, this scheme also 
requires n+4 pairing computations. The problem of ID-
based ring signcryption schemes is that they are derived 
from bilinear pairings, and the number of pairing 
computations grows linearly with the group size. Zhu et al. 
[13] solved the above problem. They proposed an efficient 
ID-based ring signcryption scheme, which only takes four 
pairing operations for any group size. Zhu et al. [14] 
proposed an ID-based ring signcryption scheme, which 
offers savings in the ciphertext length and computational 
cost. The other schemes include those reported by Li et al. 
[15, 16], Yu et al. [17] and Zhang et al. [18]. Selvi et al. 
[19] proved that Li et al.’s [15] and Zhu et al.’s scheme 
[13] are not secure against an adaptive chosen ciphertext 
attack, whereas Zhu et al.’s [14] scheme and Yu et al.’s 
[17] scheme are not secure against a chosen plaintext 
attack. Qi et al. [20] proved that their scheme has the 
shortest ciphertext and is much more efficient than Huang 
et al.’s [10] and Selvi et al.’s [19] scheme. Selvi et al. [21] 
proved that Zhang et al.’s [22] scheme is insecure against 
confidentiality, existential unforgeability and anonymity 
attacks. Zhou [23] presented an efficient identity-based 
ring signcryption scheme in the standard model. This paper 
presents the security notions and an evaluation of an ID-
based ring signcryption scheme [27] for wireless sensor 
networks. A comapartive analysis of the proposed scheme 
has been done based on the operations carried out in an 

algorithm and the size of the ciphertext. Further, the 
scheme has been evaluated on the basis of running time 
and energy consumption with Qi et al.‘s [20] scheme. 

3. Preliminaries 

This section provides a brief review of some 
preliminaries that will be used throughout the paper. 

3.1 Notations Used 
The following notations have been made in common 

for all existing schemes and Table 1 summarizes the 
notations used in this paper. 

3.2 Basic Concepts on Bilinear Pairing 
Let  be a cyclic additive group generated by P of 

prime order q, and  be a cyclic multiplicative group of 
the same order q. Let a and b be the elements of 

1G

2G
*
qZ . 

Assume that the discrete logarithm problem (DLP) in both 
 and  is hard. Let  be a bilinear 

pairing with the following properties shown in Table 2. 
1G 2G 1 1ˆ :e G G G× → 2

2

3.3 Complexity Assumptions 
• Bilinear Diffie-Hellman Problem (BDHP): Given two 

groups  and  of the same prime order q, a bilinear 
map  and a generator P of , the 

BDHP in 

1G 2G

1 1ˆ :e G G G× → 1G

( )1 2 ˆ, ,G G e  is to compute  given ( )ˆ , abce P P

( ), , ,P aP bP cP ;  
• Decisional Bilinear Diffie-Hellman Problem (DBDHP): 

Given ( ) 4
1, , ,P aP bP cP G∈  for unknown *, , qa b c Z∈  

and , to decide whether  holds; 2h G∈ ( )
?

ˆ , abch e P P=

•  Computational Bilinear Diffie-Hellman Problem 
(CBDHP): Given ( ) 4

1, , ,P aP bP cP G∈  for unknown 
*, , qa b c Z∈ , the CBDHP in  is to calculate  

. The advantage of any probabilistic polynomial time 
algorithm  in solving the CBDHP in  is defined 

as:

1G ( )ˆ , abce P P

2G∈
A 1G

( ) ( ) *ˆPr , , , , | , ,abcCBDH
A qAdv A P aP bP cP e P P a b c Z⎡ ⎤= = ∈⎣ ⎦

. 

The CBDH Assumption is that for any probabilistic 
polynomial time algorithm , the advantage  is 
negligibly small; 

A CBDH
AAdv

• Computational Diffie-Hellman Problem (CDHP): 
Given ( ) 3

1, ,P aP bP G∈ , for unknown ( ) , 
the CDHP in  is to compute ab . The advantage of 
any probabilistic polynomial time algorithm A  in 
solving the CDHP in  is defined as Adv

3
1, ,P aP bP G∈

1G P

1G CDH
A =  

( ) *Pr , , | , .qA P aP bP abP a b Z⎡ ⎤= ∈⎣ ⎦  The CDH Assump- 
tion is that for any probabilistic polynomial time 
algorithm , the advantage  is negligibly small. A CDH

AAdv
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Table 1. Notations Used. 

k : security parameter  
 params: systems’ public parameter generated by PKG 
 t: secret key generated by PKG 

1G : cyclic additive group generated by P of prime order  2kq >

2G : cyclic multiplicative group generated by P of prime order  2kq >

4. Formal Model of Identity-Based Ring 
Signcryption 

This section discusses the formal model of identity-
based ring signcryption, which includes a generic scheme 
and security notions. 

4.1 Generic Scheme 
A generic ID-based ring signcryption scheme consists 

of five algorithms: Setup, Keygen, Signcrypt, Unsigncrypt 

and Consistency. Table 3 provides a description of these 
algorithms. 

4.2 Security Notion 
Baek et al. [9] presented a formal security definition of 

signcryption in 2002. The security of an ID-based 
signcryption scheme was first defined by Malone-Lee [24], 
which satisfies the indistinguishability against adaptive 
chosen ciphertext attacks and unforgeability against 
adaptive chosen message attacks. 

1P G∈ : random generator 

pubP : public key of PKG 
*
qZ : multiplicative group modulo q 

A : probabilistic polynomial time algorithm 

{ }0,1 ∗ : string with arbitrary length 

{ }0,1 l : string with length l 

{ }1,..., nID ID=L : Ring of user’s identities 
ε : the advantage for the adversary in the game 

1HO , 
2HO , 

3HO , 
4HO , KeygenO , O , : oracles Signcrypt UnsigncryptO

L : List maintained by a challenger 

1 1 2ˆ :e G G G× → is a bilinear pairing 

iID : user identity 

iS : private key of user i 

iQ : public key of user i 
 S: sender 
 R: receiver 

iU : user 
L : group of ring members 
σ : Signcrypted ciphertext 
C : signcrypted ciphertext 
n1: length of the message 
n: number of users in the group 
A : Adversary 
C : Challenger 

Rm M∈ : message,  
M : message space 

 

Table 2. Properties of Bilinear Mapping. 

Bilinearity Non-degeneracy Computability 
1 , , RP Q R G∀ ∈  

( ) ( ) ( )ˆ ˆ ˆ, , ,e P Q R e P R e Q R+ =  

( ) ( ) ( )ˆ ˆ ˆ, ,e P Q R e P Q e P R+ = ( )
21 ˆ  , GG e P Q∃ ∈ ∋

2GI 2G
1 , ,P Q I≠ , where 

 is the identity of  

 ,P Q G∀ ∈ , there is an efficient 

algorithm to compute 
,

,

 
( )

In particular, for any  *, qa b Z∈

( ) ( ) ( ) ( )ˆ ˆ ˆ ˆ, , ,abe aP bP e P P e P abP e abP P= = =  

ˆ ,e P Q  

 
Table 3. Generic Identity Based Ring Signcryption Scheme. 

Algorithm Description 

Setup 
For a given parameter k, a trusted private key generator generates system's public parameters params and its 
corresponding master secret key t , which is kept secret. 

Keygen 
For a given user identity , PKG computes private key  by using  and  and transmits  to via 
secure channel. 

iID iS params t iS iID

Signcrypt 
For sending a message m  from sender to a receiver with identity RID , senders’ private key S , and a group of 

ring members { }  with identities 
S

1 to i iU = n { }1,..., nID ID=L , sender computes a ciphertext. 

Unsigncrypt 
For retrieving a message m, if  is a valid ring signcryption of m  from the ring  to C L RID  or ‘invalid’, if is 
an invalid ring signcryption. 

C

Consistency 
An identity based ring signcryption scheme is said to be consistent iff 

( ) ( )Pr , , , , , , 1S R Rsigncrypt m S ID m unsigncrypt S⎡ ⎤← ←⎣ ⎦L LC C =  
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•  Confidentiality: An identity-based ring signcryption 
(IRSC) is indistinguishable against adaptive chosen 
ciphertext attacks (IND-IRSC-CCA2), if there is no 
polynomially bounded adversary A  with a non-
negligible advantage in the following game: 
1. Setup Phase - The challenger C  runs the setup 

algorithm with the security parameter k  as an input 
and sends the system parameters pa  to the 
adversary  and keeps the master private key t  
secret. 

rams
A

2. Phase-I - The adversary A  performs polynomially-
bounded number of queries to the oracles provided to 

 by . The description of the queries in the phase-I 
are listed as follows: 
A C

a. Keygen Queries: The adversary A  produces an 
identity iID  corresponding to  and receives the 
private key  corresponding to 

iL

iS iID . 
b. Signcrypt Queries : produces a 

message , a user group , a 

sender identity 

( ), , ,A Rm S IDL A

)Rm M∈ { }( 1 to i i n
ID

=
=L

AID  and a receiver identity RID  to 
the challenger .  then returns the signcrypted 
ciphertext  to , where private 
key  is generated by querying the Keygen oracle. 

C C
( ), , ,A Rm S ID= LC A

, ,
AS

c. Unsigncrypt Queries ( )RSLC A

)

:  produces a 

sender group , a receiver identity { }( 1 to i i n
ID

=
=L

RID , and a ring signcryption .  generates the 
private key 

C C

RS  by querying the Key Extraction 
Oracle. C  unsigncrypts  using C RS  and returns  
if  is a valid ring signcryption of m  from the ring 

, to 

m
C
L RID , else outputs ‘Invalid’. 

3.  queries the various oracles adaptively, i.e. the 
current oracle requests may depend on the response to 
the previous oracle queries.  

A

4. Challenge:  chooses two plaintexts  

of equal length, a set of 

A { }0 1,m m M∈

n  users { }(
* *

1 to i i n
ID

=
=L

)
 and 

a receiver identity *
RID , and sends them to C .  

should not have queried the private key corresponding 
to 

A

*
RID  in Phase-I.  now chooses a bit C { }0,1Rb∈  

and computes the challenge ring signcryption ∗C  of 
 and sends  to . bm ∗C A

5. Phase-II: A  performs polynomially-bounded number 
of requests just like the Phase-I, with the restrictions 
that  cannot make Key Extraction query on A *

RID  
and should not query for unsigncryption query on ∗C . 
The *

RID  can be included as a ring member in , but 
 cannot query the private key of 

*L

A *
RID . 

6. Guess - Finally, A  produces a bit  and wins the 
game if b . The success probability is defined as 

b′
b′ =

( )- - 2 1
2

IND IRSC CCA
ASucc k ε= + , where, ε  is called the 

advantage for an adversary in the above game. 
•  Unforgeability: An identity-based ring signcryption 

scheme (IRSC) is said to be existentially unforgeable 
against adaptive chosen message attack (EUF-IRSC-
CMA), if no polynomially bounded adversary has a non-
negligible advantage in the following game: 
1. Setup Phase: The challenger C  runs the Setup 

algorithm with the security parameter k  to generate 
the system parameters pa  and the master secret 
key t . C  gives  to adversary  and keeps t  
secret. 

rams
params A

2. Training Phase:  performs polynomially-bounded 
number of queries, as described in Phase-I of the 
confidentiality game. 

A

3. Existential Forgery: Finally, A  produces a new triple 

( )* * *, ,RIDL C  (i.e. this triple that was not produced as 
output by the signcryption oracle), where the private 
keys of the users in ring  were not queried during 
the training phase. A  wins the game if the result of 
the Unsigncryption 

*L

( )* * *, ,RID CL  is not ‘Invalid’, i.e. 
∗C  is a valid signcryption of some message m M∈ . 

4. *
RID  can also be member of the ring L  and in that 

case, the private key of *
RID  should not be queried by 

. On the other hand, if ,  may query the 
private key of 
A * *

RID ∉L A
*

RID . 
5. The security model described here deals with insider 

security because the adversary is assumed to have 
access to the private key of the receiver of a 
signcryption used for the generation of ∗C . This 
means that the unforgeability is preserved even if a 
receiver′s private key is compromised. 

• Anonymity: An ID-based ring signcryption scheme is 
unconditionally anonymous if for any group of n  
members ( )3n ≥  with identities , any 

message  and Ciphertext , any adversary cannot 
identify the actual signcrypter with a probability better 
than a random guess. That is, A  outputs the identity of 
actual signcrypter with probability 

{ }( 1 to i i n
ID

=
=L )

m C

1 n  if he/she is not a 
member of L , and with a probability ( )1 1n −  if he/she 
is a member of . L
•  Public Verifiability: An ID-based ring signcryption 

scheme is publicly verifiable if given a ciphertext , 
ring L , and receiver R , anyone can verify that  is a 
valid signcryption by some member of the ring L  to the 
specified receiver R , without knowing the receiver’s 
private key. 

C
C

5. Proposed Scheme 

This section present the proposed Identity-Based Ring 
signcryption Scheme. This scheme has the following four 
algorithms: 

1. Setup ( ): Given a security parameter k , a trusted k
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private key generator (PKG) generates the system's 
public parameters  and the corresponding 
master secret key t  that is kept secret by PKG. 

params

a. The trusted authority randomly chooses *
R qt Z∈  

keeps it as a master key and computes the 
corresponding public key pubP tP= . 

b. Let  and  be two cyclic groups of 
prime order  and a random generator 

1( , )G + 2( ,*)G
2kq > 1P G∈ . 

c.  is a bilinear pairing. 1 1:e G G G× → 2

d. Choose Hash Functions 
i. *

1 1:{0,1}H G→  
ii.  2 2: {0, lH G → 1}
iii. * *

3 :{0,1} qH Z→  

iv.  *
4 :{0,1} {0,1}lH →

e. The public parameters are:  
1 2 1 2 3 4{ , , , , , , , , , }pubparams G G e q P P H H H H= . 

2. Keygen ( iID ): Given a user identity iID  of user , 
the PKG, using the public key computes the 
parameters  and the master secret key t , 
computes the corresponding private key , and 
transmits it to 

iU

params

iS

iID  in a secure way as follows: 
a. The public key is computed as . 1( )i iQ H ID=
b. The corresponding private key . i iS tQ=
c. PKG sends  to the user  via a secure channel. iS iU

3. Signcrypt: Let  be a set of n ring 
members, such that . 

{ 1,..., nID ID=L }
SID ∈L RID  may or may not be 

in . The sender runs this algorithm to send a 
message m , where 
L

M∈ M  is a message space, to a 
receiver with identity RID . The sender’s private key, 

, outputs a ring signcryption  as follows: SS C
a. Choose a random number *

R qr Z∈  and . 

And calculate   

*
Rm M∈

0 ,R rP= ( ), ,pub RR e rP Q= k =  

( )2H R ,  *
1 m k= ⊕C

b. Choose  and calculate 
. 

1        {1, 2,..., } \{ }iR G i n S∈ ∀ =

3 0( || || || )i ih H m R R= L

c. Choose .  *        S R qr Z i∈ ∀ S=

Calculate ( )S S S i i i
i S

R r Q R h Q
≠

= − +∑ , 

                     ,  3 0( || || || )S Sh H m R R= L

                    ( )S S SV h r S= + ,  

                     . ( ) *
2 4|| || ( || )Sm r V H m R= ⊕C 0

d. Finally the sender outputs the ciphertext as 
 to the receiver. 0 1 1 2( , , ,..., , , )nR R Rσ = L C C

4. Unsigncrypt: This algorithm is executed by a receiver 
RID . This algorithm takes the ring signcryption, σ , 

the ring membersL  and the private key RS , as input 
and produces the plaintext m , if σ  is a valid ring 
signcryption of m  from the ring L  to RID  or 

‘invalid’, if σ  is an invalid ring signcryption as 
follows: 
a. Calculate 0( , ) ,RR e R S′ =   2 ( ) ,k H R′ ′= *m′ =  

1 k ′⊕C  
b. Recover m′ ,V ′ as ( ) *

2 4 0|| || ( || )Sm r V H m R′ ′ ′= ⊕C . 

c. Calculate . 

Check if . If the 

check succeeds accept , else return . 

3 0( || || || )   {1, 2,..., }i ih H m R R i n′ ′= ∀ =L
?

1
( , ) , ( )

n

pub i i i
i

e P V e P R h Q
=

⎛ ⎞′ = +⎜ ⎟
⎝ ⎠

∑
m ⊥

6. Security Analyses of the Proposed 
Scheme 

This section discusses the correctness of the 
signcrypted ciphertext and provides a security analysis of 
the proposed scheme. 

6.1 Correctness 
In this section, a proof of the correctness is provided. The 

verification equations will hold if the ciphertext  has been 

generated correctly, i.e. . 

C
?

1
( , ) , ( )

n

pub i i i
i

e P V e P R h Q
=

⎛ ⎞′ = +⎜ ⎟
⎝ ⎠

∑
L.H.S. 
( ) ( )( ) ( )( )

( )

( )

1,

1

, , ,

,

,

S S S S S S

n

S S S i i i
i i s

n

pub i i i
i

e P V e P h r S e P h r tQ

e tP h Q R R h Q

e P R h Q

= ≠

=

= + = +

⎛ ⎞
= + + +⎜ ⎟

⎝ ⎠
⎛ ⎞

= +⎜ ⎟
⎝ ⎠

∑

∑

 

6.2 Security Analysis 
In this section, security analysis of the proposed 

scheme is shown. The security is analyzed in terms of 
confidentiality and unforgeability. 

 
Proof of Confidentiality 
Theorem: If an IND-IRSC-CCA2 adversary  has an 
advantage 

A
ε  against an IRSC scheme, asking hash queries 

to random oracles ( )1, 2,3,4
iH i =O ,  extract queries 

(
eq

1e e eq q q
2

= + , where  and  are the number of 
extract queries in the first phase and second phase 
respectively), 

1e
q

2eq

scq  signcryption queries and  
unsigncryption queries, then there exist an algorithm C  

that solves the CBDHP with the advantage 

usq

1 2

1

H Hq q
ε
⎛ ⎞
⎜ ⎟⎜ ⎟
⎝ ⎠

. 

Proof: The challenger C  is challenged with an instance 
 of the Decisional Bilinear ( , , , , )P aP bP cP h

Diffie-Hellman Problem. His goal is to determine if 
 or not. Assume that there is an adversary A  

capable of breaking the IND-IRSC-CCA2 security with a 
( , )abch P P=
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non-negligible advantage. C  makes use of A  to solve the 
CBDHP instance.  simulates the system with the various 
oracles 

C

1HO , 
2HO , 

3HO , 
4HO , KeygenO , O ,  

and allows  to make a polynomially-bounded number of 
queries, adaptively to these oracles. The game between C  
and  is as follows: 

Signcrypt UnsigncryptO

A

A
1. Setup Phase: The challenger C  runs the Setup 

algorithm with the security parameter  and generates 
the system parameters  using the master secret 
key  as follows: 

k
params

t
a.  takes two groups  and , and a generator 

. 
C 1G 2G

1P G∈
b. Calculates the master public key pubP tP= . 
c. Modeling the Hash functions as random oracles 

1HO , 
2HO , 

3HO  and 
4HO . 

d. Selecting a bilinear pairing . 1 1:e G G G× → 2

)

e. Delivering  to A . 1 2( , , , , )pubG G e P P
2. First Phase: To handle the oracle queries, C  

maintains three lists , which keeps 
track of the responses given by C  to the 
corresponding oracle (

( 1, 2,3, 4iL i =

1HO ,
2HO , 

3HO , 
4HO ) queries. 

 adaptively queries the various oracles in the first 
phase, which are handled by  as given below: 
A

C
a. 

1HO  Query: Assume that A  queries the 
1HO  oracle 

with distinct identities in each query. There is no 
loss of generality due to this assumption because if 
the same identity is repeated, the oracle consults the 
list  and gives the same response. Therefore, it is 
assumed that A  asks 

1L

1Hq  distinct queries for 
1Hq  

distinct identities. Among the 
1Hq  identities, a 

random identity needs to be selected as the target 
identity and done as follows. 
i.  selects a random index,  where C j

1
1 Hj q≤ ≤ . 

 does not reveal  to . When A  asks the 
 query on ,  decides to fix  as the 

target identity for the challenge phase. C  
responds to  as follows: 

C j A
thj jID C jID

A
•  If it is the  query, then  sets , 

returns as the response to the query and 
stores , in the list . Here, C  does 
not know b .  is simply using the value bP  
given in the instance of the CBDHP. 

thj C Q bP=

jQ
( , ,j jID Q ∗) 1L

C

• For all other queries, C  chooses *
i R qx Z∈  and 

sets  and stores i iQ x P= , ,i i iID Q x  in the list 
. 1L

ii. C  returns  to . iQ A
b. 

2HO  Query: When A  makes a query to this oracle 
with  as an input,  retrieves  from list  and 
returns  to , if the tuple exists in the list; else, 

chooses a new  randomly, stores 

R C 2h 2L

2h A

2h 2,R h  in  
and returns  to A . 

2L

2h
c. 

3HO  Query: When A  makes a query to this oracle 

with  as input, C  retrieves  from 
list  and returns  to ; else, chooses a new 

 randomly, stores 

( || || || )im RL

qZ

R (3)
ih

3L (3)
ih A

(3) *
i Rh ∈ (3)|| || || ,i im R R hL , 

in the list  and returns  to . 3L (3)
ih A

d. 
4HO  Query: When A  makes a query to this oracle 

with  as input,  retrieves  from list  
and returns  to , if the tuple exists in the list; 
else, chooses a new  randomly, stores 

*
0( || )m R C 4h 4L

4h A

4h
*

0 4|| ,m R h  in  and returns  to . 4L 4h A

e. KeygenO  Query: Upon obtaining a request for the 
private key of user  with identity iU iID , C  aborts if 

iID IDj= . Else, C  retrieves  from list  and 
returns . 

,i iQ x 1L

i iS x t itQ= P =
f.  Query:  chooses a message m , a set of 

 potential senders and forms an ad-hoc group L  
by fixing a sender 

SigncryptO A
n

SID  and a receiver RID  and 
sends them to C . To respond correctly to the 
signcryption query on the plaintext  chosen by , 

 proceeds according to the signcryption algorithm 
when 

m A
C

S jID ID≠ . This is possible as C  knows the 
private key  of the sender SS SID  and runs 

( ), ,Signcrypt Rm QO L  to signcrypt a message on behalf 
of the group. If the sender’s identity S jID ID= , C  
proceeds according to the signcryption algorithm 
(i.e. when C  does not know the private key 
corresponding to SID ). Finally, C  returns the result 
ciphertext σ  to . A

g.  Query: For a unsigncryption query on a 
ciphertext  between a 
user group L  and a receiver with identity 

UnsigncryptO

0 1 1 2( , , ,..., , , )nR R Rσ = L C C
RID . If 

R jID ID= , C  always notifies  that the ciphertext 
is invalid. If 

A

R jID ID≠ , C  runs the 
3HO  simulation 

algorithm to obtain  for 

  then checks if 

3 ( || || || )i ih H m R R′ = ′ ′L

i n= {1, 2,..., }. C
?

( , )e P V ′ =  

 holds. If it does not hold, C  

rejects the ciphertext. Otherwise, C  calculated 
1

, ( )
n

pub i i i
i

e P R h Q
=

⎛ ⎞
+⎜

⎝ ⎠
∑ ⎟

0( , )RR e R S′ = .  can obtain C RS  from the KeygenO  
algorithm because R jID ID≠ . Finally, C  computes 

 and returns to A . m
3. Challenge Phase:  chooses two equal length 

plaintexts  the set of ring members 
A

0 1,m m M∈

{ }*
1,..., nID ID=L , a sender  and a receiver *

SID ∈L
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RID  on which  wants to be challenged and sends 
them to .  should not have queried the private key 
corresponding to 

A
C A

RID  in the first phase. C  aborts, if 

R jID ID≠ , else C  chooses a bit  and 
computes the challenge ring signcryption 

{0,1}R∈δ
*σ  of mδ . 

4. Second Phase: Upon receiving the challenge ring 
signcryption *σ   is allowed to interact with C  as in 
the first phase. This time,  is not given access to the 
private key of 

A
A

RID  and is also restricted from querying 
the decryption oracle for the ring unsigncryption of 

*σ . 
5. Guess: After the second phase, A  returns its guess. 

 ignores the answer from A , picks a random tuple C

2,R h  from list  and returns the corresponding R  
as the solution to the CBDH problem instance. 
Because the challenge ciphertext 

2L

*σ  given to  is 
distributed randomly in the ciphertext space, A  
cannot gain any advantage in this simulation. 
Therefore, any adversary that has an advantage 

A

ε  in 
the real IND-IBRSC-CCA2 game must necessarily 
recognize with probability at least ε  that the challenge 
ciphertext provided by C  is incorrect. For A  to find 
that *σ  is not a valid ciphertext, A  should have 
queried the 

2HO  oracle with ( )*
0 , jR e R S′ =

)P P′ = = =

. Here,  
is the private key of the target identity and it is 

. In addition, C  sets . Hence, 

. Therefore, 

one of the entries in list  should be the value 
. With a probability of 

jS

jaQ abP= *
0R cP=

( ) ( )*
0 , , ( , abc

jR e R S e cP abP e

2L
( , )abce P P

1
1 Hq , the value of 

 chosen by  from list  will be the solution to 
the CBDHP. Now, the probability of success of C  is 
assessed. The events in which C  aborts the IND-
IRSC-CCA2 game are 

R′ C 2L

*[ ( , , , | , , )R qPR P aP bP cP a b c∈C Z  

( )
1 2

1, ]abc

H H

e P P
q q

ε
⎛ ⎞

= = ⎜ ⎟⎜ ⎟
⎝ ⎠

. 

 

Proof of Unforgeability 
Theorem: An identity-based ring signcryption scheme 
(IRSC) is said to be existentially unforgeable against an 
adaptive chosen message attack (EUF-IRSC-CMA), and 
against any polynomially-bounded adversary A  under the 
random oracle model if the CDHP is hard. 
Proof: The challenger C  is challenged to solve an 
instance  of the CDHP with the help of the 
adversary . His objective is to determine ab . When 
the challenger receives the instance from the adversary , 

 begins the interaction with A  to calculate the value of 
. The challenger will set the various random 

oracles

1( , , )P aP bP G∈
A P

A
C

1abP G∈

1HO , 
2HO , 

3HO , 
4HO , KeygenO , ,  

and allows A  to adaptively ask polynomially bounded 
number of queries to the oracles. The game between C  

and  as follows: 

SigncryptO UnsigncryptO

A
1. Setup Phase: The challenger C  runs the Setup 

algorithm with the security parameter  and generates 
the system parameters pa  with the help of the 
master secret key t  as follows: 

k
rams

a.  takes two groups,  and , and a generator, C 1G 2G

1P G∈ . 
b. Calculates the master public key pubP tP= . 
c. Modeling the Hash functions as random oracles

1HO , 

2HO , 
3HO  and 

4HO . 

d. Selecting a bilinear pairing . 1 1:e G G G× → 2

2. Training Phase:  performs a polynomially-bounded 
number of queries on various oracles. The queries may 
be Hash Queries, Extract Queries, Signcrypt Queries 
and Unsigncrypt Queries with no restrictions, handled 
by the challenger .  

A

C
3. Existential Forgery:  produces a forged 

signcryption  on the 
message , where the private keys of the users who 
are in the group  were not queried in the training 
phase. This means that 

A
* * * * * * * *

0 1 2 1 2( , , , ,..., , , )nR R R Rσ = L C C
*m

*L
*σ  was not produced by 

 as an output for the ring signcryption query 

on the message  with a group of user’s identity  
and the receiver’s identity 

SigncryptO
*m *L

RID .  aborts if  does 
not contain the target identity. Otherwise, C  can 
unsigncrypt and verify the validity of the forged ring 
signcryption 

C *L

*σ . 
4. If the ring signature of the forged ring signcryption 

passes the verification then C  will be able to generate 
one more valid ring signcryption from 

 known as 
 using the oracle 

replay technique and applying the extended version of 
a forking lemma applicable for ring signatures. 
Obviously, , who is capable of generating a valid 
ring signcryption, will be able to generate a new valid 
ring signcryption again with the same randomness 
again. Upon receiving two valid ring signcryption on 

,  will be able to retrieve  as follows:  

* * * * * * * *
1 ,C C0 1 2 2( , , , ,..., , )nR R R Rσ = L

* * * * * * * *
0 1 2 1 2( , , , ,..., , , )nR R R Rσ = L C C

A

*m C SS abP=

5. Because,  and V*V ′  have the same randomness, so 
we compute ( )* *

S S SV h r S= +  and ( )S S SV h r S′ ′= +  

are calculated. Hence, . As, C  

knows the hash values  and ,  can calculate 

( )* *
S SV V h h S′ ′− = − S

*
S Sh Sh′ C

( )( ) 1* *
S SS V V h h

−

S′ ′= − − . This means, C  can 

calculate . In other words, C  is capable of 
solving CDHP, but this is not possible. Hence, it 
shows the proposed scheme is secure against EUF-
IBRSC-CMA. 

abP
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Table 4. Efficiency Comparison.

Signcryption Unsigncryption Scheme Year Ciphertext size 
Pairing G1 Add G1 Mult G2 Mult Pairing G1 Add G1 Mult G2 Mult

X. Huang [10] 

7. Efficiency Analysis 

The major parameters involved in the identity based 
ring signcyption scheme are the computation costs for 
signcrypt and unsigncrypt operations. A comparison of the 
efficiency of such schemes has been made against the 
operations involved, such as the point addition on , 
point scalar multiplication on 1G , multiplication on 2G , 
pairing operation, hash operation, ciphertext size. Table 4 
compares the proposed scheme with the schemes proposed 
in the literature with respect to the above said operations. 
The proposed scheme is evidently more efficient than the 
proposed schemes in the literature.  

1G

To the best of the authors’ knowledge there is only one 
ring signcryption scheme [20] for wireless sensor networks. 
The analysis proves that the proposed scheme is more 
efficient than the existing one. The proposed scheme has a 

significant advantage over the most influential scheme. 
The scheme has improved in terms of the ciphertext size 
and point multiplication. In the case of sensor networks, 
the running time and energy consumption basically depend 
upon two factors: the number of pairings and number of 
point multiplications. The formulae for the running time 
and energy consumption can be taken from [25], as shown 
in Fig. 1. 

According to [25], the computation time for pairing of 
MICA2 and Tmote Sky is 10.96 sec and 5.25 sec, 
respectively. Similarly, the computation time for point 
multiplication of MICA2 and Tmote Sky is 2.16 sec and 
1.04 sec, respectively. The voltage level is assumed to be 3V 
and the current draw for MICA2 and Tmote Sky is 7.86 and 
3.45 mA respectively. Table 5 presents the calculated 
running time and energy consumption for Z. Qi et al.’s 
scheme [20] and the proposed scheme. Fig. 2 shows the 

2005 |U|+2n1+2|G1| +n|G2| +nZq
* n+2 2n-2 2n+2 1 3 n-1 n n 

L.Wang [12] 2007 |U|+3n1+2|G1| +n|G2| +nZq
* n+2 2n-2 2n+2 1 2n+3 n-1 n n 

Z. Zhu [13] 2008 2n1+(n+2)|G1| 1 2n-2 n+4 0 3 2n-1 n 0 
L. Zhu [14] 2008 n1+(n+1)|G1| 1 2n-2 3n+2 0 3 2n-1 n 0 
F. Li [15] 2008 |U|+ n1+(n+2) |G1| 1 2n-2 2n+2 0 3 2n-1 n 0 
F. Li [16] |U|+ n1+(n+2) |G1| 1 2n-3 2n+2 0 3 2n-1 n 2008 0 

Y. Yu [17] 2008 |U|+ n1+(n+2) |G1| + nZq
* 1 2n-2 n+3 0 3 2n-1 n 0 

J. Zhang [18] 2009 n1+(n+2) |G2| 1 5n-4 5n+1 0 4 2n-1 n 1 
S. Selvi [19] 2010 |U|+ 2 n1+(n+3) |G1| 1 2n-2 n+5 0 5 2n-1 n 0 
Z. Qi [20] 2010 |U|+ n1+(n+2)|G1| 1 2n-2 2n+2 0 3 2n-1 n 0 
Proposed 
Scheme  |U|+2 n1+(n+1) |G1| 1 2n-2 n+4 0 3 2n-1 n 0 

 
Table 5. Number of nodes vs. Running Time/Energy Consumption. 

MICA2 T-mote sky 
 Number 

of pairing 
Number of point 
multiplications 

Number of 
nodes (in the 

ring) 
Running 
time (s) 

Energy consumption 
(mJ) 

Running time 
(s) 

Energy consumption 
(mJ) 

5 80.56 1899.60 38.68 400.34 
15 145.36 3427.59 69.88 723.26 
30 242.56 5719.56 116.68 1207.64 

Z.Qi. 
Scheme 

[20] 
4 3n+2 

50 372.16 8775.53 179.08 1853.48 
5 74.08 1746.81 35.56 368.05 

15 117.28 2765.46 56.36 583.33 
30 182.08 4293.45 87.56 906.25 

Proposed 
Scheme 2n+4 4 

50 268.48 6330.76 129.16 1336.81 
 

Running Time = (Number of Pairings x Computation time of Pairing) 
                           + (Number of Point Multiplications x Computation time of Point Multiplication) 
 
Total Energy Consumption =Voltage Level x Current x Running Time 

Fig. 1. Formulae for the running time and energy consumption [25]. 
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performance of the proposed scheme with respect to Z.Qi et 
al.’s scheme as the number of nodes in the ring increases. 

8. Conclusion 

Wang et al. [26] proved that Zhu et al.’s scheme [13] is 
insecure against anonymity and also does not satisfy the 
property of unforgeability. Selvi el al. [19] also attacked 
and proved the scheme prone to confidentiality attack. 
Until now, very few ID-based ring signcryption schemes 
have been proposed and most have been proven to be 
insecure. In this paper, an efficient ID based ring 
signcryption scheme was presented, which has been 
proven to be secure against the primitive properties of 
signcryption: confidentiality, unforgeability and anonymity. 
This paper included an analysis of existing schemes and 
calculated results of the proposed scheme for wireless 
sensor networks. Future work may include ring 
signcryption schemes in combination with ID-based 
threshold signcryption, ID-based proxy signcryption and 
ID-based hybrid signcryption schemes and certificate-less 
schemes in the standard model. In addition, constant 
ciphertext size ring signcryption schemes can be improved 
to reduce the communication overhead. 
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