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ABSTRACT

The importance of application traffic identification is emphasized for the efficient network management with
recent rapid development of internet. In this paper, we present the application traffic identification method using
the behavior based signature to improve the previous limitations. The behavior based signature is made by
combining the existing various traffic features, and uses the Inter-Flow unit that is combination of the first
request packet of each flow. All signatures have 100% precision when measured the accuracy of 5 applications

using at home and abroad to prove the feasibility of the proposed signature.
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Table 2. raffic Trace Information

F

Duration
Application Trace Name Start (min) Host Flow Packet Byte(K) Function
‘min;
login
nateon_#01(NA1) 2012:11:16 02:46 17 2 589 224,334 204,069 )
chatting
Nateon
file download
nateon_#02(NA2) 2012:11:22 14:10 6 2 152 58,389 50,040
file upload
dropbox_#01(DB1) 2012:11:08 03:53 19 2 231 4241 34,362 login
DropBox file download
dropbox_#02(DB2) 2012:11:22 14:56 2 2 16 1,497 1,346 file upload
utorrent_#01(UT1) 2012:11:08 01:35 23 2 16,573 3,879,615 3,913,652 .
file download
UTorrent ;
utorrent_#02(UT2) 2012:11:22 14:21 3 2 1,546 259,074 268,789 file upload
login
skype_#01(SK1) 2012:11:13 01:45 49 2 1,862 158,859 98,736 X
chatting
Skype .
file download
skype_#02(SK2) 2012:11:22 14:26 4 2 350 8,972 4,606 .
file upload
. login
teamviewer_#01(TV1) 2012:11:15 11:25 24 2 339 238,562 201,094
remote access
Teamviewer
. file download
teamviewer_#02(TV2) 2012:11:22 14:41 4 2 47 19,361 14,750 .
file upload
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Table 3. Number and Example of Extracted Signature
Num. of
Application . Example
Signature
{Nateon, Seq, 4324, (203.xxx.xxx.91/32, 5004, 6, "PVER 1 4.1.2485 5.0”), (120.xxx.xxx.0/24, 5004, 6, "NCPT 1”), (117.xxx.xxx.17/32, 80, 6, "GET
Nt 8 [keyword37_u2.0op”), (203.xxx.xxx.117/32, 80, 6, "POST /client/club/Ge”), (211.xxx.xxx.0/24, 80, 6, "GET /[upload/notice/"), (211.xxx.xxx.0/24, 80, 6,
ateon
"GET /upload/”), (211.xxx.xxx.0/24, 80, 6, "GET /upload/”), (211.xxx.xxx.0/24, 80, 6, "GET /upload/”),  (117.xxx.xxx.12/32", 80, 6, "GET /nateon/ticker
H"), (120.xxx.xxx.20/32, 80, 6, "POST /client/CountMe")}
DropBox 1 {DropBox, Seq, 3258, (any, 443, 6, "0x16 0x03 0x01 0x00 0x5B 0x01 0x00 0x00 0x57 0x03  0x01 0x50”), (any, 80, 6, "GET /subcribe?host_")}
UTorrent 7 {UTorrent, Set, 5000, (any, any, 17, “dl:ad2:id20:"), (any, any, 17, "A.”),  (any, any, 17, "d1:ad2:id20:")}
Skype 3 {Skype, Seq, 5000, (any, any, 6, "GET /ui/0/5.10.”), (any, any, 6, “0x16  0x03 0x01 0x00")}
Teamviewer 1 {Teamviewer, Seq, 4991, (any, 5938, 6, ".$"), (any, 5938, 17, “0x00 0x00 0x00  0x00 0x00 0x00 0x00 0x00")}

F 4. s AAY] AR 24 A

Table 4. Accuracy of Behavior Signature

Applicat . .
R Unit Precision Recall
ion
1.00 0.60
flow
(447/447) (447/741)
Nateon
1.00 0.02
byte(K)
(5,064/5,064) (5,064/254,110)
1.00 0.78
flow (193/193) (193/247)
DropBox
1.00 0.15
byte(K)
(5,303/5,303) (5,303/35,708)
1.00 0.17
flow
(2,999/2,999) (2,999/18,106)
UTorrent
1.00 0.66
byte(K)
(2,741,745/2,741,745) (2,741,745/4,182,441)
1.00 0.06
flow
(127/127) (127/2,088)
Skype
1.00 0.02
byte(K)
(1,589/1,589) (1,589/103,342)
1.00 0.63
) flow
Teamvie (239/239) (239/385)
wer 1.00 0.04
byte(K)
(8,237/8,237) (8,237/215,845)
1.00 0.18
flow
(4,005/4,005) (4,005/21,487)
Total
1.00 0.57
byte(K)
(2,761,938/2,761,938) (2761938/4,791,446)
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