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ABSTRACT

We have entered into an era of smart software system where the many kinds of embedded software, especially SCADA and
Automotive software not only require high reliability and safety but also high-security. Removing software weakness during the
software development lifecycle is very important because hackers exploit weaknesses which are source of software
vulnerabilities when attacking a system. Therefore the coding rule as like core functions of MISRA-C should expand their
coding focus on security. In this paper, we used CERT-C secure coding rules for nuclear-related software being developed to
demonstrate high-safety software, and proposed how to remove software weakness during development.

Keywords: embedded software, SCADA, software vulnerabilities, software weakness, secure coding
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