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Abstract

Convergence is increasingly prevalent in the IT world which generally refers to the combination of two or more
different technologies in a single device. Especially, the spectrum scarcity is becoming a big issue because there are
exponential growth of broadcasting and communication systems in the spectrum demand. Cognitive radio (CR) is a
convergence technology that is envisaged to solve the problems in wireless networks resulting from the limited available
spectrum and the inefficiency in the spectrum usage by exploiting the existing wireless spectrum opportunistically.
However, the very process of convergence is likely to expose significant security issues due to the merging of what have
been separate services and technologies and also as a result of the introduction of new technologies. The main purpose of
this research is focused on devising an adaptive security framework based on carousel for CR networks as a distinct
telecommunication convergence application, which are still at the stage of being developed and standardized with the lack
of security concerns. The framework uses a secure credential, named as carousel, initialized with the location related
information from objects position, which is used to design security mechanisms for supporting privacy and various
securities based on it. The proposed adaptive security framework could be used as a security building block for the CR
network standards and various convergence applications.
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